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Flowdown Attachment
FDA-2021.0546

Delivery Order Contract No: N00383-21-F-WCO01
IDIQ/BOA Contract No.: NO0383-20-D-WC01
DPAS Rating: DO-A7

SAS DUNS number: 799855812

If the Purchase Order is valued at or above $700,000, and is not for commercial items, the following
applies:

In order to meet the requirements of FAR 52.219-9 or DFARS 252.219-7004, the Seller agrees to
provide a Small Business Subcontracting Plan prior to the award of a Purchase Order. The
referenced plan should contain goals for subcontracting with small businesses, small disadvantaged
businesses, woman-owned small business, historically under-utilized small business, veteran owned
and service disabled veteran owned businesses in accordance with the plan requirements outlined in
FAR 52.219-9 or DFARS 252.219-7004.

In addition, the Seller must submit an Individual Subcontracting Report (ISR) via the Electronic
Subcontracting Reporting System (eSRS) (http://www.esrs.gov) on a semi-annual basis for reporting
periods ending on March 31st and September 30th. Reports are due no later than 15 days after the
close of each reporting period.

Email for Seller’s official acknowledging or rejecting the ISR: sas.eSRS.mail@raytheon.com
(Seller must include contractor official on the ISR report email notification)

The following customer contract requirements apply to this Purchase Order to the extent indicated below
and are hereby incorporated into the Purchase Order by reference:

In all clauses listed herein terms shall be revised to suitably identify the party to establish Seller’s
obligations to Buyer and to the Government; and to enable Buyer to meet its obligations under its
prime contract. Without limiting the generality of the foregoing, and except where further clarified or
modified below, the term “Government” and equivalent phrases shall mean “Buyer”, the term
“Contracting Officer” shall mean “Buyer’s Purchasing Representative", the term “Contractor” or
“Offeror” shall mean “Seller”, “Subcontractor” shall mean “Seller’s Subcontractor” under this
Purchase Order, and the term “Contract” shall mean this “Purchase Order”. For the avoidance of
doubt, the words “Government” and “Contracting Officer” do not change: (1) when a right, act,
authorization or obligation can be granted or performed only by the Government or the prime
contract Contracting Officer or duly authorized representative, such as in FAR 52.227-1 and FAR
52.227-2 and (2) when title to property is to be transferred directly to the Government. Seller shall
incorporate into each lower tier contract issued in support of this Purchase Order all applicable FAR
and DFARS clauses in accordance with the flow down requirements specified in such clauses.
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SPECIAL CONTRACT REQUIREMENTS:

SUPTXT203.1106-1 NAVY USE OF ABILITYONE SUPPORT CONTRACTOR - RELEASE OF OFFEROR
INFORMATION (3-1 8)

NAVSUP <WSS> (activity) may utilize contractor support through the AbilityOne Program, as needed, to
perform contract closeout functions for this acquisition. Information, including business sensitive/
confidential or proprietary data, that the offeror provides to the Government or information already in
the possession of the Government may be viewed and utilized by the AbilityOne Program support
contractor personnel during the course of its contract performance. The information that may be made
available to the support contractor may include, for example, pricing and technical proposals, historical
contract, pricing and performance information, Commercial Asset Visibility (CAV) reporting information
and similar data/information.

By submission of a proposal in response to this solicitation, the offeror and its subcontractors consent to
a release of their business sensitive/confidential or proprietary data to the Government's AbilityOne
Program support contractor personnel.

AbilityOne will have a Non-Disclosure/Non-Use Agreement in place with the Government in order to
comply with DFARS 252.227-7025. The offeror retains the right to engage AbilityOne in a non-disclosure
agreement pursuant to DFARS 252.227-7025(b)(5)(iv).

SUPTXT204-9400(1-17) - CONTRACTOR UNCLASSIFIED ACCESS TO FEDERALLY CONTROLLED
FACILITIES, SENSITIVE INFORMATION, INFORMATION TECHNOLOGY (IT) SYSTEMS OR PROTECTED
HEALTH INFORMATION (APR 2017)

(Applicable to all Purchase Orders where contractor employees require physical access to any area
of a federally controlled base, facility or activity and/or require access to a DoN or DoD
computer/network/system to perform certain unclassified sensitive duties.)

Homeland Security Presidential Directive (HSPD)-12, requires government agencies to develop and
implement Federal security standards for Federal employees and contractors. The Deputy Secretary
of Defense Directive-Type Memorandum (DTM) 08-006 —

“DoD Implementation of Homeland Security Presidential Directive — 12 (HSPD-12)” dated
November 26, 2008 (or its subsequent DoD instruction) directs implementation of HSPD-12. This
clause is in accordance with HSPD-12 and its implementing directives.

APPLICABILITY

This clause applies to contractor employees requiring physical access to any area of a federally
controlled base, facility or activity and/or requiring access to a DoN or DoD
computer/network/system to perform certain unclassified sensitive duties. This clause also applies
to contractor employees who access Privacy Act and Protected Health Information, provide support
associated with fiduciary duties, or perform duties that have been identified as National Security
Position, as advised by the command security manager. It is the responsibility of the responsible
security officer of the command/facility where the work is performed to ensure compliance.

Each contractor employee providing services at a Navy Command under this contract is required
to obtain a Department of Defense Common Access Card (DoD CAC). Additionally, depending on the
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level of computer/network access, the contract employee will require a successful investigation as
detailed below.

ACCESS TO FEDERAL FACILITIES

Per HSPD-12 and implementing guidance, all contractor employees working at a federally
controlled base, facility or activity under this clause will require a DoD CAC. When access to a base,
facility or activity is required contractor employees shall in-process with the Command’s Security
Manager upon arrival to the Command and shall out-process prior to their departure at the
completion of the individual’s performance under the contract.

ACCESS TO DOD IT SYSTEMS

In accordance with SECNAV M-5510.30, contractor employees who require access to DoN or DoD
networks are categorized as ITI, IT-Il, or IT-Ill. The IT-II level, defined in detail in SECNAV M-5510.30,
includes positions which require access to information protected under the Privacy Act, to include
Protected Health Information (PHI). All contractor employees under this contract who require access
to Privacy Act protected information are therefore categorized no lower than IT-II. IT Levels are
determined by the requiring activity’s Command Information Assurance Manager.

Contractor employees requiring privileged or IT-I level access, (when specified by the terms of the
contract) require a Single Scope Background Investigation (SSBI) or T5 or T5R equivalent
investigation , which is a higher level investigation than the National Agency Check with Law and
Credit (NACLC)/T3/T3R described below. Due to the privileged system access, an investigation
suitable for High Risk national security positions is required. Individuals who have access to system
control, monitoring, or administration functions (e.g. system administrator, database administrator)
require training and certification to Information Assurance Technical Level 1, and must be trained
and certified on the Operating System or Computing Environment they are required to maintain.

Access to sensitive IT systems is contingent upon a favorably adjudicated background
investigation. When access to IT systems is required for performance of the contractor employee’s
duties, such employees shall in-process with the Navy Command’s Security Manager and
Information Assurance Manager upon arrival to the Navy command and shall out-process prior to
their departure at the completion of the individual’s performance under the contract. Completion
and approval of a System Authorization Access Request Navy (SAAR-N) form is required for all
individuals accessing Navy Information Technology resources. The decision to authorize access to a
government IT system/network is inherently governmental. The contractor supervisor is not
authorized to sign the SAAR-N; therefore, the government employee with knowledge of the
system/network access required or the COR shall sign the SAAR-N as the “supervisor.”

The SAAR-N shall be forwarded to the Command’s Security Manager at least 30 days prior to the
individual’s start date. Failure to provide the required documentation at least 30 days prior to the
individual’s start date may result in delaying the individual’s start date.

When required to maintain access to required IT systems or networks, the contractor shall ensure
that all employees requiring access complete annual Information Assurance (IA) training, and
maintain a current requisite background investigation. The Contractor’s
Security Representative shall contact the Command Security Manager for guidance when
reinvestigations are required.
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INTERIM ACCESS

The Command's Security Manager may authorize issuance of a DoD CAC and interim access to a
DoN or DoD unclassified computer/network upon a favorable review of the investigative
guestionnaire and advance favorable fingerprint results. When the results of the investigation are
received and a favorable determination is not made, the contractor employee working on the
contract under interim access will be denied access to the computer network and this denial will not
relieve the contractor of his/her responsibility to perform.

DENIAL OR TERMINATION OF ACCESS

The potential consequences of any requirement under this clause including denial or termination
of physical or system access in no way relieves the contractor from the requirement to execute
performance under the contract within the timeframes specified in the contract. Contractors shall
plan ahead in processing their employees and subcontractor employees. The contractor shall insert
this clause in all subcontracts when the subcontractor is permitted to have unclassified access to a
federally controlled facility, federally controlled information system/network and/or to government
information, meaning information not authorized for public release.

CONTRACTOR’S SECURITY REPRESENTATIVE
The contractor shall designate an employee to serve as the Contractor’s Security Representative.
Within three work days after contract award, the contractor shall provide to the requiring activity’s
Security Manager and the Contracting Officer, in writing, the name, title, address and phone number
for the Contractor’s Security Representative. The Contractor’s Security Representative shall be the
primary point of contact on any security matter. The Contractor’s Security Representative shall not
be replaced or removed without prior notice to the Contracting Officer and Command Security
Manager.
BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR
CONTRACTORS ASSIGNED TO NATIONAL SECURITY POSITIONS OR PERFORMING SENSITIVE DUTIES
Navy security policy requires that all positions be given a sensitivity value based on level of risk
factors to ensure appropriate protective measures are applied. Contractor employees under this
contract are recognized as Non-Critical Sensitive [ADP/IT-1I] positions when the contract scope of
work require physical access to a federally controlled base, facility or activity and/or requiring access
to a DoD computer/network, to perform unclassified sensitive duties. This designation is also
applied to contractor employees who access Privacy Act and Protected Health Information (PHI),
provide support associated with fiduciary duties, or perform duties that have been identified as
National Security Positions. At a minimum, each contractor employee must be a US citizen and have
a favorably completed NACLC or T3 or T3R equivalent investigation to obtain a favorable
determination for assignment to a noncritical sensitive or IT-1l position. The investigation consists of
a standard NAC and a FBI fingerprint check plus law enforcement checks and credit check. Each
contractor employee filling a non-critical sensitive or IT-Il position is required to complete:
¢ SF-86 Questionnaire for National Security Positions (or equivalent OPM investigative product)
* Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)
e Original Signed Release Statements
Failure to provide the required documentation at least 30 days prior to the individual’s start date
shall result in delaying the individual’s start date. Background investigations shall be reinitiated as
required to ensure investigations remain current (not older than 10 years) throughout the contract
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performance period. The Contractor’s Security Representative shall contact the Command Security
Manager for guidance when reinvestigations are required.

Regardless of their duties or IT access requirements ALL contractor employees shall in-process
with the Command’s Security Manager upon arrival to the command and shall out-process prior to
their departure at the completion of the individual’s performance under the contract. Employees
requiring IT access shall also check-in and check-out with the Navy Command’s Information
Assurance Manager. Completion and approval of a System Authorization Access Request Navy
(SAAR-N) form is required for all individuals accessing Navy Information Technology resources. The
SAAR-N shall be forwarded to the Navy Command’s Security Manager at least 30 days prior to the
individual’s start date. Failure to provide the required documentation at least 30 days prior to the
individual’s start date shall result in delaying the individual’s start date.

The contractor shall ensure that each contract employee requiring access to IT systems or
networks complete annual Information Assurance (IA) training, and maintain a current requisite
background investigation. Contractor employees shall accurately complete the required
investigative forms prior to submission to the Command Security Manager. The Command’s Security
Manager will review the submitted documentation for completeness prior to submitting it to the
Office of Personnel Management (OPM); Potential suitability or security issues identified may
render the contractor employee ineligible for the assignment. An unfavorable determination is final
(subject to SF-86 appeal procedures) and such a determination does not relieve the contractor from
meeting any contractual obligation under the contract. The Command’s Security Manager will
forward the required forms to OPM for processing. Once the investigation is complete, the results
will be forwarded by OPM to the DoD Central Adjudication Facility (CAF) for a determination.

If the contractor employee already possesses a current favorably adjudicated investigation, the
contractor shall submit a Visit Authorization Request (VAR) via the Joint Personnel Adjudication
System (JPAS) or a hard copy VAR directly from the contractor’s Security Representative. Although
the contractor will take JPAS “Owning” role over the contractor employee, the Navy Command will
take JPAS "Servicing" role over the contractor employee during the hiring process and for the
duration of assignment under that contract. The contractor shall include the IT Position Category per
SECNAV M-5510.30 for each employee designated on a VAR. The VAR requires annual renewal for
the duration of the employee’s performance under the contract.

BACKGROUND INVESTIGATION REQUIREMENTS AND SECURITY APPROVAL PROCESS FOR
CONTRACTORS ASSIGNED TO OR PERFORMING NON-SENSITIVE DUTIES
Contractor employee whose work is unclassified and non-sensitive (e.g., performing certain duties

such as lawn maintenance, vendor services, etc. ...) and who require physical access to publicly
accessible areas to perform those duties shall meet the following minimum requirements:

¢ Must be either a US citizen or a US permanent resident with a minimum of 3 years legal
residency in the United States (as required by The Deputy Secretary of Defense DTM 08-006 or its
subsequent DoD instruction) and

¢ Must have a favorably completed National Agency Check with Written Inquiries (NACI) or T1
investigation equivalent including a FBI fingerprint check prior to installation access.
To be considered for a favorable trustworthiness determination, the Contractor’s Security
Representative must submit for all employees each of the following:

¢ SF-85 Questionnaire for Non-Sensitive Positions

e Two FD-258 Applicant Fingerprint Cards (or an electronic fingerprint submission)

¢ Original Signed Release Statements
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The contractor shall ensure each individual employee has a current favorably completed National
Agency Check with Written Inquiries (NACI) or T1 equivalent investigation, or ensure successful FBI
fingerprint results have been gained and investigation has been processed with OPM.

Failure to provide the required documentation at least 30 days prior to the individual’s start date
may result in delaying the individual’s start date.

* Consult with your Command Security Manager and Information Assurance Manager for local
policy when IT-lll (non-sensitive) access is required for non-US citizens outside the United States.

COST AND SOFTWARE DATA REPORTING

(Applicable to all Purchase Orders valued over $50 million or any Subcontracts valued between $20
million and S50 million that are designated by the Cost Working Integrated Product Team (CWIPT)
as high risk, high value, or high technical interest.)

1.1.1. Cost and Software Data Reporting (CSDR)
The Contractor shall use a documented standard Cost and Software Data Reporting (CSDR) process
that satisfies the guidelines contained in the DoD 5000.04—M-1, CSDR Manual.

1.1.1.1 Contractor Work Breakdown Structure (CWBS)

The Contractor shall develop and maintain the Contract Work Breakdown Structure (CWBS) and
CWABS dictionary in accordance with (CDRL A001) and the Military Standard-881C (MIL-STD-881C)
that can be traced and reported to the work breakdown structure contained in the Government-
approved Contract Cost and Software Data Reporting (CSDR)/Earned Value Management (EVM) Co-
Plan, DD Form 2794, provided as contract Attachment (J). During the performance of the contract,
the Contractor shall not change the approved CWBS or associated definition, or any of the reporting
elements, without prior written approval from the Government. As additional system definition is
accomplished, the Contractor shall update the CWBS and CWBS dictionary and submit copies to the
Government.

1.1.1.2 Contractor Cost Data Reporting (CCDR)
The contractor shall:

a. Use the Government-approved Contract Cost and Software Data Reporting (CSDR)/Earned
Value Management (EVM) Co-Plan, DD Form 2794, and the related Resource Distribution Table
(RDT) as the baseline for reporting provided as contract attachment (J);

b. Prepare and deliver to the Government DD Forms 1921, Cost Data Summary Report (CDRL
A002) and 1921-5, Sustainment Functional Cost-Hour Report (CDRL A003) for every indicated
element identified within the Contract CSDR Plan; Prepare and deliver to the Government DD Form
1921-3

c. Provide updates to the sustainment contract CSDR Plan and related RDT for Government
approval. Updates include, but are not limited to: aligning reporting Subcontractor effort to a single
WBS element and updating the RDT as new
Subcontracts are awarded;

d. Hold a post award meeting after contract award to include a discussion of the contractor’s
standard cost and software data reporting process that satisfies the guidelines contained in the DoD
5000.04-M-1 (CSDR Manual) and the requirements in the Government-approved Contract
CSDR/EVM Co-Plan and related RDT.
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1.1.1.3 Subcontractor Cost Data Reporting

The Contractor shall flow-down Contractor Cost Data Reporting (CCDR) requirements to any
Subcontracts valued over $50 million or any Subcontracts valued between $20 million and $50
million that are designated by the Cost Working Integrated Product Team (CWIPT) as high risk, high
value, or high technical interest. The Contractor shall also notify the Government of any
subcontractor changes or new subcontracts awarded for subcontracts that exceed $50 million. The
Contractor shall also flow-down DD Form 1921-3 to any Subcontractors required to submit Cost and
Software Data Reporting.

Prepare the Cost Data Summary Report (CDSR)

(Requirement for subcontractors to electronically report directly to the DCARC using the CSDR Submit
Review System.)

Prepare the Cost Data Summary Report (CDS) in accordance with DI-FNCL-81565C (or the most recently
approved version) and the OSD Deputy Director, Cost Assessment (DDCA) APPROVED Contract Cost and
Software Data Reporting (CSDR/earned Value Management (EVM) Co-Plan. The DID, DI-FNCL-81565C, is
available from the Defense Cost and Resource Center (DCARC) website at HTTP://CADE.OSD.MIL. The
Contract CSDR/EVM Co —Plan is included as contract attachment (X).

Contractors shall be required to submit the Contractor Cost Data Reports (CCDRs) at frequencies
specified in the OSD DDCA approved Contract CSDR/EVM Co-Plan and in the contract. The Contract
CSDR/EVM Co-Plan uses the event field as the driver for the submission of the reports, not the “as of
date.” If the event slips, the contractor must notify the Government Program Office that a date change is
needed. It is the responsibility of the Government Program Office to submit a request for change in the
event-driven date for reporting through the CSDR Submit-Review system for DCARC approval before the
date reflected in the OSD DDCA approved Contract CSDR/EVM Co-Plan.

All CCDRs shall be submitted electronically using the CSDR Submit-Review System. The required
form and file type for each CCDR is specified in its Data Item Description (DID). Data submitters must
register through the DCARC website and possess a DoD-approved ECA digital certificate or DoD-issued
CAC to obtain a DCARC Portal account and be authorized to upload CSDR content. Users can obtain
access by submitting user information about themselves and their organizations to the DCARC Portal and
requesting a CSDR submitter user role. After the registration information has been verified, the DCARC
shall authorize the user account and requested roles. All DCARC Portal accounts need to be renewed at
least annually.

Subcontractor Reporting: Prime contractors are responsible for flowing down CSDR requirements
contained in their prime contracts to all subcontractors who meet the reporting thresholds specified in
the DoDI 5000.02 or as required by the CWIPT. This includes requiring subcontractors to electronically
report directly to the DCARC using the CSDR Submit Review System.

The prime contractor shall be required to work with the SWIPT and all appropriate subcontractors to
prepare separate Subcontract CSDR/EVM Co-Plans for submission to the DCARC for DDCA approval.
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Security Guidance

Operation Security (OPSEC)

The Contractor shall develop, implement, and maintain an OPSEC program to protect controlled
unclassified and classified activities, information, equipment, and material used or developed by the
Contractor and any subcontractor during performance of the contract. This program may include
Information Assurance and Communications Security (COMSEC). The OPSEC program shall be in
accordance with National Security Decision Directive (NSDD) 298, and at a minimum shall include:

1) Assignment of responsibility for OPSEC direction and implementation.

2) Issuance of procedures and planning guidance for the use of OPSEC techniques to identify
vulnerabilities and apply applicable countermeasures.

3) Establishment of OPSEC education and awareness training.

4) Provisions for management, annual review, and evaluation of OPSEC programs.

5) Flow down of OPSEC requirements to subcontractors when applicable.

The Contractor is responsible for subcontractor implementation of the OPSEC program requirements for
this contract Compliance with FAR clause 52.247-68, Report of Shipment (REPSHIP), is required: Classified
material deliveries require use and performance of FAR clause. 52.247-68.

REPSHIP to provide point of contact verification and shipment notification, and coordinate classified
material deliveries with the destination Transportation Officer (TO).

Compliance with FAR clause 52.247-68, Report of Shipment (REPSHIP), is required: Classified material
deliveries require use and performance of FAR clause. 52.247-68.

REPSHIP to provide point of contact verification and shipment notification, and coordinate classified
material deliveries with the destination Transportation Officer (TO).

Per the DOD 5220.22M and DOD 5220.22-R, contractors requiring access to classified information under
the performance of this contract must be U.S. citizens and possess a DoD issued security clearance for
the appropriate level. Additionally, access to classified information will be limited to those personnel
with the appropriate clearance and a valid Need-to-Know. Contractor personnel needing access to
restricted data and classified information will hold a clearance at the appropriate level.

All Classified material produced under the terms of this contract will be marked, handled, stored and
transmitted in accordance with DoD 5220.22M, National Industrial Security Program Operating Manual
requirements and will be returned or destroyed as delineated in paragraph 5-701, Section 7 of the DOD
5220.22M, unless:

a. A written request is submitted to and authorization is received from the NAVSUP WSS Contracting
Officer Representative (COR) to retain specifically identified classified material.

b. The NAVSUP WSS COR has directed its return.
REPSHIP to provide point of contact verification and shipment notification, and coordinate classified
material deliveries with the destination Transportation Officer (TO).

Per the DOD 5220.22M and DOD 5220.22-R, contractors requiring access to classified information under
the performance of this contract re voice communications.

Any Classified material produced under the terms of this contract will be marked, handled, stored and
transmitted in accordance with DOD 5220.22M requirements.
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The Contractor shall invoke the foregoing provisions on all subcontracts that may be initiated in
association with this contract.

All questions and / or concerns regarding this DD Form 254 will be directed to the NAVSUP WSS POC,
Frank Farkas, at COMM: (215)697-4923; DSN: 442-4923; Email: frank.g.farkasl@navy.mil The security
classification guide number is: The security classification guide number is: F/A-18 Hornet (All Series) and
Electronic Attack EA-18G / 02-026.04, ADB382617 / ADB406221

Swapping SRAs
(Applicable to Purchase Orders that include swapped or cannibalized parts or material.)

Cannibalization of BPRs and BERs. Once an item has been determined to be BPR or BER by the PCO,
the Contractor and/or their subcontractors may cannibalize any serviceable items from the BPR’d or
BER’d unit to complete the repair of other units on a delivery order placed against this contract.
BER/BPR items can be scrapped less cannibalized components.

¢ Cannibalized items that have NIINs will be receipted into CAV upon authorization to scrap the
WRA. To use these items the Contractor must ship the item in place. Authorization to ship in place
must be provided by the IM in writing to the Contractor, with a copy going to the PCO, and must be
appropriately documented in accordance with the WEB-BASED COMMERCIAL ASSET VISIBILITY
(WEBCAV) STATEMENT OF WORK. If no authorization is received, the Contractor shall contact the
PCO for further instructions. Use of cannibalized parts by the Contractor constitutes the use of
government furnished material and may require an equitable adjustment.

Swapping to expedite RTAT. In an effort to expedite repair cycle times, the Contractor and/or their
subcontractors are authorized to swap from other units (hereinafter called “donor units” and
“recipient units”) that are inducted for repair on a delivery order under this requirements contract
or on order N0O0383-19-F-HC02 under BOA NO0383-15-G-005D.

¢ Cannibalization and swapping, for the sake of expediting repairs within the limits described above,
is authorized provided each of the following conditions are met:

¢ The interchanging of component(s) does not result in a degradation of performance of the
"recipient unit" or "donor unit":

¢ The removal of component(s) shall not result in the "donor unit" becoming BER, BPR, and/or OAR;
and the serviceable items and components removed from the "donor unit" shall be replaced such
that the "donor unit" is repaired in accordance with all of the terms and conditions (i.e.: price,
specifications, schedule) of the SOW.

* The Contractor and/or their subcontractors shall maintain records of any "recipient units' and
"donor units" including:

¢ (a) The component(s) (part number. NSN, and serial number, if applicable) removed from the
"donor unit",  (b) The date the component(s) were removed, ¢ (c) The "recipient unit" (part
number, NSN, and serial number, if applicable) receiving the component(s), and ¢ (d) The date the
component(s) were replaced in the "donor unit". e "Recipient unit" and "Donor unit" records will be
made available for Government review upon request.

Swapped and cannibalized parts, or material, shall remain Government-owned property.
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The Contractor and/or their subcontractors shall provide adequate storage for any swapped or
cannibalized parts or material.

FAR AND DFARS CLAUSES INCORPORATED BY REFERENCE FROM THE DELIVERY ORDER:

Clause Number

Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

52.222-19

Child Labor - Cooperation with
Authorities and Remedies
(DEVIATION 2020-00019) (Jul
2020)

Applicable to Purchase Orders for the acquisition of supplies
that are expected to exceed the micro-purchase thresholds.

FAR AND DFARS CLAUSES INCORPORATED BY REFERENCE FROM THE IDIQ/BOA:

Clause Number

Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

52.203-5 Covenant Against Contingent Applicable to Purchase Orders over the Simplified
Fees (May 2014) Acquisition Threshold.
52.203-6 Restrictions on Subcontractor Applicable to all Purchase Orders over the Simplified
Sales to the Government - (Sep Acquisition Threshold.
2006) - ALTERNATE | (Oct 1995)
52.204-3 Taxpayer ldentification (Oct Applicable to all Purchase Orders.
1998)
52.215-2 Audit and Records - Negotiation Applicable to the following Purchase Orders that exceed the
(Oct 2010) - ALTERNATE | (Mar Simplified Acquisition Threshold: (i) that are cost-
2009) reimbursement, incentive, time-and-materials, labor-hour,
or price-redeterminable type or any combination of these,
(i) for which certified cost or pricing data are required; or
(iii) that require Seller to furnish reports as discussed in
paragraph (e) of the clause.
52.215-2 Audit and Records - Negotiation Applicable to the following Purchase Orders that exceed the

(Oct 2010) - ALTERNATE Il (Aug
2016)

Simplified Acquisition Threshold: (i) that are cost-
reimbursement, incentive, time-and-materials, labor-hour,
or price-redeterminable type or any combination of these,
(ii) for which certified cost or pricing data are required; or
(iii) that require Seller to furnish reports as discussed in
paragraph (e) of the clause. Alternate Il applies to cost-
reimbursement Purchase Orders with a State or Local
Government, educational institution, or non-profit
organization.
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Clause Number Title Applical.)ility (I?e.fert-ence to “Purchase Orders” includes
underlying Solicitations)
52.215-2 Audit and Records - Negotiation Applicable to the following Purchase Orders that exceed the
(Oct 2010) - ALTERNATE Il (Jun Simplified Acquisition Threshold: (i) that are cost-
1999) reimbursement, incentive, time-and-materials, labor-hour,
or price-redeterminable type or any combination of these,
(i) for which certified cost or pricing data are required; or
(iii) that require Seller to furnish reports as discussed in
paragraph (e) of the clause. Alt Ill applies when the head of
the agency has waived the examination of records by the
Comptroller General in accordance with 25.1001
52.215-12 Subcontractor Certified Cost or Applicable if the Purchase Order is in excess of $750,000.
Pricing Data (Oct 2010) This clause does not apply to Purchase Orders for
commercial items or if the Seller qualifies for any of the
other exemptions in FAR 15.403-1.
52.215-14 Integrity of Unit Prices (Oct 2010) | Excepting paragraph (b), applicable to Purchase Orders
- ALTERNATE | (Oct 1997) above the Simplified Acquisition Threshold in FAR Part 2.
Not applicable to construction or architect-engineer services
under FAR Part 36; utility services under FAR Part 41;
services where supplies are not required; commercial items;
and petroleum products.
52.215-16 Facilities Capital Cost of Money Flows on a Cost Reimbursement, Time & Material or Labor
(Jun 2003) Hour Purchase Orders. Applies if Seller proposed FCCM and
if the Purchase Order is subject to FAR 31.2 cost principles.
52.215-17 Waiver of Facilities Capital Cost of | Applies if Seller does not propose FCCM and the Purchase
Money (Oct 1997) Order is subject to FAR 31.2 cost principles
52.215-20 Requirements for Certified Cost Applicable to all Purchase Orders when certified cost or
or Pricing Data and Data Other pricing data, or data other than certified cost or pricing data,
Than Certified Cost or Pricing will be required.
Data (Oct 2010) - ALTERNATE |
(Oct 2010)
52.215-20 Requirements for Certified Cost Applicable to all Purchase Orders when certified cost or
or Pricing Data and Data Other pricing data, or data other than certified cost or pricing data,
Than Certified Cost or Pricing will be required.
Data (Oct 2010) - ALTERNATE Il
(Oct 2010)
52.215-20 Requirements for Certified Cost Applicable to all Purchase Orders when certified cost or
or Pricing Data and Data Other pricing data, or data other than certified cost or pricing data,
Than Certified Cost or Pricing will be required.
Data (Oct 2010) - ALTERNATE IlI
(Oct 2010)
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Clause Number

Title
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Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

52.215-20 Requirements for Certified Cost Applicable to all Purchase Orders when certified cost or
or Pricing Data and Data Other pricing data, or data other than certified cost or pricing data,
Than Certified Cost or Pricing will be required.
Data (Oct 2010) - ALTERNATE IV
(Oct 2010)
52.215-21 Requirements for Certified Cost Applicable to all Purchase Orders when certified cost or
or Pricing Data and Data Other pricing data, or data other than certified cost or pricing data,
Than Certified Cost or Pricing will be required for modifications and submission via
Data --MODIFICATIONS (Oct electronic media is required.
2010) - ALTERNATE Il (Oct 1997)
52.215-23 Limitations on Pass-Through Applicable to all cost-reimbursement Purchase Orders that
Charges (Oct 2009) - ALTERNATE | | exceed the Simplified Acquisition Threshold; except if the
(Oct 2009) Buyers' prime contract is with the DoD, then applicable to all
cost-reimbursement Purchase Orders and all fixed-price
Purchase Orders, except those identified in
15.408(n)(2)(i)(B)(2), that exceed the threshold for obtaining
cost or pricing data in accordance with FAR 15.403-4.
52.219-9 Small Business Subcontracting Applicable to Purchase Orders over $700,000 and to
Plan (Deviation 2018-00013) Purchase Orders to the extent that the work under the
Purchase Order will be performed in the United States or its
outlying areas or Seller is recruiting employees in the United
States or its outlying areas to work on the Purchase Order.
Not applicable to Purchase Orders for commercial items.
52.219-9 Small Business Subcontracting Applicable to Purchase Orders over $700,000 (except to
Plan (Mar 2020) - ALTERNATE II small business concerns) and to Purchase Orders to the
(Nov 2016) extent that the work under the Purchase Order will be
performed in the United States or its outlying areas or Seller
is recruiting employees in the United States or its outlying
areas to work on the Purchase Order. Not applicable to
Purchase Orders for commercial items.
52.222-19 Child Labor-Cooperation with Applicable to Purchase Orders for the acquisition of supplies
Authorities and Remedies (Oct that are expected to exceed the micro-purchase thresholds
2016)
52.222-24 Preaward On-Site Equal Applicable to anticipated first tier suppliers' Purchase Orders

Opportunity Compliance
Evaluation (Feb 1999)

of $10 million or more, other than those for construction,
that are subject to a preaward compliance evaluation by the
Office of Federal Contract Compliance Programs (OFCCP)
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Clause Number Title

Raytheon

Space and Airborne Systems

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

52.222-26 Equal Opportunity (Sep 2016) -

ALTERNATE | (Feb 1999)

Applicable to all Purchase Orders exceeding $10,000.
Foreign Sellers: Applicable to Purchase Orders except to the
extent that work under the Purchase Order will be
performed outside the United States or by employees that
are not recruited within the United States to work on the
Purchase Order. “United States”, as used in this
parenthetical, means the 50 States, the District of Columbia,
Puerto Rico, the Northern Mariana Islands, American
Samoa, Guam, the U.S. Virgin Islands, and Wake Island.

52.222-35 Equal Opportunity for Veterans
(Oct 2015) - ALTERNATE | (Jul

2014)

Applicable to all Purchase Orders, including for Commercial
Items pursuant to 52.244-6, of $150,000 or more. Foreign
Sellers: Applicable to Purchase Orders when the listing of
employment openings for purposes of work to be
performed under this Purchase Order occur and are filled
within the 50 States, the District of Columbia, Puerto Rico,
the Northern Mariana Islands, American Samoa, Guam, the
U.S. Virgin Islands, and Wake Island.

52.222-36 Equal Opportunity for Workers
with Disabilities (Jul 2014) -

ALTERNATE | (Jul 2014)

Applicable to all Purchase Orders, including for Commercial
Items pursuant to 52.244-6, exceeding $15,000. Foreign
Sellers: Applicable to Purchase Orders to the extent that
work under the Purchase Order will be performed in the
United States, Puerto Rico, the Northern Mariana Islands,
American Samoa, Guam, the U.S. Virgin Islands, or Wake
Island or Seller is recruiting employees in the United States,
Puerto Rico, the Northern Mariana Islands, American
Samoa, Guam, the U.S. Virgin Islands, or Wake Island to
work on the Purchase Order.

52.222-27 Representation Regarding
Compliance with Labor Laws

(Executive Order 1363)

Solicitations expected to exceed $50 million which are
issued from Oct 25, 2016 through April 27, 2017, and
solicitations expected to exceed $500,000 which are issued
after Apr 24, 2017.

52.223-5 Pollution Prevention and Right-

to-Know Information (May 2011)

Applicable to all Purchase Orders that provide for
performance on a Federal facility per the terms of the
clause.

52.223-6 Drug-Free Workplace (May 2001)

Applicable to Purchase Orders except when (i) the value of
the acquisition is at or below the Simplified Acquisition
Threshold, however, the requirements shall apply to
contracts of any value awarded to an individual; (ii) the
Purchase Order is for the acquisition of commercial items; or
(iii) performance or partial performance will be outside the
United States and its outlying areas.

52.225-2 Buy American Act Certificate

(May 2014)

Applicable to all Purchase Orders except for commercially
available off-the-shelf items (COTS) as defined at FAR 2.101.
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Clause Number Title Applical.)ility (I?e.fen-ance to “Purchase Orders” includes
underlying Solicitations)
52.225-4 Buy American Act -- Free Trade Applicable to all Purchase Orders except for commercially
Agreements — Israeli Trade Act available off-the-shelf items (COTS) as defined at FAR 2.101.
Certificate (May 2014)
52.225-4 Buy American—Free Trade Applicable to all Purchase Orders for $25,000 or more but
Agreements-Israeli Trade Act less than $50,000, except for Commercially available off-the-
Certificate (May 2014) - shelf items (COTS) as defined at FAR 2.101.
ALTERNATE | (May 2014)
52.225-4 Buy American—Free Trade Applicable to all Purchase Orders for $50,000 or more but
Agreements-Israeli Trade Act less than $83,099, except for Commercially available off-the-
Certificate (May 2014) - shelf items (COTS) as defined at FAR 2.101.
ALTERNATE Il (May 2014)
52.225-4 Buy American—Free Trade Applicable to all Purchase Orders for $83,099 or more but
Agreements-Israeli Trade Act less than $100,000, except for Commercially available off-
Certificate (May 2014) - the-shelf items (COTS) as defined at FAR 2.101.
ALTERNATE Il (May 2014)
52.225-6 Trade Agreements Certificate Applicable to all Purchase Orders
(May 2014)
52.230-2 Cost Accounting Standards (Oct Applicable when stated in the Purchase Order.
2015)
52.232-16 Progress Payments - ALTERNATE Applicable to Purchase Orders only when Progress Billing is
Il (Apr 2003) expressly approved by Buyer via order specific text on the
Purchase Order.
52.232-16 Progress Payments (DEVIATION Applicable to Purchase Orders only when Progress Billing is
2020-00010) (Mar 2020) expressly approved by Buyer via order specific text on the
Purchase Order.
52.232-39 Unenforceability of Unauthorized | Applicable to all Purchase Orders involving EULA, TOS, or
Obligations (Jun 2013) similar software agreement.
52.245-1 Government Property (Jan 2017) Applicable to all Purchase Orders when Government
property is acquired or furnished (see PT-001).
52.245-9 Use and Charges (Apr 2012) Applicable to all Purchase Orders when Government
property is acquired or furnished (see PT-001).
52.247-64 Preference for Privately Owned Applicable to all Purchase Orders, including for Commerecial
U.S. - Flag Commercial Vessels Items pursuant to 52.244-6, except those exempted in
(Feb 2006) - ALTERNATE | (Apr paragraph (e) (4) of the clause.
2003)
252.203-7000 Requirements Relating to Applicable to all Purchase Orders.
Compensation of Former DoD
Officials (Sep 2011)
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Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

252.204-7004 Alternate A, System for Award

Management (Feb 2014)

Applicable to all Purchase Orders, including Purchase Orders
for commercial items, when Seller performance requires
routine physical access to a Federally-controlled facility or
military installation.

252.209-7003 Reserve Officer Training Corps
and Military Recruiting on
Campus—Representation (Mar

2012)

Applies to all Purchase Orders with institutions of higher
education.

252.209-7004 Subcontracting with Firms That
Are Owned or Controlled by the
Government of a Terrorist

Country (Oct 2015)

Applies to all Purchase Orders.

252.219-7004 Small Business Subcontracting

Plan (Test Program) (Oct 2014)

Applicable to all Purchase Orders that are expected to
exceed $700,000 (S1.5 million for construction of any public
facility) and that offer subcontracting opportunities.

252.223-7004 Drug-Free Work Force (Sep 1988)

Applicable to Purchase Orders except when (i) performance
or partial performance will be outside the United States and
its outlying areas. (ii) the value of the acquisition is at or
below the Simplified Acquisition Threshold, or (iii) the
Purchase order is for Commercial Items.

252.225-7003 Report of Intended Performance
Outside the United States and
Canada—Submission with Offer

(Oct 2015)

Applicable to all Purchase Orders having a value of greater
than $700,000 and the work in could be performed inside
the United States or Canada. Seller agrees to immediately
inform Buyer if any part of the Purchase Order will be
performed outside the United States and Canada.

252.225-7015 Restriction on Acquisition of
Hand or Measuring Tools (Jun

2005)

Applicable to all Purchase Orders for Hand or measuring
tools.

252.225-7025 Restriction on Acquisition of

Forgings (Dec 2009)

Applicable to all Purchase Orders for forging items or for
other items that contain forging items.

252.225-7028 Exclusionary Policies and
Practices of Foreign Governments

(Apr 2003)

Applicable to all Purchase Orders for supplies and services.

252.225-7030 Restriction on Acquisition of
Carbon, Alloy, and Armor Steel

Plate (Dec 2006)

Applicable to all Purchase Orders for Carbon, Alloy, and
Armor Steel Plate.

252.234-7003 Notice of Cost and Software Data
Reporting System--Basic (Nov

2014)

Applicable to Purchase Orders at any tier that exceed $50
million.
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Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

Notice of Cost and Software Data
Reporting System - ALTERNATE |
(Nov 2014)

252.234-7003

Applicable to Purchase Orders at any tier that exceed $50
million.

252.234-7004 Cost and Software Data Reporting

System (Nov 2014)

Applicable to Purchase Orders that exceed $50 million

252.234-7004 Cost and Software Data Reporting
System (Nov 2014) ALTERNATE |

(Nov 2014)

Applicable to Purchase Orders that exceed $50 million

252.246-7001 Warranty of Data (Mar 2014)

Applicable to Purchase Orders when Buyer will be required
to deliver to the Government Seller’s technical data
pertaining to noncommercial items, or pertaining to
commercial items for which the Government will have paid
for any portion of the development costs.

252.246-7001 Warranty of Data - ALTERNATE |

(Mar 2014)

Applicable to Purchase Orders when Buyer will be required
to deliver to the Government Seller’s technical data
pertaining to noncommercial items, or pertaining to
commercial items for which the Government will have paid
for any portion of the development costs.

252.246-7001 Warranty of Data - ALTERNATE ||

(Mar 2014)

Applicable to Purchase Orders when Buyer will be required
to deliver to the Government Seller’s technical data
pertaining to noncommercial items, or pertaining to
commercial items for which the Government will have paid
for any portion of the development costs.

252.247-7024 Notification of Transportation of

Supplies by Sea (Mar 2000)

Applicable to all Purchase Orders if the supplies being
transported are noncommercial items or commercial items
that (i) Seller is reselling or distributing to the Government
without adding value (generally, Seller does not add value to
items that it contracts for f.0.b. destination shipment); (ii)
are shipped in direct support of U.S. military contingency
operations, exercises, or forces deployed in humanitarian or
peacekeeping operations; or (iii) are commissary or
exchange cargoes transported outside the Defense
Transportation System in accordance with 10 U.S.C. 2643.

CLAUSES INCORPORATED BY FULL TEXT FROM THE DELIVERY ORDER:

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS

EQUIPMENT OR SERVICES (JAN 2021)

(Applicable to all Purchase Orders including those for the acquisition of Commercial Items.)

Definitions. As used in this clause—
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“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any
subsidiary or affiliate of such entities;

(2) Telecommunications services provided by such entities or using such equipment; or

(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of
Defense reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

“Covered foreign country” means—

(1) The People’s Republic of China; or

(2) The Russian Federation.

“Covered missions” means—

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and
communications, integrated tactical warning and attack assessment, and continuity of Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense.

“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the
International Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal
Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VIl of title 15, Code of Federal Regulations, and

controlled—

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological
weapons proliferation, nuclear nonproliferation, or missile technology; or

(i) For reasons relating to regional stability or surreptitious listening;
(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and
technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign

atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations
(relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of
such Code, or part 73 of title 42 of such Code; or
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(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform
Act of 2018 (50 U.S.C. 4817).

“Substantial or essential component” means any component necessary for the proper function or
performance of a piece of equipment, system, or service.

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year
2018 (Pub. L. 115-91), the contractor shall not provide to the Government any equipment, system, or service
to carry out covered missions that uses covered defense telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of any system, unless the
covered defense telecommunication equipment or services are covered by a waiver described in Defense
Federal Acquisition Regulation Supplement 204.2104 .

(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award Management
(SAM) at https://www.sam.gov for entities that are excluded when providing any equipment, system, or
service, to carry out covered missions, that uses covered defense telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any system, unless
a waiver is granted.

(d) Reporting.

(1) In the event the Contractor identifies covered defense telecommunications equipment or services used as
a substantial or essential component of any system, or as critical technology as part of any system, during
contract performance, the Contractor shall report at https://dibnet.dod.mil the information in paragraph
(d)(2) of this clause.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause:

(i) Within 3 business days from the date of such identification or notification: the contract number; the order
number(s), if applicable; supplier name; brand; model number (original equipment manufacturer number,
manufacturer part number, or wholesaler number); item description; and any readily available information
about mitigation actions undertaken or recommended.

(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further
available information about mitigation actions undertaken or recommended. In addition, the Contractor shall
describe the efforts it undertook to prevent use or submission of a covered defense telecommunications
equipment or services, and any additional efforts that will be incorporated to prevent future use or
submission of covered telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in all
subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial
items.

(End of clause)
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252.204-7020 NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020)

(Applicable to all Purchase Orders.)

(a) Definitions.

Basic Assessment” means a contractor’s self-assessment of the contractor’s implementation of NIST SP 800-
171 that—

(1) Is based on the Contractor’s review of their system security plan(s) associated with covered contractor
information system(s);

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology; and

(3) Results in a confidence level of “Low” in the resulting score, because it is a self-generated score.

“Covered contractor information system” has the meaning given in the clause 252.204-7012, Safeguarding
Covered Defense Information and Cyber Incident Reporting, of this contract.

“High Assessment” means an assessment that is conducted by Government personnel using NIST SP 800-
171A, Assessing Security Requirements for Controlled Unclassified Information that—

(1) Consists of —

(i) A review of a contractor’s Basic Assessment;

(ii) A thorough document review;

(iii) Verification, examination, and demonstration of a Contractor’s system security plan to validate that NIST
SP 800-171 security requirements have been implemented as described in the contractor’s system security
plan; and

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and

(2) Results in a confidence level of “High” in the resulting score.

“Medium Assessment” means an assessment conducted by the Government that—
(1) Consists of—

(i) A review of a contractor’s Basic Assessment;

(i) A thorough document review; and

(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and
(2) Results in a confidence level of “Medium” in the resulting score.

(b) Applicability. This clause applies to covered contractor information systems that are required to comply
with the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, in
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accordance with Defense Federal Acquisition Regulation System (DFARS) clause at 252.204-7012,
Safeguarding Covered Defense Information and Cyber Incident Reporting, of this contract.

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for
the Government to conduct a Medium or High NIST SP 800-171 DoD Assessment, as described in NIST SP 800-
171 DoD Assessment Methodology at

https://www.acq.osd.mil/dpap/pdi/cyber/strategically _assessing_contractor_implementation_of NIST SP_8
00-171.html, if necessary.

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk
System (SPRS) (https://www.sprs.csd.disa.mil/) to provide DoD Components visibility into the summary level
scores of strategic assessments.

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic
Assessments conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology to
mailto:webptsmh@navy.mil for posting to SPRS.

(i) The email shall include the following information:

(A) Version of NIST SP 800-171 against which the assessment was conducted.

(B) Organization conducting the assessment (e.g., Contractor self-assessment).

(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD
contract—

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s)
addressed by the system security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.

(D) Date the assessment was completed.

(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be
achieved) based on information gathered from associated plan(s) of action developed in accordance with

NIST SP 800-171.

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section,
the Contractor shall use the following format for the report:
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System CAGE Codes Brief Date of Total Score Date score of
Security Plan supported by description of assessment 110 will
this plan the plan achieved

architecture

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary
level scores to SPRS for each system security plan assessed:
(i) The standard assessed (e.g., NIST SP 800-171 Rev 1).

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department
of Defense Activity Address Code (DoDAAC)).

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.
(v) Date and level of the assessment, i.e., medium or high.

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be
achieved) based on information gathered from associated plan(s) of action developed in accordance with
NIST SP 800-171.

(e) Rebuttals.

(1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer the
opportunity for rebuttal and adjudication of assessment summary level scores prior to posting the summary
level scores to SPRS (see SPRS User’s Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf).

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional

information to demonstrate that they meet any security requirements not observed by the assessment team
or to rebut the findings that may be of question.
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(f) Accessibility.

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in
accordance with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of
Supplier and Product Performance Information (PI).

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS
to view their own summary level scores, in accordance with the SPRS Software User’s Guide for
Awardees/Contractors available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf.

(3) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this
clause. DoD will retain and protect any such documentation as “Controlled Unclassified Information (CUI)”
and intended for internal DoD use only. The information will be protected against unauthorized use and
release, including through the exercise of applicable exemptions under the Freedom of Information Act (e.g.,
Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is
privileged or confidential).

(g) Subcontracts.

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts
and other contractual instruments, including subcontracts for the acquisition of commercial items (excluding
COTS items).

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the
implementation of NIST SP 800-171 security requirements, in accordance with DFARS clause 252.204-7012 of
this contract, unless the subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-171
DoD Assessment, as described in

https://www.acq.osd.mil/dpap/pdi/cyber/strategically _assessing_contractor_implementation_of NIST _SP_8
00-171.html, for all covered contractor information systems relevant to its offer that are not part of an
information technology service or system operated on behalf of the Government.

(3) If a subcontractor does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e.,
not more than 3 years old unless a lesser time is specified in the solicitation) posted in SPRS, the
subcontractor may conduct and submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD
Assessment Methodology, to mailto:webptsmh@navy.mil for posting to SPRS along with the information
required by paragraph (d) of this clause.

(End of clause)

CLAUSES INCORPORATED BY FULL TEXT FROM THE IDIQ/BOA:

52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER THAN CERTIFIED
COST OR PRICING DATA -- MODIFICATIONS (OCT 2010) - ALTERNATE I (OCT 2010) AND ALTERNATE IV (OCT
2010)

(Applicable to all Purchase Orders when certified cost or pricing data, or data other than certified cost or
pricing data, will be required for modifications.)

(a) Submission of certified cost or pricing data is not required.
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(1) In lieu of submitting certified cost or pricing data for modifications under this contract, for price
adjustments expected to exceed the threshold set forth at FAR 15.403-4 on the date of the agreement on
price or the date of the award, whichever is later, the Contractor may submit a written request for exception
by submitting the information described in the following paragraphs. The Contracting Officer may require
additional supporting information, but only to the extent necessary to determine whether an exception
should be granted, and whether the price is fair and reasonable-

(i) Identification of the law or regulation establishing the price offered. If the price is controlled under law by
periodic rulings, reviews, or similar actions of a governmental body, attach a copy of the controlling
document, unless it was previously submitted to the contracting office.

(ii) Information on modifications of contracts or subcontracts for commercial items. (A) If-

(1) The original contract or subcontract was granted an exception from certified cost or pricing data
requirements because the price agreed upon was based on adequate price competition or prices set by law
or regulation, or was a contract or subcontract for the acquisition of a commercial item; and

(2) The modification (to the contract or subcontract) is not exempted based on one of these exceptions, then
the Contractor may provide information to establish that the modification would not change the contract or
subcontract from a contract or subcontract for the acquisition of a commercial item to a contract or
subcontract for the acquisition of an item other than a commercial item.

(B) For a commercial item exception, the Contractor shall provide, at a minimum, information on prices at
which the same item or similar items have previously been sold that is adequate for evaluating the
reasonableness of the price of the modification. Such information may include-

(1) For catalog items, a copy of or identification of the catalog and its date, or the appropriate pages for the
offered items, or a statement that the catalog is on file in the buying office to which the proposal is being
submitted. Provide a copy or describe current discount policies and price lists (published or unpublished),
e.g., wholesale, original equipment manufacturer, or reseller. Also explain the basis of each offered price and
its relationship to the established catalog price, including how the proposed price relates to the price of
recent sales in quantities similar to the proposed quantities.

(2) For market-priced items, the source and date or period of the market quotation or other basis for market
price, the base amount, and applicable discounts. In addition, describe the nature of the market.

(3) For items included on an active Federal Supply Service Multiple Award Schedule contract, proof that an
exception has been granted for the schedule item.

(2) The Contractor grants the Contracting Officer or an authorized representative the right to examine, at any
time before award, books, records, documents, or other directly pertinent records to verify any request for
an exception under this clause, and the reasonableness of price. For items priced using catalog or market
prices, or law or regulation, access does not extend to cost or profit information or other data relevant solely
to the Contractor’s determination of the prices to be offered in the catalog or marketplace.

(b) Provide data described below:

[Insert description of the data
and the format that are required, including the access to records necessary to permit an adequate
evaluation of the proposed price in accordance with 15.403-3 .]
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(b)(1) The Contractor shall submit certified cost or pricing data, data other than certified cost or pricing data,
and supporting attachments prepared in the following format:

[Insert
description of the data and format that are required and include access to records necessary to permit an
adequate evaluation of the proposed price in accordance with 15.408, Table 15-2, Note 2. The description
may be inserted at the time of issuing the solicitation, or the Contracting Officer may specify that the
offeror's format will be acceptable, or the description may be inserted as the result of negotiations.]

(2) As soon as practicable after agreement on price, but before award (except for unpriced actions), the
Contractor shall submit a Certificate of Current Cost or Pricing Data, as prescribed by FAR 15.406-2.
(End of clause)

52.227-21 TECHNICAL DATA DECLARATION, REVISION, AND WITHHOLDING OF PAYMENT -- MAJOR
SYSTEMS (MAY 2014)

(Applicable to all Purchase Orders requiring delivery of technical data.)

(a) Scope of declaration. The Contractor shall provide, in accordance with 41 U.S.C. 2302(e)(7), the
following declaration with respect to all technical data that relate to a major system and that are
delivered or required to be delivered under this contract or that are delivered within 3 years after
acceptance of all items (other than technical data) delivered under this contract unless a different period
is set forth in the contract. The Contracting Officer may release the Contractor from all or part of the
requirements of this clause for specifically identified technical data items at any time during the period
covered by this clause.

(b) Technical data declaration.

(1) All technical data that are subject to this clause shall be accompanied by the following
declaration upon delivery:

TECHNICAL DATA DECLARATION (JAN 1997)

The Contractor, , hereby declares that, to the best of its knowledge and
belief, the technical data delivered herewith under Government contract No. (and
subcontract , if appropriate) are complete, accurate, and comply with the

requirements of the contract concerning such technical data.
(End of declaration)

(2) The Government may, at any time during the period covered by this clause, direct correction
of any deficiencies that are not in compliance with contract requirements. The corrections shall be made
at the expense of the Contractor.

Unauthorized markings on data shall not be considered a deficiency for the purpose of this clause, but will
be treated in accordance with paragraph (e) of the Rights in Data-General clause included in this contract.

(c) Technical data revision. The Contractor also shall, at the request of the Contracting Officer, revise
technical data that are subject to this clause to reflect engineering design changes made during the
performance of this contract and affecting the form, fit, and function of any item (other than technical
data) delivered under this contract. The Contractor may submit a request for an equitable adjustment to
the terms and conditions of this contract for any revisions to technical data made pursuant to this
paragraph.
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(d) Withholding of payment. (1) At any time before final payment under this contract the Contracting
Officer may withhold payment as a reserve up to an amount not exceeding $100,000 or 5 percent of the
amount of this contract, whichever is less, if the Contractor fails to-

(i) Make timely delivery of the technical data;

(i) Provide the declaration required by paragraph (b)(1) of this clause;
(iii) Make the corrections required by paragraph (b)(2) of this clause; or
(iv) Make revisions requested under paragraph (c) of this clause.

(2) The Contracting Officer may withhold the reserve until the Contractor has complied with the
direction or requests of the Contracting Officer or determines that the deficiencies relating to delivered
data, arose out of causes beyond the control of the Contractor and without the fault or negligence of the
Contractor.

(3) The withholding of any reserve under this clause, or the subsequent payment of the reserve,
shall not be construed as a waiver of any Government rights.

(End of clause)

52.244-2 SUBCONTRACTS (OCT 2010)
(Paragraphs (g) and (h) of the clause are applicable to all Purchase Orders.)

(a) Definitions. As used in this clause-

“Approved purchasing system” means a Contractor’s purchasing system that has been reviewed
and approved in accordance with part 44 of the Federal Acquisition Regulation (FAR).

“Consent to subcontract” means the Contracting Officer’s written consent for the Contractor to
enter into a particular subcontract.

“Subcontract” means any contract, as defined in FAR subpart 2.1, entered into by a subcontractor
to furnish supplies or services for performance of the prime contract or a subcontract. It includes, but is
not limited to, purchase orders, and changes and modifications to purchase orders.

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only
on unpriced contract actions (including unpriced modifications or unpriced delivery orders), and only if
required in accordance with paragraph (c) or (d) of this clause.

(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required
for any subcontract that-

(1) Is of the cost-reimbursement, time-and-materials, or labor-hour type; or

(2) Is fixed-price and exceeds-

(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National
Aeronautics and Space Administration, the greater of the simplified acquisition threshold or 5 percent of
the total estimated cost of the contract; or

(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National
Aeronautics and Space Administration, either the simplified acquisition threshold or 5 percent of the total
estimated cost of the contract.

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the
Contracting Officer’s written consent before placing the following subcontracts:
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(e) (1) The Contractor shall notify the Contracting Officer reasonably in advance of placing any
subcontract or modification thereof for which consent is required under paragraph (b), (c), or (d) of this
clause, including the following information:

(i) A description of the supplies or services to be subcontracted.

(i) Identification of the type of subcontract to be used.

(iii) Identification of the proposed subcontractor.

(iv) The proposed subcontract price.

(v) The subcontractor’s current, complete, and accurate certified cost or pricing data and
Certificate of Current Cost or Pricing Data, if required by other contract provisions.

(vi) The subcontractor’s Disclosure Statement or Certificate relating to Cost Accounting
Standards when such data are required by other provisions of this contract.

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract price negotiations;

(B) The most significant considerations controlling establishment of initial or revised prices;

(C) The reason certified cost or pricing data were or were not required;

(D) The extent, if any, to which the Contractor did not rely on the subcontractor’s
certified cost or pricing data in determining the price objective and in negotiating the final price;

(E) The extent to which it was recognized in the negotiation that the subcontractor’s
certified cost or pricing data were not accurate, complete, or current; the action taken by the Contractor
and the subcontractor; and the effect of any such defective data on the total price negotiated;

(F) The reasons for any significant difference between the Contractor’s price objective
and the price negotiated; and

(G) A complete explanation of the incentive fee or profit plan when incentives are used.
The explanation shall identify each critical performance element, management decisions used to quantify
each incentive element, reasons for the incentives, and a summary of all trade-off possibilities considered.

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any
subcontract for which consent is not required under paragraph (b), (c), or (d) of this clause.

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting
Officer to any subcontract nor approval of the Contractor’s purchasing system shall constitute a
determination-

(1) Of the acceptability of any subcontract terms or conditions;
(2) Of the allowability of any cost under this contract; or
(3) To relieve the Contractor of any responsibility for performing this contract.

(g) No subcontract or modification thereof placed under this contract shall provide for payment on a
cost-plus-a percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts
shall not exceed the fee limitations in FAR 15.404-4(c)(4)(i).

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit
filed and prompt notice of any claim made against the Contractor by any subcontractor or vendor that, in
the opinion of the Contractor, may result in litigation related in any way to this contract, with respect to
which the Contractor may be entitled to reimbursement from the Government.

(i) The Government reserves the right to review the Contractor’s purchasing system as set forth in FAR
subpart 44.3.

(j) Paragraphs(c) and (e) of this clause do not apply to the following subcontracts, which were
evaluated during negotiations:

(End of clause)
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WSSTERMEZO03 - HIGHER-LEVEL CONTRACT QUALITY REQUIREMENT

(a) In accordance with FAR Clause 52.246-11, the contractor shall comply with one of the following
Quality Management Systems listed below by checking the appropriate block or propose an equivalent
system by checking the “Other” block:

(X) 1ISO 9001 Quality Management Systems — Requirements
() SAE AS9100 Quality Management Systems - Aerospace Requirements
() OTHER (Specify)

NOTE: When the “OTHER” block is selected, please identify the industry, military, or international
Quality Management System that you intend to use. Your proposed system will be reviewed and assessed
for suitability and equivalency.

(b) Measuring and Test Equipment - The contractor shall comply with one of the following Calibration
Standards listed below by checking the appropriate block or propose an equivalent standard by checking
the “Other” block:

() NCSL Z540.3 Requirements for Calibration of Measuring and Test Equipment
() 1SO 10012 Requirements for Measurement Processes and Measuring Equipment
(X) OTHER (Specify) _ 2540.1

NOTE: When the “OTHER” block is selected, please identify the industry, military, or international
Calibration Standard that you intend to use. Your proposed standard will be reviewed and assessed for
suitability and equivalency.

(c) The contractor shall use and be compliant with the revision of the applicable Quality Management
System and Calibration Standard in effect at time of the offeror's latest proposal submission. (12-14)

52.248-1 VALUE ENGINEERING (OCT 2010)
(Applicable to Purchase Orders over $150,000.)

(a) General. The Contractor is encouraged to develop, prepare, and submit value engineering change
proposals (VECP’s) voluntarily. The Contractor shall share in any net acquisition savings realized from
accepted VECP’s, in accordance with the incentive sharing rates in paragraph (f) of this clause.

(b) Definitions.

“Acquisition savings,” as used in this clause, means savings resulting from the application of a VECP to
contracts awarded by the same contracting office or its successor for essentially the same unit. Acquisition
savings include-

(1) Instant contract savings, which are the net cost reductions on this, the instant contract, and
which are equal to the instant unit cost reduction multiplied by the number of instant contract units
affected by the VECP, less the Contractor’s allowable development and implementation costs;

(2) Concurrent contract savings, which are net reductions in the prices of other contracts that are
definitized and ongoing at the time the VECP is accepted; and

(3) Future contract savings, which are the product of the future unit cost reduction multiplied by
the number of future contract units in the sharing base. On an instant contract, future contract savings
include savings on increases in quantities after VECP acceptance that are due to contract modifications,
exercise of options, additional orders, and funding of subsequent year requirements on a multiyear
contract.

“Collateral savings,” as used in this clause, means those measurable net reductions resulting from a
VECP in the agency’s overall projected collateral costs, exclusive of acquisition savings, whether or not the
acquisition cost changes.
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“Contracting office” includes any contracting office that the acquisition is transferred to, such as
another branch of the agency or another agency’s office that is performing a joint acquisition action.
“Contractor’s development and implementation costs,” as used in this clause, means those costs the
Contractor incurs on a VECP specifically in developing, testing, preparing, and submitting the VECP, as well
as those costs the Contractor incurs to make the contractual changes required by Government acceptance
of a VECP.

“Future unit cost reduction,” as used in this clause, means the instant unit cost reduction adjusted as
the Contracting Officer considers necessary for projected learning or changes in quantity during the sharing
period. It is calculated at the time the VECP is accepted and applies either-

(1) Throughout the sharing period, unless the Contracting Officer decides that recalculation is
necessary because conditions are significantly different from those previously anticipated; or
(2) To the calculation of a lump-sum payment, which cannot later be revised.

“Government costs,” as used in this clause, means those agency costs that result directly from
developing and implementing the VECP, such as any net increases in the cost of testing, operations,
maintenance, and logistics support. The term does not include the normal administrative costs of processing
the VECP or any increase in this contract’s cost or price resulting from negative instant contract savings.

“Instant contract,” as used in this clause, means this contract, under which the VECP is submitted. It
does not include increases in quantities after acceptance of the VECP that are due to contract modifications,
exercise of options, or additional orders. If this is a multiyear contract, the term does not include quantities
funded after VECP acceptance. If this contract is a fixed-price contract with prospective price
redetermination, the term refers to the period for which firm prices have been established.

“Instant unit cost reduction” means the amount of the decrease in unit cost of performance (without
deducting any Contractor’s development or implementation costs) resulting from using the VECP on this,
the instant contract. If this is a service contract, the instant unit cost reduction is normally equal to the
number of hours per line-item task saved by using the VECP on this contract, multiplied by the appropriate
contract labor rate.

“Negative instant contract savings” means the increase in the cost or price of this contract when the
acceptance of a VECP results in an excess of the Contractor’s allowable development and implementation
costs over the product of the instant unit cost reduction multiplied by the number of instant contract units
affected.

“Net acquisition savings” means total acquisition savings, including instant, concurrent, and future
contract savings, less Government costs.

“Sharing base,” as used in this clause, means the number of affected end items on contracts of the
contracting office accepting the VECP.

“Sharing period,” as used in this clause, means the period beginning with acceptance of the first unit
incorporating the VECP and ending at a calendar date or event determined by the contracting officer for
each VECP.

“Unit,” as used in this clause, means the item or task to which the Contracting Officer and the
Contractor agree the VECP applies.

“Value engineering change proposal (VECP)” means a proposal that-

(1) Requires a change to this, the instant contract, to implement; and
(2) Results in reducing the overall projected cost to the agency without impairing essential functions
or characteristics; provided, that it does not involve a change-
(i) In deliverable end item quantities only;
(i) In research and development (R&D) end items or R&D test quantities that is due solely to
results of previous testing under this contract; or
(iii) To the contract type only.
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(c) VECP preparation. As a minimum, the Contractor shall include in each VECP the information
described in paragraphs(c)(1) through (8) of this clause. If the proposed change is affected by contractually
required configuration management or similar procedures, the instructions in those procedures relating to
format, identification, and priority assignment shall govern VECP preparation. The VECP shall include the
following:

(1) A description of the difference between the existing contract requirement and the proposed
requirement, the comparative advantages and disadvantages of each, a justification when an item’s function
or characteristics are being altered, the effect of the change on the end item’s performance, and any
pertinent objective test data.

(2) A list and analysis of the contract requirements that must be changed if the VECP is accepted,
including any suggested specification revisions.

(3) Identification of the unit to which the VECP applies.

(4) A separate, detailed cost estimate for (i) the affected portions of the existing contract
requirement and (ii) the VECP. The cost reduction associated with the VECP shall take into account the
Contractor’s allowable development and implementation costs, including any amount attributable to
subcontracts under the Subcontracts paragraph of this clause.

(5) A description and estimate of costs the Government may incur in implementing the VECP, such
as test and evaluation and operating and support costs.

(6) A prediction of any effects the proposed change would have on collateral costs to the agency.

(7) A statement of the time by which a contract modification accepting the VECP must be issued in
order to achieve the maximum cost reduction, noting any effect on the contract completion time or delivery
schedule.

(8) Identification of any previous submissions of the VECP, including the dates submitted, the
agencies and contract numbers involved, and previous Government actions, if known.

(d) Submission. The Contractor shall submit VECP’s to the Contracting Officer, unless this contract states
otherwise.

If this contract is administered by other than the contracting office, the Contractor shall submit a copy of the
VECP simultaneously to the Contracting Officer and to the Administrative Contracting Officer.

(e) Government action. (1) The Contracting Officer will notify the Contractor of the status of the VECP
within 45 calendar days after the contracting office receives it. If additional time is required, the Contracting
Officer will notify the Contractor within the 45-day period and provide the reason for the delay and the
expected date of the decision. The Government will process VECP’s expeditiously; however, it will not be
liable for any delay in acting upon a VECP.

(2) If the VECP is not accepted, the Contracting Officer will notify the Contractor in writing,
explaining the reasons for rejection. The Contractor may withdraw any VECP, in whole or in part, at any time
before it is accepted by the Government.

The Contracting Officer may require that the Contractor provide written notification before undertaking
significant expenditures for VECP effort.

(3) Any VECP may be accepted, in whole or in part, by the Contracting Officer’s award of a
modification to this contract citing this clause and made either before or within a reasonable time after
contract performance is completed. Until such a contract modification applies a VECP to this contract, the
Contractor shall perform in accordance with the existing contract. The decision to accept or reject all or part
of any VECP is a unilateral decision made solely at the discretion of the
Contracting Officer.

(f) Sharing rates. If a VECP is accepted, the Contractor shall share in net acquisition savings according to
the percentages shown in the table below. The percentage paid the Contractor depends upon-

(1) This contract’s type (fixed-price, incentive, or cost-reimbursement);
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(2) The sharing arrangement specified in paragraph (a) of this clause (incentive, program
requirement, or a combination as delineated in the Schedule); and
(3) The source of the savings (the instant contract, or concurrent and future contracts), as follows:

Contractor’s Share of Net Acquisition Savings (Figure in Percent)

Contract Type Incentive (Voluntary) Program Requirement (Mandatory)
Instant Concurrent Instant Contract Concurrent
Contract Rate and Future Rate and Future
Contract Rate Contract Rate
Fixed-price (includes fixed-price- *50 *50 25 25

award-fee; excludes other fixed-price
incentive contracts)

Incentive (fixed-price or cost) (other (**) *50 (**) 25
than award fee)
Cost-reimbursement (includes cost- **k%25 **%25 15 15

plus-award-fee; excludes other cost-
type incentive contracts)

* The Contracting Office may increase the Contractor’s sharing rate to as high as 75 percent for each VECP.

** Same sharing arrangement as the contract’s profit or fee adjustment formula.

*** The Contracting Office may increase the Contractor’s sharing rate to as high as 50 percent for each VECP.

(g) Calculating net acquisition savings. (1) Acquisition savings are realized when (i) the cost or price is
reduced on the instant contract, (ii) reductions are negotiated in concurrent contracts, (iii) future contracts
are awarded, or (iv) agreement is reached on a lump-sum payment for future contract savings (see
paragraph (i)(4) of this clause). Net acquisition savings are first realized, and the Contractor shall be paid a
share, when Government costs and any negative instant contract savings have been fully offset against
acquisition savings.

(2) Except in incentive contracts, Government costs and any price or cost increases resulting from
negative instant contract savings shall be offset against acquisition savings each time such savings are
realized until they are fully offset.

Then, the Contractor’s share is calculated by multiplying net acquisition savings by the appropriate
Contractor’s percentage sharing rate (see paragraph (f) of this clause). Additional Contractor shares of net
acquisition savings shall be paid to the Contractor at the time realized.

(3) If this is an incentive contract, recovery of Government costs on the instant contract shall be
deferred and offset against concurrent and future contract savings. The Contractor shall share through the
contract incentive structure in savings on the instant contract items affected. Any negative instant contract
savings shall be added to the target cost or to the target price and ceiling price, and the amount shall be
offset against concurrent and future contract savings.

(4) If the Government does not receive and accept all items on which it paid the Contractor’s share,
the Contractor shall reimburse the Government for the proportionate share of these payments.

(h) Contract adjustment. The modification accepting the VECP (or a subsequent modification issued as
soon as possible after any negotiations are completed) shall-

(1) Reduce the contract price or estimated cost by the amount of instant contract savings, unless
this is an incentive contract;

(2) When the amount of instant contract savings is negative, increase the contract price, target
price and ceiling price, target cost, or estimated cost by that amount;

(3) Specify the Contractor’s dollar share per unit on future contracts, or provide the lump-sum
payment;




Raytheon
Space and Airborne Systems
Release No. 1, dated August 16, 2021

(4) Specify the amount of any Government costs or negative instant contract savings to be offset in
determining net acquisition savings realized from concurrent or future contract savings; and

(5) Provide the Contractor’s share of any net acquisition savings under the instant contract in
accordance with the following:

(i) Fixed-price contracts-add to contract price.
(ii) Cost-reimbursement contracts-add to contract fee.

(i) Concurrent and future contract savings. (1) Payments of the Contractor’s share of concurrent and
future contract savings shall be made by a modification to the instant contract in accordance with paragraph
(h)(5) of this clause. For incentive contracts, shares shall be added as a separate firm-fixed-price line item on
the instant contract. The Contractor shall maintain records adequate to identify the first delivered unit for 3
years after final payment under this contract.

(2) The Contracting Officer shall calculate the Contractor’s share of concurrent contract savings by-

(i) Subtracting from the reduction in price negotiated on the concurrent contract any
Government costs or negative instant contract savings not yet offset; and
(i) Multiplying the result by the Contractor’s sharing rate.

(3) The Contracting Officer shall calculate the Contractor’s share of future contract savings by-

(i) Multiplying the future unit cost reduction by the number of future contract units scheduled
for delivery during the sharing period;

(i) Subtracting any Government costs or negative instant contract savings not yet offset; and

(iii) Multiplying the result by the Contractor’s sharing rate.

(4) When the Government wishes and the Contractor agrees, the Contractor’s share of future
contract savings may be paid in a single lump sum rather than in a series of payments over time as future
contracts are awarded. Under this alternate procedure, the future contract savings may be calculated when
the VECP is accepted, on the basis of the Contracting Officer’s forecast of the number of units that will be
delivered during the sharing period. The Contractor’s share shall be included in a modification to this
contract (see paragraph (h)(3) of this clause) and shall not be subject to subsequent adjustment.

(5) Alternate no-cost settlement method. When, in accordance with subsection 48.104-4 of the
Federal Acquisition Regulation, the Government and the Contractor mutually agree to use the no-cost
settlement method, the following applies:

(i) The Contractor will keep all the savings on the instant contract and on its concurrent
contracts only.

(ii) The Government will keep all the savings resulting from concurrent contracts placed on
other sources, savings from all future contracts, and all collateral savings.

(j) Collateral savings. If a VECP is accepted, the Contracting Officer will increase the instant contract
amount, as specified in paragraph (h)(5) of this clause, by a rate from 20 to 100 percent, as determined by
the Contracting Officer, of any projected collateral savings determined to be realized in a typical year of use
after subtracting any Government costs not previously offset. However, the Contractor’s share of collateral
savings will not exceed the contract’s firm-fixed-price, target price, target cost, or estimated cost, at the
time the VECP is accepted, or $100,000, whichever is greater. The Contracting Officer will be the sole
determiner of the amount of collateral savings.

(k) Relationship to other incentives. Only those benefits of an accepted VECP not rewardable under
performance, design to-cost (production unit cost, operating and support costs, reliability and
maintainability), or similar incentives shall be rewarded under this clause. However, the targets of such
incentives affected by the VECP shall not be adjusted because of VECP acceptance. If this contract specifies
targets but provides no incentive to surpass them, the value engineering sharing shall apply only to the
amount of achievement better than target.

() Subcontracts. The Contractor shall include an appropriate value engineering clause in any
subcontract of $150,000 or more and may include one in subcontracts of lesser value. In calculating any
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adjustment in this contract’s price for instant contract savings (or negative instant contract savings), the
Contractor’s allowable development and implementation costs shall include any subcontractor’s allowable
development and implementation costs, and any value engineering incentive payments to a subcontractor,
clearly resulting from a VECP accepted by the Government under this contract. The Contractor may choose
any arrangement for subcontractor value engineering incentive payments, provided, that the payments shall
not reduce the Government’s share of concurrent or future contract savings or collateral savings.

(m) Data. The Contractor may restrict the Government’s right to use any part of a VECP or the
supporting data by marking the following legend on the affected parts:

These data, furnished under the Value Engineering clause of contract , shall not be disclosed
outside the Government or duplicated, used, or disclosed, in whole or in part, for any purpose other than to
evaluate a value engineering change proposal submitted under the clause. This restriction does not limit the
Government’s right to use information contained in these data if it has been obtained or is otherwise
available from the Contractor or from another source without limitations.

If a VECP is accepted, the Contractor hereby grants the Government unlimited rights in the VECP and
supporting data, except that, with respect to data qualifying and submitted as limited rights technical data,
the Government shall have the rights specified in the contract modification implementing the VECP and
shall appropriately mark the data. (The terms “unlimited rights” and “limited rights” are defined in part 27
of the Federal Acquisition Regulation.)

(End of clause)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING
(OCT 2016)

(Applicable to all Purchase Orders for operationally critical support, or for which Purchase Order
performance will involve a covered contractor information system, including Purchase Orders for
commercial items.)

(a) Definitions. As used in this clause—

“Adequate security” means protective measures that are commensurate with the consequences
and probability of loss, misuse, or unauthorized access to, or modification of information.

“Compromise” means disclosure of information to unauthorized persons, or a violation of the
security policy of a system, in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object, or the copying of information to unauthorized media
may have occurred.

“Contractor attributional/proprietary information” means information that identifies the
contractor(s), whether directly or indirectly, by the grouping of information that can be traced back
to the contractor(s) (e.g., program description, facility locations), personally identifiable information,
as well as trade secrets, commercial or financial information, or other commercially sensitive
information that is not customarily shared outside of the company.

“Controlled technical information” means technical information with military or space application
that is subject to controls on the access, use, reproduction, modification, performance, display,
release, disclosure, or dissemination. Controlled technical information would meet the criteria, if
disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction
5230.24, Distribution Statements on Technical Documents. The term does not include information
that is lawfully publicly available without restrictions.
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“Covered contractor information system” means an unclassified information system that is
owned, or operated by or for, a contractor and that processes, stores, or transmits covered defense
information.

“Covered defense information” means unclassified controlled technical information or other
information, as described in the Controlled Unclassified Information (CUI) Registry at
http://www.archives.gov/cui/registry/category-list.ntml, that requires safeguarding or dissemination
controls pursuant to and consistent with law, regulations, and Government wide policies, and

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to
the contractor by or on behalf of DoD in support of the performance of the contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor
in support of the performance of the contract.

“Cyber incident” means actions taken through the use of computer networks that result in a
compromise or an actual or potentially adverse effect on an information system and/or the
information residing therein.

“Forensic analysis” means the practice of gathering, retaining, and analyzing computer-related
data for investigative purposes in a manner that maintains the integrity of the data.

“Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information.

“Malicious software” means computer software or firmware intended to perform an
unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of
an information system. This definition includes a virus, worm, Trojan horse, or other code-based
entity that infects a host, as well as spyware and some forms of adware.

“Media” means physical devices or writing surfaces including, but is not limited to, magnetic
tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which
covered defense information is recorded, stored, or printed within a covered contractor information
system.

““Operationally critical support” means supplies or services designated by the Government as
critical for airlift, sealift, intermodal transportation services, or logistical support that is essential to
the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation.

“Rapidly report” means within 72 hours of discovery of any cyber incident.

“Technical information” means technical data or computer software, as those terms are defined
in the clause at DFARS 252.227-7013, Rights in Technical Data—Noncommercial Items, regardless of
whether or not the clause is incorporated in this solicitation or contract. Examples of technical
information include research and engineering data, engineering drawings, and associated lists,
specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item
identifications, data sets, studies and analyses and related information, and computer software
executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor
information systems. To provide adequate security, the Contractor shall implement, at a minimum,
the following information security protections:

(1) For covered contractor information systems that are part of an Information Technology (IT)
service or system operated on behalf of the Government, the following security requirements apply:
(i) Cloud computing services shall be subject to the security requirements specified in the
clause 252.239-7010, Cloud Computing Services, of this contract.
(ii)Any other such IT service or system (i.e., other than cloud computing) shall be subject to
the security requirements specified elsewhere in this contract.
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(2) For covered contractor information systems that are not part of an IT service or system
operated on behalf of the Government and therefore are not subject to the security requirement
specified at paragraph (b)(1) of this clause, the following security requirements apply:

(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor
information system shall be subject to the security requirements in National Institute of Standards
and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified
Information in Nonfederal Information Systems and Organizations” (available via the internet at
http://dx.doi.org/10.6028/NIST.SP.800-171) in effect at the time the solicitation is issued or as
authorized by the Contracting Officer.

(ii) (A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later
than December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall
notify the DoD Chief Information Officer (ClO), via email at osd.dibcsia@mail.mil, within 30 days of
contract award, of any security requirements specified by NIST SP 800-171 not implemented at the
time of contract award.

(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the
Contracting Officer, for consideration by the DoD CIO. The Contractor need not implement any
security requirement adjudicated by an authorized representative of the DoD CIO to be
nonapplicable or to have an alternative, but equally effective, security measure that may be
implemented in its place.

(C) If the DoD CIO has previously adjudicated the contractor’s requests indicating that a
requirement is not applicable or that an alternative security measure is equally effective, a copy of
that approval shall be provided to the Contracting Officer when requesting its recognition under this
contract.

(D) If the Contractor intends to use an external cloud service provider to store, process, or
transmit any covered defense information in performance of this contract, the Contractor shall
require and ensure that the cloud service provider meets security requirements equivalent to those
established by the Government for the Federal Risk and Authorization Management Program
(FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/) and that the
cloud service provider complies with requirements in paragraphs (c) through (g) of this clause for
cyber incident reporting, malicious software, media preservation and protection, access to additional
information and equipment necessary for forensic analysis, and cyber incident damage assessment.

(3) Apply other information systems security measures when the Contractor reasonably
determines that information systems security measures, in addition to those identified in paragraphs
(b)(1) and (2) of this clause, may be required to provide adequate security in a dynamic environment
or to accommodate special circumstances (e.g., medical devices) and any individual, isolated, or
temporary deficiencies based on an assessed risk or vulnerability. These measures may be addressed
in a system security plan.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor
information system or the covered defense information residing therein, or that affects the
contractor’s ability to perform the requirements of the contract that are designated as operationally
critical support and identified in the contract, the Contractor shall—

(i) Conduct a review for evidence of compromise of covered defense information, including,
but not limited to, identifying compromised computers, servers, specific data, and user accounts. This
review shall also include analyzing covered contractor information system(s) that were part of the
cyber incident, as well as other information systems on the Contractor’s network(s), that may have
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been accessed as a result of the incident in order to identify compromised covered defense
information, or that affect the Contractor’s ability to provide operationally critical support; and
(ii) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by
or for DoD and shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance
with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium
assurance certificate to report cyber incidents. For information on obtaining a DoD-approved
medium assurance certificate, see http://iase.disa.mil/pki/eca/Pages/index.aspx.

(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious
software in connection with a reported cyber incident, submit the malicious software to DoD Cyber
Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do
not send the malicious software to the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has
occurred, the Contractor shall preserve
and protect images of all known affected information systems identified in paragraph (c)(1)(i) of this
clause and all relevant monitoring/packet capture data for at least 90 days from the submission of
the cyber incident report to allow DoD to request the media or decline interest.

(f) Access to additional information or equipment necessary for forensic analysis. Upon request
by DoD, the Contractor shall provide DoD with access to additional information or equipment that is
necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment,
the Contracting Officer will request that the Contractor provide all of the damage assessment
information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The
Government shall protect against the unauthorized use or release of information obtained from the
contractor (or derived from information obtained from the contractor) under this clause that includes
contractor attributional/proprietary information, including such information submitted in accordance
with paragraph (c). To the maximum extent practicable, the Contractor shall identify and mark
attributional/proprietary information. In making an authorized release of such information, the
Government will implement appropriate procedures to minimize the contractor
attributional/proprietary information that is included in such authorized release, seeking to include
only that information that is necessary for the authorized purpose(s) for which the information is
being released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD.
Information that is obtained from the contractor (or derived from information obtained from the
contractor) under this clause that is not created by or for DoD is authorized to be released outside of
DoD—

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of
cyber incidents;

(3) To Government entities that conduct counterintelligence or law enforcement
investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes
(including with Defense
Industrial Base (DIB) participants in the program at 32 CFR part 236); or
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(5) To a support services contractor (“recipient”) that is directly supporting Government
activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or
Disclosure of Third-Party Contractor Reported Cyber Incident Information.

(j) Use and release of contractor attributional/proprietary information created by or for DoD.
Information that is obtained from the contractor (or derived from information obtained from the
contractor) under this clause that is created by or for DoD (including the information submitted
pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for
purposes and activities authorized by paragraph (i) of this clause, and for any other lawful
Government purpose or activity, subject to all applicable statutory, regulatory, and policy based
restrictions on the Government’s use and release of such information.

(k) The Contractor shall conduct activities under this clause in accordance with applicable laws
and regulations on the interception, monitoring, access, use, and disclosure of electronic
communications and data.

() Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting
required by this clause in no way abrogates the Contractor’s responsibility for other safeguarding or
cyber incident reporting pertaining to its unclassified information systems as required by other
applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or
regulatory requirements.

(m) Subcontracts. The Contractor shall—

(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual
instruments, for operationally critical support, or for which subcontract performance will involve
covered defense information, including subcontracts for commercial items, without alteration,
except to identify the parties. The Contractor shall determine if the information required for
subcontractor performance retains its identity as covered defense information and will require
protection under this clause, and, if necessary, consult with the Contracting Officer; and

(2) Require subcontractors to—

(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request
to vary from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance with
paragraph (b)(2)(ii)(B) of this clause; and

(ii) Provide the incident report number, automatically assigned by DoD, to the prime
Contractor (or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident
to DoD as required in paragraph (c) of this clause.

(End of Clause)

252.208-7000 INTENT TO FURNISH PRECIOUS METALS AS GOVERNMENT-FURNISHED MATERIAL (DEC
1991)

(Applicable to all Purchase Orders when the item being purchased contains precious metals.)

(a) The Government intends to furnish precious metals required in the manufacture of items to
be delivered under the contract if the Contracting Officer determines it to be in the Government's best
interest. The use of Government-furnished silver is mandatory when the quantity required is one hundred
troy ounces or more. The precious metal(s) will be furnished pursuant to the Government Furnished
Property clause of the contract.

(b) The Offeror shall cite the type (silver, gold, platinum, palladium, iridium, rhodium, and
ruthenium) and quantity in whole troy ounces of precious metals required in the performance of this
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contract (including precious metals required for any first article or production sample), and shall specify
the national stock number (NSN) and nomenclature, if known, of the deliverable item requiring precious
metals.

Precious Metal* Quantity Deliverable Item (NSN and
Nomenclature)

*If platinum or palladium, specify whether sponge or granules are required.

(c) Offerors shall submit two prices for each deliverable item which contains precious metals—
one based on the Government furnishing precious metals, and one based on the Contractor furnishing
precious metals. Award will be made on the basis which is in the best interest of the Government.

(d) The Contractor agrees to insert this clause, including this paragraph (d), in solicitations for
subcontracts and purchase orders issued in performance of this contract, unless the Contractor knows
that the item being purchased contains no precious metals.

(End of clause)

DFARS 252.211-7003 ITEM UNIQUE IDENTIFICATION AND VALUATION (Mar 2016)

(Applicable to all Purchase Orders. Seller’s obligations under this clause are limited to cooperating with
Buyer’s efforts to comply with this clause, including granting Buyer access to Seller’s deliverables at its
facilities and to appropriate property records.)

(a) Definitions. As used in this clause—

“Automatic identification device” means a device, such as a reader or interrogator, used to retrieve
data encoded on machine-readable media.

“Concatenated unique item identifier” means—

(1) For items that are serialized within the enterprise identifier, the linking together of the unique
identifier data elements in order of the issuing agency code, enterprise identifier, and unique serial
number within the enterprise identifier; or

(2) For items that are serialized within the original part, lot, or batch number, the linking together
of the unique identifier data elements in order of the issuing agency code; enterprise identifier; original
part, lot, or batch number; and serial number within the original part, lot, or batch number.

“Data matrix” means a two-dimensional matrix symbology, which is made up of square or, in some cases,
round modules arranged within a perimeter finder pattern and uses the Error Checking and Correction
200 (ECC200) specification found within International Standards Organization (ISO)/International
Electrotechnical Commission (IEC) 16022.

“Data qualifier” means a specified character (or string of characters) that immediately precedes a data
field that defines the general category or intended use of the data that follows.
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“DoD recognized unique identification equivalent” means a unique identification method that is in
commercial use and has been recognized by DoD. All DoD recognized unique identification equivalents are
listed at http://www.acq.osd.mil/dpap/pdi/uid/iuid_equivalents.html.

“DoD item unique identification” means a system of marking items delivered to DoD with unique item
identifiers that have machine-readable data elements to distinguish an item from all other like and unlike
items. For items that are serialized within the enterprise identifier, the unique item identifier shall include
the data elements of the enterprise identifier and a unique serial number. For items that are serialized
within the part, lot, or batch number within the enterprise identifier, the unique item identifier shall
include the data elements of the enterprise identifier; the original part, lot, or batch number; and the
serial number.

“Enterprise” means the entity (e.g., a manufacturer or vendor) responsible for assigning unique item
identifiers to items.

“Enterprise identifier” means a code that is uniquely assigned to an enterprise by an issuing agency.

“Government’s unit acquisition cost” means—

(1) For fixed-price type line, subline, or exhibit line items, the unit price identified in the contract
at the time of delivery;

(2) For cost-type or undefinitized line, subline, or exhibit line items, the Contractor’s estimated
fully burdened unit cost to the Government at the time of delivery; and

(3) For items produced under a time-and-materials contract, the Contractor’s estimated fully
burdened unit cost to the Government at the time of delivery.

“Issuing agency” means an organization responsible for assigning a globally unique identifier to an
enterprise, as indicated in the Register of Issuing Agency Codes for ISO/IEC 15459, located at
http://www.aimglobal.org/?Reg_Authority15459.

“Issuing agency code” means a code that designates the registration (or controlling) authority for the
enterprise identifier.

“Item” means a single hardware article or a single unit formed by a grouping of subassemblies,
components, or constituent parts.

“Lot or batch number” means an identifying number assigned by the enterprise to a designated group
of items, usually referred to as either a lot or a batch, all of which were manufactured under identical
conditions.

“Machine-readable” means an automatic identification technology media, such as bar codes, contact
memory buttons, radio frequency identification, or optical memory cards.

“Original part number” means a combination of numbers or letters assigned by the enterprise at item
creation to a class of items with the same form, fit, function, and interface.

“Parent item” means the item assembly, intermediate component, or subassembly that has an
embedded item with a unique item identifier or DoD recognized unique identification equivalent.

“Serial number within the enterprise identifier” means a combination of numbers, letters, or symbols
assigned by the enterprise to an item that provides for the differentiation of that item from any other like
and unlike item and is never used again within the enterprise.

“Serial number within the part, lot, or batch number” means a combination of numbers or letters
assigned by the enterprise to an item that provides for the differentiation of that item from any other like
item within a part, lot, or batch number assignment.

“Serialization within the enterprise identifier” means each item produced is assigned a serial number
that is unique among all the tangible items produced by the enterprise and is never used again. The
enterprise is responsible for ensuring unique serialization within the enterprise identifier.

“Serialization within the part, lot, or batch number” means each item of a particular part, lot, or batch
number is assigned a unique serial number within that part, lot, or batch number assignment. The



Raytheon
Space and Airborne Systems
Release No. 1, dated August 16, 2021

enterprise is responsible for ensuring unique serialization within the part, lot, or batch number within the
enterprise identifier.

“Type designation” means a combination of letters and numerals assigned by the Government to a
major end item, assembly or subassembly, as appropriate, to provide a convenient means of
differentiating between items having the same basic name and to indicate modifications and changes
thereto.

“Unique item identifier” means a set of data elements marked on items that is globally unique and
unambiguous. The term includes a concatenated unique item identifier or a DoD recognized unique
identification equivalent.

“Unique item identifier type” means a designator to indicate which method of uniquely identifying a
part has been used.

The current list of accepted unique item identifier types is maintained at
http://www.acq.osd.mil/dpap/pdi/uid/uii_types.html.

(b) The Contractor shall deliver all items under a contract line, subline, or exhibit line item.

(c) Unique item identifier.

(1) The Contractor shall provide a unique item identifier for the following:
(i) Delivered items for which the Government’s unit acquisition cost is $5,000 or more, except
for the following line items:

Contract Line, Subline, or Exhibit Line ltem Number Item Description

(i) Items for which the Government’s unit acquisition cost is less than $5,000 that are
identified in the Schedule or the following table:
Contract Line, Subline, or Exhibit Line ltem Number Item Description

(If items are identified in the Schedule, insert “See Schedule” in this table.)

(iii) Subassemblies, components, and parts embedded within delivered items, items with
warranty requirements, DoD serially managed reparables and DoD serially managed nonreparables as
specified in Attachment Number

(iv) Any item of special tooling or special test equipment as defined in FAR 2.101 that have
been designated for preservation and storage for a Major Defense Acquisition Program as specified in
Attachment Number

(v) Any item not included in (i), (ii), (iii), or (iv) for which the contractor creates and marks a
unique item identifier for traceability.

(2) The unique item identifier assignment and its component data element combination shall not
be duplicated on any other item marked or registered in the DoD Item Unique Identification Registry by
the contractor.



Raytheon
Space and Airborne Systems
Release No. 1, dated August 16, 2021

(3) The unique item identifier component data elements shall be marked on an item using two
dimensional data matrix symbology that complies with ISO/IEC International Standard 16022, Information
technology — International symbology specification — Data matrix; ECC200 data matrix specification.

(4) Data syntax and semantics of unique item identifiers. The Contractor shall ensure that—

(i) The data elements (except issuing agency code) of the unique item identifier are encoded
within the data matrix symbol that is marked on the item using one of the following three types of data
qualifiers, as determined by the Contractor:

(A) Application Identifiers (Ais) (Format Indicator 05 of ISO/IEC International Standard
15434), in accordance with ISO/IEC International Standard 15418, Information Technology — EAN/UCC
Application Identifiers and Fact Data Identifiers and Maintenance and ANSI MH 10.8.2 Data Identifier and
Application Identifier Standard.

(B) Data Identifiers (Dis) (Format Indicator 06 of ISO/IEC International Standard 15434), in
accordance with ISO/IEC International Standard 15418, Information Technology — EAN/UCC Application
Identifiers and Fact Data Identifiers and Maintenance and ANSI MH 10.8.2 Data Identifier and Application
Identifier Standard.

| Text Element Identifiers (TEls) (Format Indicator 12 of ISO/IEC International Standard
15434), in accordance with the Air Transport Association Common Support Data Dictionary; and

(i) The encoded data elements of the unique item identifier conform to the transfer
structure, syntax, and coding of messages and data formats specified for Format Indicators 05, 06, and 12
in ISO/IEC International Standard 15434, Information Technology — Transfer Syntax for High Capacity
Automatic Data Capture Media.

(5) Unique item identifier.

(i) The Contractor shall—

(A) Determine whether to—

(1) Serialize within the enterprise identifier;

(2) Serialize within the part, lot, or batch number; or

(3) Use a DoD recognized unique identification equivalent (e.g. Vehicle
Identification Number); and

(B) Place the data elements of the unique item identifier (enterprise identifier; serial
number; DoD recognized unique identification equivalent; and for serialization within the part, lot, or
batch number only: original part, lot, or batch number) on items requiring marking by paragraph (c)(1) of
this clause, based on the criteria provided in MIL-STD-130, Identification Marking of U.S. Military Property,
latest version;

| Label shipments, storage containers and packages that contain uniquely identified items
in accordance with the requirements of MIL-STD-129, Military Marking for Shipment and Storage, latest
version; and

(D) Verify that the marks on items and labels on shipments, storage containers, and
packages are machine readable and conform to the applicable standards. The contractor shall use an
automatic identification technology device for this verification that has been programmed to the
requirements of Appendix A, MIL-STD-130, latest version.

(i) The issuing agency code—

(A) Shall not be placed on the item; and

(B) Shall be derived from the data qualifier for the enterprise identifier.

(d) For each item that requires item unique identification under paragraph I(1)(i), (ii), or (iv) of this
clause or when item unique identification is provided under paragraph I(1)(v), in addition to the
information provided as part of the Material Inspection and Receiving Report specified elsewhere in this
contract, the Contractor shall report at the time of delivery, as part of the Material Inspection and
Receiving Report, the following information:
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(1) Unigque item identifier.

(2) Unique item identifier type.

(3) Issuing agency code (if concatenated unique item identifier is used).

(4) Enterprise identifier (if concatenated unique item identifier is used).

(5) Original part number (if there is serialization within the original part number).

(6) Lot or batch number (if there is serialization within the lot or batch number).

(7) Current part number (optional and only if not the same as the original part number).
(8) Current part number effective date (optional and only if current part number is used).
(9) Serial number (if concatenated unique item identifier is used).

(10) Government’s unit acquisition cost.

(11) Unit of measure.

(12) Type designation of the item as specified in the contract schedule, if any.

(13) Whether the item is an item of Special Tooling or Special Test Equipment.

(14) Whether the item is covered by a warranty.

| For embedded subassemblies, components, and parts that require DoD item unique identification
under paragraph I(1)(iii) of this clause or when item unique identification is provided under paragraph
1(1)(v), the Contractor shall report as part of the Material Inspection and Receiving Report specified
elsewhere in this contract, the following information:

(1) Unique item identifier of the parent item under paragraph I(1) of this clause that contains the
embedded subassembly, component, or part.
(2) Unique item identifier of the embedded subassembly, component, or part.
(3) Unique item identifier type.**
(4) I1ssuing agency code (if concatenated unique item identifier is used).**
(5) Enterprise identifier (if concatenated unique item identifier is used).**
(6) Original part number (if there is serialization within the original part number).**
(7) Lot or batch number (if there is serialization within the lot or batch number).**
(8) Current part number (optional and only if not the same as the original part number).**
(9) Current part number effective date (optional and only if current part number is used).**
(10) Serial number (if concatenated unique item identifier is used).**
(11) Description.
** Once per item.
(f) The Contractor shall submit the information required by paragraphs (d) and | of this clause as follows:
(1) End items shall be reported using the receiving report capability in Wide Area WorkFlow (WAWF)
in accordance with the clause at 252.232-7003. If WAWF is not required by this contract, and the contractor
is not using WAWF, follow the procedures at http://dodprocurementtoolbox.com/site/uidregistry/.
(2) Embedded items shall be reported by one of the following methods—
(i) Use of the embedded items capability in WAWF;
(i) Direct data submission to the IUID Registry following the procedures and formats at
http://dodprocurementtoolbox.com/site/uidregistry/; or
(iii) Via WAWF as a deliverable attachment for exhibit line item number (fill in) ___, Unique
Item Identifier Report for Embedded Items, Contract Data Requirements List, DD Form 1423.

(g) Subcontracts. If the Contractor acquires by subcontract, any item(s) for which item unique
identification is required in accordance with paragraph I(1) of this clause, the Contractor shall include this
clause, including this paragraph (g), in the applicable subcontract(s), including subcontracts for
commercial items.

(End of clause)
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252.223-7007 SAFEGUARDING SENSITIVE CONVENTIONAL ARMS, AMMUNITION, AND EXPLOSIVES (SEP
1999)

(Applicable to all Purchase Orders for (i) the development, production, manufacture, or purchase of arms,
ammunition, and explosives (AA&E), or (ii) when AA&E will be provided to the Seller as Government-
furnished property.)

(a) Definition. “Arms, ammunition, and explosives (AA&E),” as used in this clause, means those
items within the scope (chapter 1, paragraph B) of DoD 5100.76-M, Physical Security of Sensitive
Conventional Arms, Ammunition, and Explosives.

NOMENCLATURE NATIONAL STOCK NUMBER SENSITIVITY/CATEGORY

(b) The requirements of DoD 5100.76-M apply to the following items of AA&E being developed,
produced, manufactured, or purchased for the Government, or provided to the Contractor as
Government-furnished property under this contract:

(c) The Contractor shall comply with the requirements of DoD 5100.76-M, as specified in the
statement of work. The edition of DoD 5100.76-M in effect on the date of issuance of the solicitation
for this contract shallapply.

(d) The Contractor shall allow representatives of the Defense Security Service (DSS), and
representatives of other appropriate offices of the Government, access at all reasonable times into its
facilities and those of its subcontractors, for the purpose of performing surveys, inspections, and
investigations necessary to review compliance with the physical security standards applicable to this
contract.

(e) The Contractor shall notify the cognizant DSS field office of any subcontract involving AA&E
within 10 days after award of the subcontract.

(f) The Contractor shall ensure that the requirements of this clause are included in all subcontracts, at

every tier—
(1) For the development, production, manufacture, or purchase of AA&E; or
(2) When AA&E will be provided to the subcontractor as Government-furnished property.

(8) Nothing in this clause shall relieve the Contractor of its responsibility for complying with applicable
Federal, state, and local laws, ordinances, codes, and regulations (including requirements for obtaining
licenses and permits) in connection with the performance of thiscontract.

(End of clause)



