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DARPA THREADS Flow Down Attachment
FDA-2020.

Business Unit: RMD

Customer Contract Number:

Prime Contract Number: - HR0011-23-C-0135
Task Order/Delivery Order Number:
Modification Number:

DPAS Rating: Not identified

DUNS Number:

Date of Creation:

If the Purchase Order is valued at or above $0, and is not for commercial items, the following applies:

In order to meet the requirements of FAR 52.219-9, Seller agrees to provide a Small Business
Subcontracting Plan prior to the award of a Purchase Order. The referenced plan should contain goals
for subcontracting with small businesses, small disadvantaged businesses, woman-owned small
business, historically under-utilized small business, veteran owned and service disabled veteran
owned businesses in accordance with the plan requirements outlined in FAR 52.219-9.

In addition, the Seller must submit an Individual Subcontracting Report (ISR) via the Electronic
Subcontracting Reporting System (eSRS) (http://www.esrs.gov) on a semi-annual basis for reporting
periods ending on March 31st and September 30th. Reports are due no later than 15 days after the
close of each reporting period.

Email for Seller’s official acknowledging or rejecting the ISR: <insert email address>
(Seller must include contractor official on the ISR report email notification)

The following customer contract requirements apply to this Purchase Order to the extent indicated below
and are hereby incorporated into the Purchase Order by full text or by reference with the same force and
effect as if they were given in full text. Upon Seller's request, Buyer's Purchasing Representative will make
their full text available. Also, the full text of a FAR or DFARS provision or clause may be accessed
electronically at these addresses: http://farsite.hill.af.mil/ or https://www.acquisition.qov/far/:

In all provisions and clauses listed herein, terms shall be revised to suitably identify the party to
establish Seller’s obligations to Buyer and to the Government, and to enable Buyer to meet its
obligations under the prime contract. Without limiting the generality of the foregoing, and except
where further clarified or modified below, the term “Government” and equivalent phrases shall mean
“Buyer”, the term “Contracting Officer” shall mean “Buyer’s Purchasing Representative", the term
“Contractor” or “Offeror” shall mean “Seller”, “Subcontractor” shall mean “Seller’s Subcontractor”
under this Purchase Order, and the term “Contract” shall mean this “Purchase Order”. For the
avoidance of doubt, the words “Government” and “Contracting Officer” do not change: (1) when aright,
act, authorization or obligation can be granted or performed only by the Government or the prime
contract Contracting Officer or duly authorized representative, such asin FAR 52.227-1 and FAR 52.227-
2 or (2) when title to property is to be transferred directly to the Government. Seller shall incorporate
into each lower tier contract issued in support of this Purchase Order all applicable FAR and DFARS


http://farsite.hill.af.mil/
https://www.acquisition.gov/far/

be self-deleting.

Raytheon

Raytheon Company - Unrestricted Content
provisions and clauses in accordance with the flow down requirements specified in such clauses.

Nothing in this Purchase Order grants Seller a direct right of action against the Government. If any of
the following FAR or DFARS clauses do not apply to this Purchase Order, such clauses are considered to

CLAUSES INCORPORATED BY REFERENCE:

Clause Number

Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

FAR 52.203-5*%

Covenant Against
Contingent Fees (MAY 2014)

Applicable to Orders over the
Simplified Acquisition Threshold.

FAR 52.203-6*

Restrictions on
Subcontractor Sales to the
Government (JUN 2020)

Applicable to all Orders over the
Simplified Acquisition Threshold.

FAR 52.203-7%*

Anti-Kickback Procedures
(JUN 2020)

Applicable to all Orders that exceed
$150,000, excepting paragraph (c) (1).

FAR 52.203-12%*

Limitation on Payments to
Influence Certain Federal
Transactions (JUN 2020)

Applicable to all Orders exceeding
$150,000.

FAR 52.203-13%*

Contractor Code of
Business Ethics and
Conduct (NOV 2021)

Applicable to all Orders, including for
commercial products or commercial
services pursuant to 52.244-6, (i) that
have a value more than $6 million; and
(ii) that have a performance period of
more than 120 days. (In paragraph

(b) (3) (1), the meaning of “agency
office of the Inspector General” and
“Contracting Officer” does not change,
in paragraph (b) (3) (1ii) the meaning of
“Government” does not change, and in
paragraphs (b) (3) (iii) and

(c) (2) (1i1) (F), the meaning of “OIG of
the ordering agency”, “IG of the
agency”, “agency OIG”, and “Contracting
Officer” do not change.

FAR 52.203-17%*

Contractor Employee
Whistleblower Rights and
Requirement To Inform
Employees of Whistleblower
Rights (JUN 2020)

Applicable to all Orders over the
Simplified Acquisition Threshold.

FAR 52.203-19*

Prohibition on Requiring
Certain Internal
Confidentiality Agreements
or

Statements (JAN 2017)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-6.

FAR 52.204-10%*

Reporting Executive
Compensation and First-
Tier Subcontract Awards
(JUN 2020)

Applicable to all Orders when the Buyer
is the Prime Contractor and the Order
exceeds $30,000. Substitution of the
parties is not applicable to this
clause. Seller shall report to Buyer
the information required under the
clause.
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

FAR 52.204-21%*

Basic Safeguarding of
Covered Contractor
Information Systems (NOV
2021)

Applicable to all Orders, including for
commercial products or commercial
services pursuant to 52.244-6, except
commercially available off-the-shelf
items, in which the Seller may have
Federal contract information residing
in or transiting through its
information system.

FAR 52.204-23%*

Prohibition on Contracting
for Hardware, Software,
and Services Developed or
Provided by Kaspersky Lab
and Other Covered Entities
(NOV 2021)

Applicable to all Orders, including for
commercial products or commercial
services.

FAR 52.204-25%*

Prohibition on Contracting
for Certain
Telecommunications and
Video Surveillance
Services or Equipment (NOV
2021)

Applicable to all Orders, including
subcontracts for the acquisition of
commercial products or commercial
services.

FAR 52.209-6*

Protecting the
Government’s Interest When
Subcontracting with
Contractors Debarred,
Suspended, or Proposed for
Debarment (NOV 2021)

Applicable to Orders exceeding $35,000
or the dollar threshold in effect as of
the date of the prime contract, except
for Orders for commercially available
off-the-shelf items.

FAR 52.215-2%*

Audit and Records-
Negotiation (JUN 2020)

Applicable to the following Orders that
exceed the simplified acquisition
threshold: (i) that are cost-
reimbursement, incentive, time-and-
materials, labor-hour, or price-
redeterminable type or any combination
of these, (ii) for which certified cost
or pricing data are required; or (iii)
that require Seller to furnish reports
as discussed in paragraph (e) of the
clause.

FAR 52.215-10%*

Price Reduction for
Defective Certified Cost
or Pricing Data (AUG 2011)

Applicable to all Orders that require
the Seller to provide certified cost or
pricing data. This clause does not
apply to Orders for commercial items or
if the Seller qualifies for any of the
other exemptions in FAR 15.403-1.

FAR 52.215-12%*

Subcontractor Certified
Cost or Pricing Data (JUN
2020)

Applicable to Orders in excess of $2
Million. This clause does not apply to
Orders for commercial items or if the
Seller qualifies for any of the other
exemptions in FAR 15.403-1.

FAR 52.215-15%*

Pension Adjustments and
Asset Reversions (OCT
2010)

Applicable to Orders for which it is
anticipated that certified cost or
pricing data will be required or for
which any preaward or postaward cost
determinations will be subject to Part
31.
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

FAR 52.215-18%*

Reversion or Adjustment of
Plans for Postretirement
Benefits (PRB) Other Than
Pensions (JUL 2005)

Applicable to Orders that require
certified cost or pricing data. This
clause does not apply to Orders for
commercial items or if the Seller
qualifies for any of the other
exemptions in FAR 15.403-1.

FAR 52.215-19%*

Notification of Ownership
Changes (OCT 1997)

Applicable to Orders that require
certified cost or pricing data. This
clause does not apply to Orders for
commercial items or if the Seller
qualifies for any of the other
exemptions in FAR 15.403-1.

FAR 52.215-21%*

Requirements for Certified
Cost or Pricing Data and
Data Other Than Certified
Cost or Pricing Data-
Modifications (NOV 2021)

Applicable to all Orders when certified
cost or pricing data, or data other
than certified cost or pricing data,
will be required for modifications.

FAR 52.215-23 Alt

Limitations on Pass-

Applicable to all cost-reimbursement
Orders that exceed the Simplified
Acquisition Threshold; except if the
Buyers' prime contract is with the DoD,
then applicable to all cost-

I Through Charges (JUN 2020) reimbursement Orders and all fixed-
Alternate I (OCT 2009) price Orders, except those identified
in 15.408(n) (2) (1) (B) (2), that exceed
the threshold for obtaining cost or
pricing data in accordance with FAR
15.403-4.
FAR 52.216-8% Fixed Fee (JUN 2011) Applicable to cost plus fixed fee

Orders.

FAR 52.222-21%*

Prohibition of Segregated
Facilities (APR 2015)

Applicable to all Orders, including
for Commercial Items pursuant to
52.244-6. Foreign Sellers: Applicable
to Orders except to the extent that
work under the Order will be performed
outside the United States or by
employees that are not recruited within
the United States to work on the Order.
“United States”, as used in this
parenthetical, means the 50 States, the
District of Columbia, Puerto Rico, the
Northern Mariana Islands, American
Samoa, Guam, the U.S. Virgin Islands,
and Wake Island.
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

FAR 52.222-26*

Equal Opportunity (SEP
2016)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-¢6,
that are not exempted by the rules,
regulations, or orders of the Secretary
of Labor issued under Executive Order
11246, as amended. Foreign Sellers:
Applicable to Orders except to the
extent that work under the Order will
be performed outside the United States
or by employees that are not recruited
within the United States to work on the
Order. “United States”, as used in
this parenthetical, means the 50
States, the District of Columbia,
Puerto Rico, the Northern Mariana
Islands, American Samoa, Guam, the U.S.
Virgin Islands, and Wake Island.

FAR 52.222-35%*

Equal Opportunity for
Veterans (JUN 2020)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-¢6,
of $150,000 or more. Foreign Sellers:
Applicable to Orders except when work
is performed outside the united States
by employees recruited outside the
United States.

FAR 52.222-36%*

Equal Opportunity for
Workers with Disabilities
(JUN 2020)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-6,
exceeding $15,000. Foreign Sellers:
Applicable to Orders to the extent that
(1) work under the Order will be
performed in the United States, Puerto
Rico, the Northern Mariana Islands,
American Samoa, Guam, the U.S. Virgin
Islands, or Wake Island or (ii) Seller
is recruiting employees in the United
States, Puerto Rico, the Northern
Mariana Islands, American Samoa, Guam,
the U.S. Virgin Islands, or Wake Island
to work on the Order.

FAR 52.222-37*

Employment Reports on
Veterans (JUN 2020)

Applicable to all Orders over $150,000
or more unless exempted by rules,
regulations, or orders of the
Secretary.

FAR 52.222-40%*

Notification of Employee
Rights Under the National
Labor Relations Act (DEC
2010)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-¢,
that exceed $10,000 will be performed
wholly or partially in the Unites
States.

FAR 52.222-50%*

Combating Trafficking in
Persons (NOV 2021)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-¢,
except that the requirements in
paragraph (h) of the clause apply only
to (i) supplies that are other than
commercially available off-the-shelf
items that are acquired outside the
United States, or for services to be
performed outside the United States,
and (ii) that exceed $550,000 in value.
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

FAR 52.222-54*

Employment Eligibility
Verification (MAY 2022)

Applicable to all Orders (i) for
construction or commercial or
noncommercial services (except
commercial services that are part of a
purchase of a COTS item, or an item
that would be a COTS item, but for
minor modifications, performed by the
COTS provider, and that are normally
provided for that COTS item); (ii) has
a value more than $3,500; and (iii)
includes work performed in the United
States. Foreign Sellers: “United
States” means the 50 States, the
District of Columbia, Puerto Rico,

Guam, the Commonwealth of the Northern
Mariana Islands, and the U.S. Virgin
Islands.

FAR 52.223-6

Drug-Free Workplace
2001)

(MAY

Applicable to Orders except when (i)
the value of the acquisition is at or
below the simplified acquisition
threshold, however, the requirements
shall apply to contracts of any value
awarded to an individual; (ii) the
Order is for the acquisition of
commercial items; or (iii) performance
or partial performance will be outside
the United States and its outlying
areas.

Encouraging Contractor
Policies To Ban Text

Applicable to all Orders over the

FAR 52.223-18%* . ) . .
Messaging While Driving Micro-Purchase Threshold.
(JUN 2020)
Restrictions on Certain
FAR 52.225-13%* Foreign Purchases (FEB Applicable to all Orders.
2021)
Applicable to all Orders over the
. , Simplified Acquisition Threshold when
FAR 52.227-1 Alt Authorization and Consent the primar urpose of Seller's work is
: (JUN 2020) - Alternate T P ¥ purb ,

I (APR 1984) research and development, excluding
construction or a architect-engineer
work.

Notice and Assistance
Regarding Patent and Applicable to all Orders over the
FAR 52.227-2%* ) ) . C s s
Copyright Infringement Simplified Acquisition Threshold.
(JUN 2020)
Cost A ti Standard
FAR 52.230-2* os ceounting ancards Applicable when stated in the Order.
(JUN 2020)
Administration of Cost
FAR 52.230-6%* Accounting Standards (JUN Applicable when stated in the Order.
2010)
Unenforceability of Applicable to all Orders involving

FAR 52.232-39 Unauthorized Obligations EULA, TOS, or similar software

(JUN 2013) agreement.

h - -Rei
FAR 52.243-2 Alt Changes-Cost-Reimbursement Applicable to cost-reimbursement
v (AUG 1987) - Alternate V Orders

(APR 1984)
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

Competition in

FAR 52.244-5% Applicable t 11 Ord .
Subcontracting (DEC 1996) ppiicable to a raers
Applicable t 11 Ord h
Government Property (SEP ppiiecab e to a rlers v §n
FAR 52.245-1* 2021) Government property is acquired or
furnished (see PT-001).
Applicable to all Orders when
FAR 52.245-9%* Use and Charges (APR 2012) Government property is acquired or
furnished (see PT-001).
Applicable to Orders when Buyer flows
G t S ly S . )
FAR 52.251-1 (ZEEIEETE) upp-Ly sources express authorization for Seller to use
Government Supply Sources.
DFARS 252.203— Requlreme?ts Relating to .
7000% Compensation of Former DoD | Applicable to all Orders.
Officials (SEP 2011)
Applicable to all Orders when Seller
DFARS 252.204- Disclosure of Information will hayelaCC§ss to O? generate
7000% (OCT 2016) unclassified information that may be
sensitive and inappropriate for release
to the public.
Subcontracting with Firms
that are Owned or
DFARS 252.209- Controlled by the
Applicable to Ord 35,000.
7004 Government of a Country pplicable to Orders over $35,
that is a State Sponsor of
Terrorism (MAY 2019)
Applicable to Orders except when (i)
performance or partial performance will
be outside the United States and its
DFARS 252.223- Drug-Free Work Force (SEP outlying areas. (ii) the value of the
7004 1988) acquisition is at or below the
simplified acquisition threshold, or
(iii) the Order is for Commercial
Items.
DFARS 252.225- Export-Controlled Items )
Appl 1 11 .
7048% (JUN 2013) pplicable to a Orders
Applicable to all Orders including for
the acquisition of commercial items,
Prohibition on the unless (a) the acqglsltlon is for
) counter-unmanned aircraft system
DFARS 252.225- Procurement of Foreign-

7972 Dev 2020-

Made Unmanned Aircraft

surrogate testing and training, or for

00015) (MAY 2020) , ) P ;onsy
texting, analysis, and training; or (b)
a waiver has been granted by the
Secretary of Defense.
DFARS 252.227- DeferFed Ordering of
7027 % Technical Data or Computer | Applicable to all Orders.
Software (APR 1988)
Applicable to all Orders for
experimental, developmental, or
DFARS 252.227— Patent Rights—Ownership by | research Work if the Sellgr is not a
7038 % the Contractor (Large small business or nonprofit
Business) (JUN 2012) organization, unless a different patent

rights clause is required by FAR
27.303.
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

Applicable to Orders that are subject

DFARS 252.231- Supplemental Cost to the principles and procedures
7000%* Principles (DEC 1991) described in FAR subparts 31.1, 31.2,
31.6, or 31.7.
DFARS 252.235- Acknowledgment of Support Applicable to all Orders for research
7010 and Disclaimer (MAY 1995) and development.
Applicable to Order modifications that
. ) involve the reimbursement of paid leave
DFARS 252.243- Section 3610 Reimbursement under section 3610 of the CARES Act to
7999 Dev 2020- (DEVIATION 2020-00021) . .
affected subcontractors, including
00021 (AUG 2020) I
Orders for the acquisition of
commercial items.
Applicable to Orders when (i) Seller's
performance is listed on a Government
Supply Source list and (ii) such
DFARS 252.251- Ordering From Government performance may be purchased pursuant
7000 Supply Sources (AUG 2012) to Government authorization and (iii)
Buyer expressly includes such
authorization via order specific text
on the Order.
Subcontracts for
FAR 52.244-6 commercial Products and Applicable to all Orders.
Commercial Services (JUN
2023)
Applicable to all Orders with small
Providing Accelerated business concerns, including Orders
FAR 52.232-40 Payments to Small Business | with small business concerns for the
Subcontractors (MAR 2023) acquisition of commercial products or
commercial services.
Utilization of Small Appllca§le to all Orders, including for
) Commercial Items pursuant to 52.244-6,
FAR 52.219-8 Business Concerns (OCT .
2022) that offer further subcontracting
opportunities. (see FAR 52.219-9)
Subcontracts for
DFARS 252.244- Commercial Products or
Appli 1 11 .
7000 Commercial Services (JAN pplicable to a Orders
2023)
Validati f Restricti
DFARS 252.227- a l,a ton © es'rlc Lve Applicable to all Orders requiring the
Markings on Technical Data .
7037 delivery of technical data.
(JAN 2023)
Limitations on the Use or
DFARS 252.227- Dlsc}osure of Gove?nment— .
7025 Furnished Information Applicable to all Orders.
Marked with Restrictive
Legends (JAN 2023)
) ) Applicable to all Orders when Seller’s
Val f A
DFARS 252.227- a ld?tl?n © sserted performance includes the furnishing of
Restrictions—--Computer .
7019 computer software that Buyer will
Software (JAN 2023) .
furnish to the Government.
DFARS 252.227- Rights in Bid or Proposal )
Appl 1 11 .
7016 Information (JAN 2023) pplicable to all Orders
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Title

Applicability (Reference to “Purchase Orders” includes
underlying Solicitations)

Technical Data--Commercial

Applicable to all Orders whenever any
technical data related to commercial

DFARS 252.227- . ) ) )
7015 Products and Commercial items developed in any part at private
Services (MAR 2023) expense will be provided under the
Order for delivery to the Government.
Utilization of Indian
Organizations, Indian-
DFARS 252.226- Owned Economic Applicable to all Orders exceeding
7001 Enterprises, and Native $500,000.
Hawaiian Small Business
Concerns (JAN 2023)
DFARS 252.225- Preference For Certain Applicable to all Orders, including
7012 : Domestic Commodities (APR those using FAR part 12 procedures for
2022) the acquisition of commercial items.
Applicable to Orders over $1 million
DFARS 252.222- Restrictions gn thg Use of | except Qrde¥s for Fhe acgu151tlon of
7006 Mandatory Arbitration commercial items, including
Agreements (JAN 2023) commercially available off-the-shelf
items.
Applicable to all Orders to Sellers
that participate in the Test Program
small Business described in DFARS 219.702-70, if the

DFARS 252.219- ) subcontract offers further

Subcontracting Plan (Test , . .

7004 subcontracting opportunities and is

Program) (DEC 2022) )
expected to exceed the applicable
threshold specified in FAR 19.702(a) on
the date of subcontract/Order award.
Applicable to all Orders, including
those using FAR part 12 procedures for

NIST SP 800-171 DoD . .

DFARS 252.204- . © the acquisition of commercial products

Assessment Requilrements .

7020 (JAN 2023) and commercial services, except for
those that are solely for the
acquisition of COTS items.

Notice of Authorized
DFARS 252.204- Discl f Inf ti
tse ?SFIe ? prormation Applicable to all Orders.
7015 for Litigation Support
(JAN 2023)
Safeguarding Covered Applicable to all Orders for
DFARS 252.204- Defense Information and operationally critical support, or for
7012 Cyber Incident Reporting which Order performance will involve
(JAN 2023) covered defense information.
Requirement to Inform
DFARS 252.203- . .
7002 Employees of Whistleblower | Applicable to all Orders.
Rights (DEC 2022)
Prohibition On Persons
i fF
DFARS 252.203- Convicted o raud or Applicable to all Orders exceeding the
Other Defense- Contract- . s s
7001 ) simplified acquisition threshold.
Related Felonies (JAN
2023)
Rights in Other Than
Commercial Computer Applicable to Orders when Seller’s
DFARS 252.227- Software and Other Than performance will require delivery of
7014 Commercial Computer non-commercial computer software or

Software Documentation
(MAR 2023)

computer software documentation.
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Applicability (Reference to “Purchase Orders” includes

HAUEC T EET (e underlying Solicitations)

Applicable to all Orders when Buyer
will be required to deliver to the
Government Seller’s technical data
pertaining to noncommercial items, or
pertaining to commercial items for
which the Government will have paid for
any portion of the development costs.

Rights in Technical Data--
DFARS 252.227- Other Than Commercial

7013 Products and Commercial
Services (MAR 2023)

Postaward Disclosure of
Employment of Individuals
Who Work in the People's
Republic of China (JAN
2023)

Applicable to DoD orders with a value
in excess of $5 million, not including
contracts for commercial products and
services.

DFARS 252.225-
7058

* Denotes a FAR/DFARS clause that is included in Standard Terms and Conditions.

CLAUSES INCORPORATED IN FULL TEXT:

FAR 52.216-7: Allowable Cost and Payment (Aug 2018)

(a) Invoicing. (1) The Government will make payments to the Contractor when requested as work
progresses, but (except for small business concerns) not more often than once every 2 weeks, in amounts
determined to be allowable by the Contracting Officer in accordance with Federal Acquisition Regulation
(FAR) subpart 31.2 in effect on the date of this contract and the terms of this contract. The
Contractor may submit to an authorized representative of the Contracting Officer, in such form and
reasonable detail as the representative may require, an invoice or voucher supported by a statement of
the claimed allowable cost for performing this contract.

(2) Contract financing payments are not subject to the interest penalty provisions of the Prompt
Payment Act. Interim payments made prior to the final payment under the contract are contract financing
payments, except interim payments if this contract contains Alternate I to the clause at 52.232-25.

(3) The designated payment office will make interim payments for contract financing on the

[Contracting Officer insert day as prescribed by agency head; if not prescribed, insert "30th"] day
after the designated billing office receives a proper payment request. In the event that the Government
requires an audit or other review of a specific payment request to ensure compliance with the terms and
conditions of the contract, the designated payment office is not compelled to make payment by the
specified due date.

(b) Reimbursing costs. (1) For the purpose of reimbursing allowable costs (except as provided in
paragraph (b) (2) of this clause, with respect to pension, deferred profit sharing, and employee stock
ownership plan contributions), the term "costs" includes only—

(i) Those recorded costs that, at the time of the request for reimbursement, the Contractor has paid by
cash, check, or other form of actual payment for items or services purchased directly for the contract;

(ii) When the Contractor is not delinquent in paying costs of contract performance in the ordinary
course of business, costs incurred, but not necessarily paid, for-

(A) Supplies and services purchased directly for the contract and associated financing payments to
subcontractors, provided payments determined due will be made-—

(1) In accordance with the terms and conditions of a subcontract or invoice; and

(2) Ordinarily within 30 days of the submission of the Contractor’s payment request to the Government;

(B) Materials issued from the Contractor’s inventory and placed in the production process for use on
the contract;

(C) Direct labor;

(D) Direct travel;
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(F) Properly allocable and allowable indirect costs, as shown in the records maintained by the
Contractor for purposes of obtaining reimbursement under Government contracts; and
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(E) Other direct in-house costs; and

(iii) The amount of financing payments that have been paid by cash, check, or other forms of payment to
subcontractors.

(2) Accrued costs of Contractor contributions under employee pension plans shall be excluded until
actually paid unless-

(i) The Contractor’s practice is to make contributions to the retirement fund quarterly or more
frequently; and

(ii) The contribution does not remain unpaid 30 days after the end of the applicable quarter or shorter
payment period (any contribution remaining unpaid shall be excluded from the Contractor’s indirect
costs for payment purposes).

(3) Notwithstanding the audit and adjustment of invoices or vouchers under paragraph (g) of this
clause, allowable indirect costs under this contract shall be obtained by applying indirect cost rates
established in accordance with paragraph (d) of this clause.

(4) Any statements in specifications or other documents incorporated in this contract by reference
designating performance of services or furnishing of materials at the Contractor’s expense or at no
cost to the Government shall be disregarded for purposes of cost-reimbursement under this clause.

(c) Small business concerns. A small business concern may receive more frequent payments than every 2
weeks.

(d) Final indirect cost rates. (1) Final annual indirect cost rates and the appropriate bases shall be
established in accordance with subpart 42.7 of the Federal Acquisition Regulation (FAR) in effect for
the period covered by the indirect cost rate proposal.

(2) (i) The Contractor shall submit an adequate final indirect cost rate proposal to the Contracting
Officer (or cognizant Federal agency official) and auditor within the 6-month period following the
expiration of each of its fiscal years. Reasonable extensions, for exceptional circumstances only, may
be requested in writing by the Contractor and granted in writing by the Contracting Officer. The
Contractor shall support its proposal with adequate supporting data.

(1i) The proposed rates shall be based on the Contractor’s actual cost experience for that period. The
appropriate Government representative and the Contractor shall establish the final indirect cost rates
as promptly as practical after receipt of the Contractor’s proposal.

(iii) An adequate indirect cost rate proposal shall include the following data unless otherwise
specified by the cognizant Federal agency official:

(A) Summary of all claimed indirect expense rates, including pool, base, and calculated indirect rate.

(B) General and Administrative expenses (final indirect cost pool). Schedule of claimed expenses by
element of cost as identified in accounting records (Chart of Accounts).

(C) Overhead expenses (final indirect cost pool). Schedule of claimed expenses by element of cost as
identified in accounting records (Chart of Accounts) for each final indirect cost pool.

(D) Occupancy expenses (intermediate indirect cost pool). Schedule of claimed expenses by element of
cost as identified in accounting records (Chart of Accounts) and expense reallocation to final indirect
cost pools.

(E) Claimed allocation bases, by element of cost, used to distribute indirect costs.
(F) Facilities capital cost of money factors computation.

(G) Reconciliation of books of account (i.e., General Ledger) and claimed direct costs by major cost
element.

(H) Schedule of direct costs by contract and subcontract and indirect expense applied at claimed rates,
as well as a subsidiary schedule of Government participation percentages in each of the allocation base
amounts.

(I) Schedule of cumulative direct and indirect costs claimed and billed by contract and subcontract.
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(J) Subcontract information. Listing of subcontracts awarded to companies for which the contractor is
the prime or upper-tier contractor (include prime and subcontract numbers; subcontract value and award
type; amount claimed during the fiscal year; and the subcontractor name, address, and point of contact
information) .
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(K) Summary of each time-and-materials and labor-hour contract information, including labor categories,
labor rates, hours, and amounts; direct materials; other direct costs; and, indirect expense applied at
claimed rates.

(L) Reconciliation of total payroll per IRS form 941 to total labor costs distribution.
(M) Listing of decisions/agreements/approvals and description of accounting/organizational changes.
(N) Certificate of final indirect costs (see 52.242-4, Certification of Final Indirect Costs).

(0) Contract closing information for contracts physically completed in this fiscal year (include
contract number, period of performance, contract ceiling amounts, contract fee computations, level of
effort, and indicate if the contract is ready to close).

(iv) The following supplemental information is not required to determine if a proposal is adequate, but
may be required during the audit process:

(A) Comparative analysis of indirect expense pools detailed by account to prior fiscal year and
budgetary data.

(B) General organizational information and limitation on allowability of compensation for certain
contractor personnel. See 31.205-6(p). Additional salary reference information is available at
https://www.whitehouse.gov/wp-
content/uploads/2017/11/ContractorCompensationCapContractsAwardedBeforeJune24.pdf and
https://www.whitehouse.gov/wp-
content/uploads/2017/11/ContractorCompensationCapContractsAwardedafterJune24.pdf.

(C) Identification of prime contracts under which the contractor performs as a subcontractor.

(D) Description of accounting system (excludes contractors required to submit a CAS Disclosure
Statement or contractors where the description of the accounting system has not changed from the
previous year’s submission).

(E) Procedures for identifying and excluding unallowable costs from the costs claimed and billed
(excludes contractors where the procedures have not changed from the previous year’s submission).

(F) Certified financial statements and other financial data (e.g., trial balance, compilation, review,
etc.) .

(G) Management letter from outside CPAs concerning any internal control weaknesses.

(H) Actions that have been and/or will be implemented to correct the weaknesses described in the
management letter from subparagraph (G) of this section.

(I) List of all internal audit reports issued since the last disclosure of internal audit reports to
the Government.

(J) Annual internal audit plan of scheduled audits to be performed in the fiscal year when the final
indirect cost rate submission is made.

(K) Federal and State income tax returns.
(L) Securities and Exchange Commission 10-K annual report.
(M) Minutes from board of directors meetings.

(N) Listing of delay claims and termination claims submitted which contain costs relating to the
subject fiscal year.

(0) Contract briefings, which generally include a synopsis of all pertinent contract provisions, such
as: contract type, contract amount, product or service(s) to be provided, contract performance period,
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rate ceilings, advance approval requirements, pre-contract cost allowability limitations, and billing
limitations.

(v) The Contractor shall update the billings on all contracts to reflect the final settled rates and
update the schedule of cumulative direct and indirect costs claimed and billed, as required in
paragraph (d) (2) (iii) (I) of this section, within 60 days after settlement of final indirect cost rates.

(3) The Contractor and the appropriate Government representative shall execute a written understanding
setting forth the final indirect cost rates. The understanding shall specify (i) the agreed-upon final
annual indirect cost rates, (ii) the bases to which the rates apply, (iii) the periods for which the
rates apply, (iv) any specific indirect cost items treated as direct costs in the settlement, and (v)
the affected contract and/or subcontract, identifying any with advance agreements or special terms and
the applicable rates. The understanding shall not change any monetary ceiling, contract obligation, or
specific cost allowance or disallowance provided for in this contract. The understanding is
incorporated into this contract upon execution.

(4) Failure by the parties to agree on a final annual indirect cost rate shall be a dispute within the
meaning of the Disputes clause.

(5) Within 120 days (or longer period if approved in writing by the Contracting Officer) after
settlement of the final annual indirect cost rates for all years of a physically complete contract, the
Contractor shall submit a completion invoice or voucher to reflect the settled amounts and rates. The
completion invoice or voucher shall include settled subcontract amounts and rates. The prime contractor
is responsible for settling subcontractor amounts and rates included in the completion invoice or
voucher and providing status of subcontractor audits to the contracting officer upon request.

(6) (i) If the Contractor fails to submit a completion invoice or voucher within the time specified in
paragraph (d) (5) of this clause, the Contracting Officer may-

(A) Determine the amounts due to the Contractor under the contract; and
(B) Record this determination in a unilateral modification to the contract.

(ii) This determination constitutes the final decision of the Contracting Officer in accordance with
the Disputes clause.

(e) Billing rates. Until final annual indirect cost rates are established for any period, the
Government shall reimburse the Contractor at billing rates established by the Contracting Officer or by
an authorized representative (the cognizant auditor), subject to adjustment when the final rates are
established. These billing rates-

(1) Shall be the anticipated final rates; and

(2) May be prospectively or retroactively revised by mutual agreement, at either party’s request, to
prevent substantial overpayment or underpayment.

(f) Quick-closeout procedures. Quick-closeout procedures are applicable when the conditions in FAR
42.708 (a) are satisfied.

(g) Audit. At any time or times before final payment, the Contracting Officer may have the Contractor’s
invoices or vouchers and statements of cost audited. Any payment may be-

(1) Reduced by amounts found by the Contracting Officer not to constitute allowable costs; or
(2) Adjusted for prior overpayments or underpayments.

(h) Final payment. (1) Upon approval of a completion invoice or voucher submitted by the Contractor in
accordance with paragraph (d) (5) of this clause, and upon the Contractor’s compliance with all terms of
this contract, the Government shall promptly pay any balance of allowable costs and that part of the
fee (if any) not previously paid.

(2) The Contractor shall pay to the Government any refunds, rebates, credits, or other amounts
(including interest, if any) accruing to or received by the Contractor or any assignee under this
contract, to the extent that those amounts are properly allocable to costs for which the Contractor has
been reimbursed by the Government. Reasonable expenses incurred by the Contractor for securing refunds,
rebates, credits, or other amounts shall be allowable costs if approved by the Contracting Officer.
Before final payment under this contract, the Contractor and each assignee whose assignment is in
effect at the time of final payment shall execute and deliver-

(i) An assignment to the Government, in form and substance satisfactory to the Contracting Officer, of
refunds, rebates, credits, or other amounts (including interest, if any) properly allocable to costs
for which the Contractor has been reimbursed by the Government under this contract; and
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(ii) A release discharging the Government, its officers, agents, and employees from all liabilities,
obligations, and claims arising out of or under this contract, except-
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(A) Specified claims stated in exact amounts, or in estimated amounts when the exact amounts are not
known;

(B) Claims (including reasonable incidental expenses) based upon liabilities of the Contractor to third
parties arising out of the performance of this contract; provided, that the claims are not known to the
Contractor on the date of the execution of the release, and that the Contractor gives notice of the
claims in writing to the Contracting Officer within 6 years following the release date or notice of
final payment date, whichever is earlier; and

(C) Claims for reimbursement of costs, including reasonable incidental expenses, incurred by the
Contractor under the patent clauses of this contract, excluding, however, any expenses arising from the
Contractor’s indemnification of the Government against patent liability.

(End of clause)
FAR 52.244-2: SUBCONTRACTS (JUN 2020
(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved
in accordance with Part 44 of the Federal Acquisition Regulation (FAR).

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into
a particular subcontract.

Subcontract means any contract, as defined in FAR Subpart 2.1, entered into by a subcontractor to
furnish supplies or services for performance of the prime contract or a subcontract. It includes, but
is not limited to, purchase orders, and changes and modifications to purchase orders.

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required
only on unpriced contract actions (including unpriced modifications or unpriced delivery orders), and
only if required in accordance with paragraph (c) or (d) of this clause.

(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required
for any subcontract that-

(1) Is of the cost-reimbursement, time-and-materials, or labor-hour type; or

(2) Is fixed-price and exceeds-

(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics
and Space Administration, the greater of the simplified acquisition threshold, as defined in FAR 2.101
on the date of subcontract award, or 5 percent of the total estimated cost of the contract; or

(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National
Aeronautics and Space Administration, either the simplified acquisition threshold, as defined in FAR
2.101 on the date of subcontract award, or 5 percent of the total estimated cost of the contract.

(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the
Contracting Officer's written consent before placing the following subcontracts:

N/A

(e) (1) The Contractor shall notify the Contracting Officer reasonably in advance of placing any
subcontract or modification thereof for which consent is required under paragraph (b), (c), or (d) of
this clause, including the following information:

(i) A description of the supplies or services to be subcontracted.
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(1i) Identification of the type of subcontract to be used.

(iii) Identification of the proposed subcontractor.
(iv) The proposed subcontract price.

(v) The subcontractor's current, complete, and accurate certified cost or pricing data and Certificate
of Current Cost or Pricing Data, if required by other contract provisions.

(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost Accounting Standards when
such data are required by other provisions of this contract.

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract price negotiations;

(B) The most significant considerations controlling establishment of initial or revised prices;

(C) The reason certified cost or pricing data were or were not required;

(D) The extent, if any, to which the Contractor did not rely on the subcontractor's certified cost or
pricing data in determining

the price objective and in negotiating the final price;

(E) The extent to which it was recognized in the negotiation that the subcontractor's certified cost or
pricing data were not accurate, complete, or current; the action taken by the Contractor and the
subcontractor; and the effect of any such defective data on the total price negotiated;

(F) The reasons for any significant difference between the Contractor's price objective and the price
negotiated; and

(G) A complete explanation of the incentive fee or profit plan when incentives are used. The
explanation shall identify each critical performance element, management decisions used to quantify
each incentive element, reasons for the incentives, and a summary of all trade-off possibilities
considered.

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any
subcontract for which consent is not required under paragraph (c), (d), or (e) of this clause.

(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting
Officer to any subcontract nor approval of the Contractor's purchasing system shall constitute a
determination-

(1) Of the acceptability of any subcontract terms or conditions;
(2) Of the allowability of any cost under this contract; or
(3) To relieve the Contractor of any responsibility for performing this contract.

(g) No subcontract or modification thereof placed under this contract shall provide for payment on a
cost-plus-a- percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts
shall not exceed the fee limitations in FAR 15.404-4(c) (4) (1).

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit
filed and prompt notice of any claim made against the Contractor by any subcontractor or vendor that,
in the opinion of the Contractor, may result in litigation related in any way to this contract, with
respect to which the Contractor may be entitled to reimbursement from the Government.

(i) The Government reserves the right to review the Contractor's purchasing system as set forth in FAR
Subpart 44.3.

(j) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were
evaluated during negotiations:

Subcontractor
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Contract Type

CAGE Code

Cornell University

Cost

4B578

Michigan State Univeristy

Cost

4B834

The Leland Stanford Junior University
Cost

1KN27

University of Maryland College Park
Cost

0UB92

(End of clause)

DFARS 252.239-7016: TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, AND SERVICES (DEC 1991)
(a) Definitions. As used in this clause—

(1) “Securing” means the application of Government-approved telecommunications security equipment,
evices, techniques, or services to contractor telecommunications systems.
d tech t t t tel t t

(2) “Sensitive information” means any information the loss, misuse, or modification of which, or
unauthorized access to, could adversely affect the national interest or the conduct of Federal
programs, or the privacy to which individuals are entitled under 5 U.S.C. 552a (the Privacy Act), but
which has not been specifically authorized under criteria established by an Executive Order or Act of
Congress to be kept secret in the interest of national defense or foreign policy.

(3) “Telecommunications systems” means voice, record, and data communications, including management
information systems and local data networks that connect to external transmission media, when employed
by Government agencies, contractors, and subcontractors to transmit—

(i) Classified or sensitive information;

(ii) Matters involving intelligence activities, cryptologic activities related to national security,
the command and control of military forces, or equipment that is an integral part of a weapon or
weapons system; or

(iii) Matters critical to the direct fulfillment of military or intelligence missions.

(b) This solicitation/contract identifies classified or sensitive information that requires securing
during telecommunications and requires the Contractor to secure telecommunications systems. The
Contractor agrees to secure information and systems at the following location: (Identify the location.)

(c) To provide the security, the Contractor shall use Government-approved telecommunications equipment,
devices, techniques, or services. A list of the approved equipment, etc. may be obtained from (identify
where list can be obtained). Equipment, devices, techniques, or services used by the Contractor must be
compatible or interoperable with (list and identify the location of any telecommunications security
equipment, device, technique, or service currently being used by the technical or requirements
organization or other offices with which the Contractor must communicate).

(d) Except as may be provided elsewhere in this contract, the Contractor shall furnish all
telecommunications security equipment, devices, techniques, or services necessary to perform this
contract. The Contractor must meet ownership eligibility conditions for communications security
equipment designated as controlled cryptographic items.

(e) The Contractor agrees to include this clause, including this paragraph (e), in all subcontracts
which require securing telecommunications.

(End of clause)
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DFARS 252.247-7023: TRANSPORTATION OF SUPPLIES BY SEA—BASIC (JAN 2023)
(a) Definitions. As used in this clause—

“Components” means articles, materials, and supplies incorporated directly into end products at any
level of manufacture, fabrication, or assembly by the Contractor or any subcontractor.

“Department of Defense” (DoD) means the Army, Navy, Air Force, Marine Corps, and defense agencies.
“Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel.

“Ocean transportation” means any transportation aboard a ship, vessel, boat, barge, or ferry through
international waters.

“Subcontractor” means a supplier, materialman, distributor, or vendor at any level below the prime
contractor whose contractual obligation to perform results from, or is conditioned upon, award of the
prime contract and who is performing any part of the work or other requirement of the prime contract.

“Supplies” means all property, except land and interests in land, that is clearly identifiable for
eventual use by or owned by the DoD at the time of transportation by sea.

(i) An item is clearly identifiable for eventual use by the DoD if, for example, the contract
documentation contains a reference to a DoD contract number or a military destination.

(ii) “Supplies” includes (but is not limited to) public works; buildings and facilities; ships;
floating equipment and vessels of every character, type, and description, with parts, subassemblies,
accessories, and equipment; machine tools; material; equipment; stores of all kinds; end items;
construction materials; and components of the foregoing.

“U.S.-flag vessel” means a vessel of the United States or belonging to the United States, including any
vessel registered or having national status under the laws of the United States.

(b) (1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this
contract.

(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if—
(1) This contract is a construction contract; or

(1i) The supplies being transported are—

(A) Other than commercial products; or

(B) Commercial products that—

(1) The Contractor is reselling or distributing to the Government without adding value (generally, the
Contractor does not add value to items that it subcontracts for f.o.b. destination shipment) ;

(2)Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed
in humanitarian or peacekeeping operations; or

(3)Are commissary or exchange cargoes transported outside of the Defense Transportation System in
accordance with 10 U.S.C. 2643.

(c) The Contractor and its subcontractors may request that the Contracting Officer authorize shipment
in foreign-flag vessels, or designate available U.S.-flag vessels, if the Contractor or a subcontractor
believes that—

(1) U.S.-flag vessels are not available for timely shipment;
(2) The freight charges are inordinately excessive or unreasonable; or

(3) Freight charges are higher than charges to private persons for transportation of like goods.
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(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the
Contracting Officer at least 45 days prior to the sailing date necessary to meet its delivery
schedules. The Contracting Officer will process requests submitted after such date(s) as expeditiously
as possible, but the Contracting Officer's failure to grant approvals to meet the shipper's sailing
date will not of itself constitute a compensable delay under this or any other clause of this contract.
Requests shall contain at a minimum—

(1) Type, weight, and cube of cargo;

(2) Required shipping date;

(3) Special handling and discharge requirements;
(4) Loading and discharge points;

(5) Name of shipper and consignee;

(6) Prime contract number; and

(7) A documented description of efforts made to secure U.S.-flag vessels, including points of contact
(with names and telephone numbers) with at least two U.S.-flag carriers contacted. Copies of telephone
notes, telegraphic and facsimile message or letters will be sufficient for this purpose.

(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the
Contracting Officer and the Maritime Administration, Office of Cargo Preference, U.S. Department of
Transportation, 400 Seventh Street SW, Washington, DC 20590, one copy of the rated on board vessel
operating carrier's ocean bill of lading, which shall contain the following information:

(1) Prime contract number;

(2) Name of vessel;

(3) Vessel flag of registry;

(4) Date of loading;

(5) Port of loading;

(6) Port of final discharge;

(7) Description of commodity;

(8) Gross weight in pounds and cubic feet if available;
(9) Total ocean freight in U.S. dollars; and

(10) Name of steamship company.

(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with
its final invoice under this contract a representation that to the best of its knowledge and belief—

(1) No ocean transportation was used in the performance of this contract;

(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under
the contract;

(3) Ocean transportation was used, and the Contractor had the written consent of the Contracting
Officer for all foreign-flag ocean transportation; or

(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels
without the written consent of the Contracting Officer. The Contractor shall describe these shipments
in the following format:

ITEM DESCRIPTION CONTRACT LINE ITEMS QUANTITY

TOTAL
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(g) If this contract exceeds the simplified acquisition threshold and the final invoice does not
include the required representation, the Government will reject and return it to the Contractor as an
improper invoice for the purposes of the Prompt Payment clause of this contract. In the event there has
been unauthorized use of foreign-flag vessels in the performance of this contract, the Contracting
Officer is entitled to equitably adjust the contract, based on the unauthorized use.
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(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of
Transportation by Sea, that it did not anticipate transporting by sea any supplies; however, after the
award of this contract, the Contractor learns that supplies will be transported by sea, the Contractor
shall—

(1) Notify the Contracting Officer of that fact; and
(2) Comply with all the terms and conditions of this clause.

(i) Subcontracts. In the award of subcontracts, for the types of supplies described in paragraph (b) (2)
of this clause, including subcontracts for commercial products, the Contractor shall flow down the
requirements of this clause as follows:

(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in
subcontracts that exceed the simplified acquisition threshold in part 2 of the Federal Acquisition
Regulation.

(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this
paragraph (i), in subcontracts that are at or below the simplified acquisition threshold in part 2 of
the Federal Acquisition Regulation.

(End of clause)

DFARS 252.204-7018: PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR
SERVICES (JAN 2023)

Definitions. As used in this clause—
“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any
subsidiary or affiliate of such entities;

(2) Telecommunications services provided by such entities or using such equipment; or

(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of
Defense reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

“Covered foreign country” means—

(1) The People’s Republic of China; or
(2) The Russian Federation.

“Covered missions” means—

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and
communications, integrated tactical warning and attack assessment, and continuity of Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense.
“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the
International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal
Regulations;
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(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations,
and controlled—

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and
biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(ii) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and
technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to
foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal
Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of
title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control
Reform Act of 2018 (50 U.S.C. 4817).

“Substantial or essential component” means any component necessary for the proper function or
performance of a piece of equipment, system, or service.

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal
Year 2018 (Pub. L. 115-91), the contractor shall not provide to the Government any equipment, system,
or service to carry out covered missions that uses covered defense telecommunications equipment or
services as a substantial or essential component of any system, or as critical technology as part of
any system, unless the covered defense telecommunication equipment or services are covered by a waiver
described in Defense Federal Acquisition Regulation Supplement 204.2104

(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award
Management (SAM) at https://www.sam.gov for entities that are excluded when providing any equipment,
system, or service, to carry out covered missions, that uses covered defense telecommunications
equipment or services as a substantial or essential component of any system, or as critical technology
as part of any system, unless a waiver is granted.

(d) Reporting.

(1) In the event the Contractor identifies covered defense telecommunications equipment or services
used as a substantial or essential component of any system, or as critical technology as part of any
system, during contract performance, the Contractor shall report at https://dibnet.dod.mil the
information in paragraph (d) (2) of this clause.

(2) The Contractor shall report the following information pursuant to paragraph (d) (1) of this clause:

(i) Within 3 business days from the date of such identification or notification: the contract number;
the order number(s), if applicable; supplier name; brand; model number (original equipment manufacturer
number, manufacturer part number, or wholesaler number); item description; and any readily available
information about mitigation actions undertaken or recommended.

(ii) Within 30 business days of submitting the information in paragraph (d) (2) (i) of this clause: any
further available information about mitigation actions undertaken or recommended. In addition, the
Contractor shall describe the efforts it undertook to prevent use or submission of a covered defense
telecommunications equipment or services, and any additional efforts that will be incorporated to
prevent future use or submission of covered telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph
(e), in all subcontracts and other contractual instruments, including subcontracts for the acquisition
of commercial products or commercial services.

(End of clause)
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DFARS 252.203-7004: DISPLAY OF HOTLINE POSTERS (JAN 2023)

(a) Definition. As used in this clause—
“United States” means the 50 States, the District of Columbia, and outlying areas.
(b) Display of hotline poster(s).

(1) (1) The Contractor shall display prominently the DoD fraud, waste, and abuse hotline poster prepared
by the DoD Office of the Inspector General, in effect at time of contract award, in common work areas
within business segments performing work under Department of Defense (DoD) contracts.

(ii) For contracts performed outside the United States, when security concerns can be appropriately
demonstrated, the contracting officer may provide the contractor the option to publicize the program to
contractor personnel in a manner other than public display of the poster, such as private employee
written instructions and briefings.

(2) If the contract is funded, in whole or in part, by Department of Homeland Security (DHS) disaster
relief funds and the work is to be performed in the United States, the DHS fraud hotline poster shall
be displayed in addition to the DoD hotline poster. If a display of a DHS fraud hotline poster is
required, the Contractor may obtain such poster from—

(i) DHS Office of Inspector General/MAIL STOP 0305, Attn: Office of Investigations - Hotline, 245
Murray Lane SW, Washington, DC 20528-0305; or

(ii) Via the internet at https://www.oig.dhs.gov/assets/Hotline/DHS OIG Hotline-optimized.jpg.

(c) (1) The DoD hotline poster may be obtained from: Defense Hotline, The Pentagon, Washington, D.C.
20301-1900, or is also available via the internet at https://www.dodig.mil/Resources/Posters-and-
Brochures/.

(2) If a significant portion of the employee workforce does not speak English, then the poster is to be
displayed in the foreign languages that a significant portion of the employees speak.

(3) Additionally, if the Contractor maintains a company website as a method of providing information to
employees, the Contractor shall display an electronic version of the required poster at the website.

(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph
(d), in all subcontracts that exceed the threshold specified in Defense Federal Acquisition Regulation
Supplement 203.1004 (b) (2) (1ii) on the date of subcontract award, except when the subcontract is for the
acquisition of a commercial product or commercial service.

(End of clause)

FAR 52.204-27: Prohibition on a ByteDance Covered Application (Jun 2023)

(a) Definitions. As used in this clause—

Covered application means the social networking service TikTok or any successor application or service
developed or provided by ByteDance Limited or an entity owned by ByteDance Limited.

Information technology, as defined in 40 U.S.C. 11101 (6)—

(1) Means any equipment or interconnected system or subsystem of equipment, used in the automatic
acquisition, storage, analysis, evaluation, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or information by the executive agency, if
the equipment is used by the executive agency directly or is used by a contractor under a contract with
the executive agency that requires the use—

(1) Of that equipment; or

(ii) Of that equipment to a significant extent in the performance of a service or the furnishing of a
product;

(2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and storage
devices necessary for security and surveillance), peripheral equipment designed to be controlled by the
central processing unit of a computer, software, firmware and similar procedures, services (including
support services), and related resources; but

(3) Does not include any equipment acquired by a Federal contractor incidental to a Federal contract.
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(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117-
328), the No TikTok on Government Devices Act, and its implementing guidance under Office of Management
and Budget (OMB) Memorandum M-23-13, dated February 27, 2023, “No TikTok on Government Devices”
Implementation Guidance, collectively prohibit the presence or use of a covered application on
executive agency information technology, including certain equipment used by Federal contractors. The
Contractor is prohibited from having or using a covered application on any information technology owned
or managed by the Government, or on any information technology used or provided by the Contractor under
this contract, including equipment provided by the Contractor’s employees; however, this prohibition
does not apply if the Contracting Officer provides written notification to the Contractor that an
exception has been granted in accordance with OMB Memorandum M-23-13.

(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph
(c), in all subcontracts, including subcontracts for the acquisition of commercial products or
commercial services.

(End of clause)

DFARS 252.225-7060: Prohibition on Certain Procurements from the Xinjiang Uyghur Autonomous Region (Jun
2023)

(a) Definitions. As used in this clause—

“Forced labor” means any work or service that is exacted from any person under the menace of any

penalty for its nonperformance and that the worker does not offer to perform (10 U.S.C. 2496).

“XUAR” means the Xinjiang Uyghur Autonomous Region of the People’s Republic of China (10 U.S.C. 2496).

(b) Prohibition. In accordance with 10 U.S.C. 4661, none of the funds appropriated or otherwise made
available for DoD may be used to knowingly procure any products mined, produced, or manufactured
wholly or in part by forced labor from XUAR or from an entity that has used labor from within or
transferred from XUAR.The Contractor shall make a good faith effort to determine that forced labor
from XUAR will not be used in the performance of this contract (section 855, Pub. L. 117-263).

(c) Subcontracts. The Contractor shall insert this clause, including this paragraph (c), without
alteration other than to identify the appropriate parties, in subcontracts including subcontracts
for commercial products, commercial services, and commercially available off-the-shelf items.

(End of clause)

DFARS 252.225-7056: Prohibition Regarding Business Operations with the Maduro Regime (JAN 2023)

(a) Definitions. As used in this clause—

Agency or instrumentality of the government of Venezuela means an agency or instrumentality of a
foreign state as defined in 28 U.S.C. 1603 (b), with each reference in section 1603 (b) to a foreign
state deemed to be a reference to Venezuela.

Business operations means engaging in commerce in any form, including acquiring, developing,
maintaining, owning, selling, possessing, leasing, or operating equipment, facilities, personnel,
products, services, personal property, real property, or any other apparatus of business or commerce.
Government of Venezuela means the government of any political subdivision of Venezuela, and any agency
or instrumentality of the government of Venezuela.

Person means—

(1) A natural person, corporation, company, business association, partnership, society, trust, or any
other nongovernmental entity, organization, or group;

(2) Any governmental entity or instrumentality of a government, including a multilateral development
institution (as defined in section 1701 (c) (3) of the International Financial Institutions Act (22
U.S.C. 262r(c) (3)); and

(3) Any successor, subunit, parent entity, or subsidiary of, or any entity under common ownership or
control with, any entity described in paragraph (1) or (2) of this definition.

(b) Prohibition. In accordance with section 890 of the National Defense Authorization Act for Fiscal
Year 2020 (Pub. L. 116-92), DoD is prohibited from entering into a contract for the procurement of
products or services with any person that has business operations with an authority of the
government of Venezuela that is not recognized as the legitimate government of Venezuela by the
U.S. Government, unless the person has a valid license to operate in Venezuela issued by the Office
of Foreign Assets Control of the Department of the Treasury.

(c) The Contractor shall—
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(1) Not have any business operations with an authority of the Maduro regime or the government of
Venezuela that is not recognized as the legitimate government of Venezuela by the U.S. Government;
or

(2) Have a valid license to operate in Venezuela issued by the Office of Foreign Assets Control of the
Department of the Treasury.

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph
(d), in all subcontracts, including subcontracts for the acquisition of commercial products.

(End of clause)

DFARS 252.225-7054: Prohibition on Use of Certain Energy Sourced from Inside the Russian Federation
(JAN 2023)
(a) Definitions. As used in this clause—

Covered military installation means a military installation in Europe identified by DoD as a main
operating base.

Furnished energy means energy furnished to a covered military installation in any form and for any
purpose, including heating, cooling, and electricity.

Main operating base means a facility outside the United States and its territories with permanently
stationed operating forces and robust infrastructure.

(b) Prohibition. In accordance with section 2821 of the National Defense Authorization Act for Fiscal
Year 2020 ( Pub. L. 116-92), the Contractor shall not use in the performance of this contract any
energy sourced from inside the Russian Federation as a means of generating the furnished energy for
the covered military installation unless a waiver is approved. The prohibition—

(1) Applies to all forms of energy that are furnished to a covered military installation; and
(2) Does not apply to energy converted by a third party into another form of energy and not directly

delivered to a covered military installation.

(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph
(c), in subcontracts and other commercial instruments that are for furnished energy at a covered
military installation, including subcontracts and commercial instruments for commercial products.

(END OF CLAUSE)

DFARS 252.204-7022: Expediting Contract Closeout (MAY 2021)

(a) At the conclusion of all applicable closeout requirements of Federal Acquisition Regulation 4.804,
the Government and Contractor shall mutually agree on the residual dollar amount remaining on the
contract. Both the Government and Contractor agree to waive payment of any residual dollar amount of
$1,000 or less to which either party may be entitled at the time of contract closeout.

(b) A residual dollar amount includes all money owed to either party at the end of the contract and as
a result of the contract, excluding amounts connected in any way with taxation or a violation of law or
regulation.

(c) For purposes of determining residual dollar amounts, offsets (e.g., across multiple contracts or
orders) may be considered only to the extent permitted by law.

(End of clause)





