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Flowdown Attachment
RTN hRIS FDA-2022.0036

Contract No.: S21CNE047
Prime Contract No.: FA8620-21-G-4009, FA8620-22-F-4000
DPAS Rating: DO-A1

Rev. 2 Notes: Moved FAR 52.204-24, 52.247-67, 252.227-7013 and 252.227-7014 from Supplemental
Disclosures document to FDA. Changed FAR 52.209-6 from a by reference clause to a Full text clause.
Updated by reference clause section, to not flow clauses included in RTX terms and include those not
included. Changed number of FDA doc from RIS FDA-2022.0036 to RTN hRIS FDA-2022.0036.

If the Purchase Order on date of award is valued at or above the threshold specified in FAR 19.702(a), located
at https://www.acquisition.gov/far/19.702, and is not for commercial items, the following applies:

In order to meet the requirements of FAR 52.219-9 or DFARS 252.219-7004, the Seller agrees to provide
a Small Business Subcontracting Plan prior to the award of a Purchase Order. The referenced plan should
contain goals for subcontracting with small businesses, small disadvantaged businesses, woman-owned
small business, historically under-utilized small business, veteran owned and service disabled veteran
owned businesses in accordance with the plan requirements outlined in FAR 52.219-9 or DFARS 252.219-
7004.

In addition, the Seller must submit an Individual Subcontracting Report (ISR) via the Electronic
Subcontracting Reporting System (eSRS) (http://www.esrs.gov) on a semi-annual basis for reporting
periods ending on March 31st and September 30th. Reports are due no later than 30 days after the close
of each reporting period.

Email for Seller’s official acknowledging or rejecting the ISR: ris.esrs@raytheon.com
(Seller must include contractor official on the ISR report email notification)

The following customer contract requirements apply to this Order or Purchase Order to the extent indicated
below and are hereby incorporated into the Order or Purchase Order by full text or by reference with the same
force and effect as if they were given in full text. These clauses may contain certifications, representations,
disclosures, notices, and/or other information that may be applicable to Seller for this Order or Purchase Order.
By accepting these terms and conditions, the Seller agrees to abide by the requirements of these clauses and
shall furnish to Buyer any required certification, representation, or disclosure. Upon Supplier’s or Seller's
request, Buyer's Purchasing Representative will make their full text available. Also, the full text of a FAR or
DFARS  provision or clause may be accessed electronically at  these  addresses:
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses or
https://www.acquisition.qov/far/:

Whenever necessary to make the context of the Clauses applicable to the Order or Purchase Order, the
term “Contractor” or “Offeror” shall mean “Supplier” or “Seller”, “Subcontractor” shall mean “Seller’s
Subcontractor”, the term “Contract” shall mean the Order or Purchase Order, and the term
“Government”, “Contracting Officer” and equivalent phrases shall mean Buyer, except the terms


https://www.acquisition.gov/far/19.702
mailto:ris.esrs@raytheon.com
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses
https://www.acquisition.gov/far/
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“Government” and “Contracting Officer” do not change: (a) in the phrases, “Government Property”,
“Government-Furnished Property”, and “Government-Owned Property”, (b) in the patent Clauses if
incorporated herein, (c) when a right, act, authorization, or obligation can be granted or performed
only by the Government or the Contracting Officer or a duly authorized representative, such as in FAR
52.227-1 and FAR 52.227-2, (d) when title to property is to be transferred directly to the Government,
(e) when access to Proprietary Information is required, except as specifically otherwise provided herein,
and (f) where specifically modified herein. Supplier or Seller shall incorporate into each lower-tier
subcontract placed in support of the Order or Purchase Order all applicable Clauses in accordance with
the flowdown requirements specified in each such Clause. If any of the following clauses do not apply
to this Order or Purchase Order, such clauses are considered to be self-deleting.

SPECIAL CONTRACT REQUIREMENTS:
ARTICLE 12. QUALITY CONTROL SYSTEM
(Applicable to all Purchase Orders.)

Seller agrees to provide and maintain a quality control system acceptable to Buyer and/or the Government,
where applicable, for the work purchased under the Subcontract. Seller shall permit both Buyer and
Government reasonable access to Seller’s facilities to review procedures, practices, processes and related
documents to determine such quality control system acceptability. Seller shall have a continuing obligation to
promptly notify Buyer of any violation of or deviation from Seller’s approved inspection/quality control
system and to advise Buyer of the quantity and specific identity of any Products or Work delivered by Buyer
during the period of any such violation or deviation. Seller shall maintain records evidencing all inspections
made under the system and the outcome. These records shall be kept complete and made available to Buyer
and Government during Seller’s performance under the Subcontract and for as long afterwards as Buyer
requires. Seller agrees to include and to require subcontractors to include, the substance of this paragraph,
including this sentence, in each of its subcontracts under the Subcontract.

ARTICLE 34. ASSIGNMENTS AND SUBCONTRACTING
(Applicable to all Purchase Orders.)

Neither the Subcontract, nor any interest herein, nor any claim hereunder, may be assigned or delegated by
Seller, nor may Seller further subcontract all or substantially all of the Subcontract without the prior written
consent of Buyer. Buyer’s consent shall not be deemed to relieve Seller of its obligations to comply fully with
the requirements hereof.

If Seller has relied on the statement that no further subcontracting opportunities exist under this Agreement
as a reason for not submitting to Buyer a small business subcontracting plan, Seller shall notify Buyer of any
subcontracting that occurs under this Agreement. If requested, Seller shall provide to Buyer a small business-
subcontracting plan under such circumstances.

Without Buyer’s written consent, Seller shall not subcontract for the design, development, or procurement of
any substantial portion of goods or services under the Subcontract. This limitation does not apply to Seller’s
purchase of standard commercial supplies or raw material.
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Notwithstanding the above, Seller may, without Buyer’s consent, assigh monies due or to become due
hereunder provided Buyer shall continue to have the right to exercise any and all of its rights hereunder,
settle any and all claims arising out of, and enter into amendments to the Subcontract, without notice to or
consent of the assignee. Buyer shall be given written notice of any assignment and all invoices shall refer to
the assignment.

ARTICLE 36. REPORTING OF CYBER INCIDENTS

(Applicable to all Purchase Orders that contain the clause at DFARS 252.204-7012 Safeguarding Covered
Defense Information and Cyber Incident Reporting)

When the Seller discovers a cyber incident that affects a covered information system, covered defense
information in the system, or that affects the seller’s ability to perform the requirements of the contract, the
Seller shall,

a) Conduct a review for evidence of compromise of covered defense information, including, but not limited
to, identifying compromised computers, servers, specific data, and user accounts. This review shall also
include analyzing covered seller information system(s) that were part of the cyber incident, as well as other
information systems on the Seller's network(s), that may have been accessed as a result of the incident in
order to identify compromised covered defense information, or that affect the Seller's ability to provide
operationally critical support; and

b) Rapidly report cyber incidents (within 72 hours of discovery) to DoD at http://dibnet.dod.mil, and

c) Send an email to reporttosecurity@sncorp.com containing the following information:

1. Incident Report Number (assigned by DoD via the dibnet reporting link above)

2. Company name

3. Facility CAGE code

4. Technical or Security Point of Contact (address, position, office and cell phone numbers, email).

d) The following information must be provided to SNC as soon as practicable. Transmittal instructions for this
information will be provided by SNC following initial notification in previous section.

1. Data Universal Numbering System (DUNS) Number

2. Contract number(s) or other type of agreement affected or potentially affected

3. Contracting Officer or other type of agreement point of contact (address, position, telephone, email)

4. Contract or other type of agreement clearance level (Unclassified, Confidential, Secret, Top Secret, Not
applicable)

5. Facility Clearance Level (Unclassified, Confidential, Secret, Top Secret, Not applicable)

6. Impact to Covered Defense Information

7. Ability to provide operationally critical support

8. Date incident discovered

9. Location(s) of compromise

10. Incident location CAGE code

11. DoD programs, platforms or systems involved

12. Type of compromise (unauthorized access, unauthorized release (includes inadvertent release), unknown,
not applicable)

13. Description of technique or method used in cyber incident

14. Incident outcome (successful compromise, failed attempt, unknown)
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15. Incident/Compromise narrative
16. Any additional information

e) In accordance with best practice, contain and isolate impacted resources (hardware and/or software)

f) Investigate and collect additional evidence to identify and mitigate root cause of incident. Additional
evidence collection and investigative procedures also include the following:

1. Understanding how the incident occurred and what led to the compromise.

2. Reviewing all necessary documentation.

3. Interviewing personnel as needed.

4. Examining any third-party providers and their respective products and services that are utilized within
Sierra Nevada Corporation’s network architecture.

g) Keep SNC abreast of the overall status of the incident, such as response and resolution initiatives.

h) Advise SNC when remediation and/or mitigation for the incident is completed.
Supplier is required to flow down the content of this clause to all lower tier suppliers where the activity
includes the use of Controlled Defense Information as defined in DFARS 252.204-7012(a).

ARTICLE XIIl. USE OF SNC- AND/OR U.S. GOVERNMENT-OWNED PROPERTY

A. The Government Furnished Property (GFP) and Customer Furnished Property (CFP) shall not be modified
or cannibalized by Seller without the express written authorization of the SNC Subcontract Representative or
SNC.

B. All items returned for repair under individual no cost repair Purchase Orders are Government-Owned
property and shall be managed in accordance with FAR 52.245-1.

C. Government-Owned property, including rotable, consumable, and spare stock, subject to this Subcontract
shall be managed in accordance with FAR 52.245-1.

D. It is acceptable for Seller to transfer FY19, FY20 (Option) and FY21 (Option) GFE under prime FA8620-16-G-
3013 DO FA8620-19-F-4000 to this Subcontract under prime FA8620-21-G-4009, DO FA8620-22-F-4000 for
the FY22-FY24 contract work as described therein.

E. The Government-owned property subject to this Subcontract are authorized for use by the seller in the
performance of this Subcontract, in accordance with the terms of the Government Property clause 52.245.

F. The following parts are hereby transferred from contract FA8620-18-F-4036 to Subcontract S21CNE047
under prime contract FA8320-21-G-4009, DO FA8620-22 F-4000 for the FY22-FY24 contract work as described
therein. The government property as described below will be subject to Article XllI, section E above.

Losing Contract Gaining Contract PN QTY
FA8620-18-F-4036 S21CNE047 6658516-1 60
FA8620-18-F-4036 S21CNE047 6640500-1 40
FA8620-18-F-4036 S21CNE047 C9347105-2 3
FA8620-18-F-4036 S21CNE047 6631761-8 3
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FA8620-18-F-4036 S21CNEO47 6658517-5

45

FA8620-18-F-4036 S21CNEO47 6658517-8

63

FAR AND DFARS CLAUSES INCORPORATED BY REFERENCE:

Applicability (Reference to “Purchase
Clause Number | Title Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC

52.203-13 Contractor Code of Business Applicable to all Orders, including for
Ethics and Conduct (Oct 2015) Commercial Items pursuant to 52.244-6,
(i) that have a value more than $6
million; and (ii) that have a performance
period of more than 120 days. (In
Paragraph (b)(3)(i), the meaning of
“agency office of the Inspector Genera
and “Contracting Officer” does not
change, in Paragraph (b)(3)(ii) the
meaning of “Government” does not
change, and in Paragraphs (b)(3)(iii) and
(c)(2)(ii)(F), the meaning of “OIG of the
ordering agency”, “IG of the agency”
“agency OIG” and “Contracting Officer”
do not change.

Iu

X X

52.203-14 Display of Hotline Poster(s) Applicable to Orders over $5,500,000,
(Oct 2015) except for Orders performed entirely
outside the United States.

52.203-16 Preventing Personal Conflicts Applicable to Orders that exceed the
of Interest (Jun 2020) Simplified Acquisition Threshold and
include a requirement for services that
involve performance of acquisition
functions closely associated with
inherently governmental functions for,
or on behalf of, a Federal agency or
department.

52.204-2 Security Requirements (Aug Applicable to all Orders that involve
1996) access to classified information. Any
reference to the Changes clause is
excluded.

52.204-14 Service Contract Reporting Applicable to all Orders when Seller is a
Requirements (Oct 2016) first-tier subcontractor providing services
when the Order is at or above the
thresholds in FAR 4.1703(a)(2) so that
Buyer can get required information from
Seller for reporting by Buyer to Buyer's
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Clause Number Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC
customer. Seller's information will be
made available to the public as required
by section 743 of Division C of the
Consolidated Appropriations Act, 2010.
52.204-15 Service Contract Reporting Applicable to all Orders when Seller is a X X
Requirements for Indefinite- first-tier subcontractor providing services
Delivery Contract (Oct 2016) when the Purchase Order is at or above
the thresholds in FAR 4.1703(a)(2) so
that Buyer can get required information
from Seller for reporting by Buyer to
Buyer's customer. Seller's information
will be made available to the public as
required by section 743 of Division C of
the Consolidated Appropriations Act,
2010.
52.204-21 Basic Safeguarding of Covered Applicable to all Orders, including for X X
Contractor Information Commercial Items pursuant to 52.244-6,
Systems (Jun 2016) except commercially available off-the-
shelf items, in which the Seller may have
Federal contract information residing in
or transiting through its information
system.
52.204-23 Prohibition on Contracting for Applicable to all Orders, including for X X
Hardware, Software, and Commercial Items pursuant to 52.244-6.
Services Developed or
Provided by Kaspersky Lab and
Other Covered Entities (Jul
2018)
52.204-25 Prohibition on Contracting for Applicable to all Orders, including for X X
Certain Telecommunications Commercial Items pursuant to 52.244-6.
and Video Surveillance Services
or Equipment (Aug 2020)
52.208-8 Required Sources for Helium Applicable to all Orders that involve a X X
and Helium Usage Data (Aug major helium requirement.
2018)
52.215-2 Audit and Records - Applicable to the following Orders that X X
Negotiation (Jun 2020) - exceed the Simplified Acquisition
Alternate Ill (Jun 1999) Threshold: (i) that are cost-
reimbursement, incentive, time-and-
materials, labor-hour, or price-
redeterminable type or any combination
of these, (ii) for which certified cost or
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC

pricing data are required; or (iii) that
require Seller to furnish reports as
discussed in paragraph (e) of the clause.
Alt Ill applies when the head of the
agency has waived the examination of
records by the Comptroller General in
accordance with 25.1001.

52.215-10

Price Reduction for Defective
Certified Cost or Pricing Data
(Jan 2018)

Applicable to all Orders that require the
Seller to provide certified cost or pricing
data. This clause does not apply to
Orders for commercial items or if the
Seller qualifies for any of the other
exemptions in FAR 15.403-1.

52.215-11

Price Reduction for Defective
Certified Cost or Pricing Data -
Modifications (Jun 2020)

Applicable to all Orders that require the
Seller to provide certified cost or pricing
data. This clause does not apply to
Orders for commercial items or if the
Seller qualifies for any of the other
exemptions in FAR 15.403-1.

52.215-12

Subcontractor Certified Cost or
Pricing Data (Jun 2020)

Applicable to Orders in excess of $2
Million. This clause does not apply to
Orders for commercial items or if the
Seller qualifies for any of the other
exemptions in FAR 15.403-1.

52.215-13

Subcontractor Certified Cost or
Pricing Data--Modifications
(Jun 2020)

Applicable to Orders that exceed $2
Million. This clause does not apply to
Orders for commercial items or if the
Seller qualifies for any of the other
exemptions in FAR 15.403-1.

52.215-14

Integrity of Unit Prices (Jun
2020)

Applicable to Orders exceeding the
Simplified Acquisition Threshold less
paragraph (b) in the clause, except for
construction or architect-engineer
services under FAR Part 36; utility
services under FAR Part 41; services
where supplies are not required; and
petroleum products.

52.215-14

Integrity of Unit Prices (Jun
2020) - Alternate | (Oct 1997)

Applicable to Orders exceeding the
Simplified Acquisition Threshold less
paragraph (b) in the clause, except for
construction or architect-engineer
services under FAR Part 36; utility
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC
services under FAR Part 41; services
where supplies are not required; and
petroleum products.
52.215-20 Requirements for Certified Applicable to all Orders when certified X X
Cost or Pricing Data and Data cost or pricing data, or data other than
Other Than Certified Cost or certified cost or pricing data, will be
Pricing Data (Oct 2010) required.
52.215-21 Requirements for Certified Applicable to all Orders when certified X X
Cost or Pricing Data and Data cost or pricing data, or data other than
Other Than Certified Cost or certified cost or pricing data, will be
Pricing Data — Modifications required for modifications.
(Oct 2010)
52.219-8 Utilization of Small Business Applicable to all Orders, including for X X
Concerns (Oct 2018) Commercial Items pursuant to 52.244-6,
that offer further subcontracting
opportunities. (see FAR 52.219-9)
52.219-9 Small Business Subcontracting Applicable to Orders that are expected X
Plan (Jun 2020) to exceed the threshold identified in FAR
19.702(a) on the date of
subcontract/Order award (except to
small business concerns) and to Orders
to the extent that the work under the
Order will be performed in the United
States or its outlying areas or Seller is
recruiting employees in the United
States or its outlying areas to work on
the Order. Not applicable to Orders for
commercial items.
52.219-9 Small Business Subcontracting Applicable to Orders that are expected X

Plan (Jun 2020) - Alternate IlI
(Jun 2020)

to exceed the threshold identified in FAR
19.702(a) on the date of
subcontract/Order award (except to
small business concerns) and to Orders
to the extent that the work under the
Order will be performed in the United
States or its outlying areas or Seller is
recruiting employees in the United
States or its outlying areas to work on
the Order. Not applicable to Orders for
commercial items.
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Clause Number Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC

52.222-17 Nondisplacement of Qualified
Workers (May 2014)

Applicable to all Orders over the
Simplified Acquisition Threshold when
services are to be performed by Seller (1)
under service contracts, as defined at
22.001, (2) that succeed Orders for
performance of the same or similar work
at the same location and (3) that are not
exempted by 22.1203-2 or waived in
accordance with 22.1203-3. Seller to
furnish information needed by Buyer to
comply with paragraphs d and e of this
clause.

X X

52.222-20 Walsh-Healey Public Contracts
Act (Oct 2010)

Applicable to Orders subject to the Equal
Opportunity clause.

52.222-24 Preaward On-Site Equal
Opportunity Compliance
Evaluation (Feb 1999)

Applicable to anticipated first tier
suppliers' Orders of $10 million or more,
other than those for construction, that
are subject to a preaward compliance
evaluation by the Office of Federal
Contract Compliance Programs (OFCCP).

52.222-50 Combating Trafficking in
Persons (Oct 2020)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-6,
except that the requirements in
paragraph (h) of the clause apply only to
(i) supplies that are other than
commercially available off-the-shelf
items that are acquired outside the
United States, or for services to be
performed outside the United States,
and (ii) that exceed $550,000 in value.

52.222-54 Employment Eligibility
Verification (Oct 2015)

Applicable to all Orders (i) for
construction or commercial or
noncommercial services (except
commercial services that are part of a
purchase of a COTS item, or an item that
would be a COTS item, but for minor
modifications, performed by the COTS
provider, and that are normally provided
for that COTS item); (ii) has a value more
than $3,500; and (iii) includes work
performed in the United States. Foreign
Sellers: “United States” means the 50
States, the District of Columbia, Puerto
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC

Rico, Guam, the Commonwealth of the
Northern Mariana Islands, and the U.S.
Virgin Islands.

52.222-55

Minimum Wages Under
Executive Order 13658 (Nov
2020)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-6,
regardless of dollar value, that are
subject to the Service Contract Labor
Standards statute or the Wage Rate
Requirements (Construction) statute,
and are to be performed in whole orin
part in the United States.

52.222-62

Paid Sick Leave Under
Executive Order 13706 (Jan
2017)

Applicable to all Orders, including for
Commercial Items pursuant to 52.244-6,
that are subject to the Service Contract
Labor Standards statute or the Wage
Rate Requirements (Construction)
statute and are to be performed in
whole or in part in the United States.

52.223-6

Drug-Free Workplace (May
2001)

Applicable to Orders except when (i) the
value of the acquisition is at or below the
Simplified Acquisition Threshold,
however, the requirements shall apply to
contracts of any value awarded to an
individual; (ii) the Order is for the
acquisition of commercial items; or (iii)
performance or partial performance will
be outside the United States and its
outlying areas.

52.223-11

Ozone-Depleting Substances
(Jun 1996)

Applicable to all Orders for products that
contain or are manufactured with ozone-
depleting substances.

52.224-2

Privacy Act (Apr 1984)

Applicable to Orders that require the
design, development, or operation of
any system of records on individuals that
is subject to the Privacy Act.

52.225-1

Buy American-Supplies (Jan
2021)

Applicable to all Orders (1) with a value
exceeding the micro-purchase threshold
but not exceeding $25,000, and (2) in
Orders exceeding $25,000, if none of the
clauses prescribed in 25.1101(b) and (c)
apply, except if (i) the solicitation is
restricted to domestic end products in

10
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Applies to Commercial (C)
Applicability (Reference to “Purchase and/or Non-Commercial
Clause Number | Title Orders” includes underlying (NC) procurements
Solicitations)
(o NC
accordance with subpart 6.3; (ii) the
acquisition is for supplies for use within
the United States and an exception to
the Buy American statute applies (e.g.,
nonavailability, public interest, or
information technology that is a
commercial product); (iii) the acquisition
is for supplies for use outside the United
States.
52.225-5 Trade Agreements (Oct 2019) Applicable to all Orders. X X
52.232-16 Progress Payments (DEVIATION | Applicable to Orders only when Progress | X X
2020-00010) (Mar 2020) Billing is expressly approved by Buyer via
order specific text on the Order.
52.232-16 Progress Payments (Jun 2020) Applicable to Orders only when Progress | X X
Billing is expressly approved by Buyer via
order specific text on the Order.
52.232-16 Progress Payments (Jun 2020) - | Applicable to Orders only when Progress | X X
Alternate Il (Apr 2003) Billing is expressly approved by Buyer via
order specific text on the Order.
52.232-16 Progress Payments (Jun 2020) - | Applicable to Orders only when Progress | X X
Alternate Ill (Apr 2003) Billing is expressly approved by Buyer via
order specific text on the Order.
52.232-40 Providing Accelerated Applicable to all Orders, including for X X
Payments to Small Business Commercial Items pursuant to 52.244-6,
Subcontractors (Dec 2013) with small business concerns, including
Orders with small business concerns for
the acquisition of commercial items.
52.244-6 Subcontracts for Commerecial Applicable to all Orders. X X
Iltems (Jul 2021)
52.245-1 Government Property (Jan Applicable to all Orders when X X
2017) Government property is acquired or
furnished (see PT-001).
52.247-64 Preference for Privately Owned | Applicable to all Orders, including for X X
U.S.-Flag Commercial Vessels Commercial Items pursuant to 52.244-6,
(Feb 2006) except those exempted in paragraph (e)
(4) of the clause.
252.203-7001 Prohibition on Persons Applicable to all Orders exceeding the X
Convicted of Fraud or Other simplified acquisition threshold.

11
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC
Defense-Contract-Related
Felonies (Dec 2008)
252.203-7002 Requirement to Inform Applicable to all Orders. X X
Employees of Whistleblower
Rights (Sep 2013)
252.204-7004 Antiterrorism Awareness Applicable to all Orders, including Orders | X X
Training for Contractors (Feb for commercial items, when Seller
2019) performance requires routine physical
access to a Federally-controlled facility
or military installation.
252.204-7009 Limitations on the Use or Applicable to all Orders for services that X X
Disclosure of Third-Party include support for the Government’s
Contractor Reported Cyber activities related to safeguarding covered
Incident Information (Oct defense information and cyber incident
2016) reporting.
252.204-7010 Requirement for Contractor to | Applicable to all Orders that are subject X X
Notify DoD if the Contractor’s to the provisions of the U.S.-IAEA AP.
Activities are Subject to
Reporting Under the US
International Atomic Energy
Agency Additional Protocol
(Jan 2009)
252.204-7014 Limitations on the Use or Applicable to all Orders. X X
Disclosure of Information by
Litigation Support Contractors
(May 2016)
252.204-7015 Notice of Authorized Applicable to all Orders. X X
Disclosure of Information for
Litigation Support (Feb 2014)
252.209-7004 Subcontracting with Firms That | Applies to all Orders. X X
Are Owned or Controlled by
the Government of a Terrorist
Country (Oct 2015)
252.211-7003 Item Unique Identification and | Applicable to all Orders. Seller’s X X

Valuation (Mar 2016)

obligations under this clause are limited
to cooperating with Buyer’s efforts to
comply with this clause, including
granting Buyer access to Seller’s
deliverables at its facilities and to
appropriate property records.

12
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC
252.215-7010 Requirements for Certified Applicable to all Orders exceeding the X X
Cost or Pricing Data and Data Simplified Acquisition Threshold as
Other Than Certified Cost or defined in FAR part 2.
Pricing Data (Jul 2019)
252.219-7004 Small Business Subcontracting Applicable to all Orders to Sellers that X X
Plan (Test Program) (May participate in the Test Program
2019) described in DFARS 219.702-70, if the
subcontract offers further
subcontracting opportunities and is
expected to exceed the applicable
threshold specified in FAR 19.702(a) on
the date of subcontract/Order award.
252.222-7006 Restrictions on the Use of Applicable to Orders over $1 million X
Mandatory Arbitration except Orders for the acquisition of
Agreements (Dec 2010) commercial items, including
commercially available off-the-shelf
items.
252.223-7008 Prohibition of Hexavalent Applicable to all Orders, including X X
Chromium (Jun 2013) subcontracts for commercial items, for
supplies, maintenance and repair
services, or construction materials.
252.225-7001 Buy American Act and Balance | Applicable to all Orders except Orders X X
of Payments Program (Dec for commercially available off-the-shelf
2017) items (COTS) as defined at FAR 2.101.
Seller must deliver goods that contain
more than 50% United States or
Qualifying Country content pursuant to
the clause.
252.225-7006 Acquisition of the American Applicable to all Orders when Seller is X X
Flag (Aug 2015) required to deliver one or more
American flags (Product or Service Code
8345), such flag(s), including the
materials and components thereof, shall
be manufactured in the United States,
consistent with the requirements at 10
U.S.C. 2533a (commonly known as the
“Berry Amendment”).
252.225-7009 Restriction on Acquisition of Applicable to all Orders, excluding X X

Certain Articles Containing
Specialty Metals (Dec 2019)

paragraph (d) and (e)(1) which are
deleted from this clause, for items
containing specialty metals to ensure
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Applicability (Reference to “Purchase

Applies to Commercial (C)
and/or Non-Commercial

Clause Number

Title

Orders” includes underlying
Solicitations)

(NC) procurements

C

NC

compliance of the end products that
Buyer will deliver to the Government.

252.225-7012

Preference for Certain
Domestic Commodities (Dec
2017)

Applicable to all Orders.

252.225-7013

Duty-Free Entry (Apr 2020)

Applicable to Orders for the acquisition
of (i) Qualifying Country Components (as
defined in paragraph (a) of this clause) or
(ii) Nonqualifying Country Components
(defined in paragraph (a)) for which the
Seller estimates that duty will exceed
$200 per unit to be delivered from
foreign locations that will be entering
into the customs territory of the United
States. Information required by
paragraphs (j)(2) and (j)(3) of this clause
will be made available upon request.

252.225-7013

Duty-Free Entry (Deviation
2020-00019) (Jul 2020)

Applicable to Orders for the acquisition
of (i) Qualifying Country Components (as
defined in paragraph (a) of this clause) or
(ii) Nonqualifying Country Components
(defined in paragraph (a)) for which the
Seller estimates that duty will exceed
$200 per unit to be delivered from
foreign locations that will be entering
into the customs territory of the United
States. Information required by
paragraphs (j)(2) and (j)(3) of this clause
will be made available upon request.

252.225-7016

Restriction on Acquisition of
Ball and Roller Bearings (Jun
2011)

Applicable to all Orders for Goods that
contain ball or roller bearings, except
those that are for commercial items.

252.225-7021

Trade Agreements —Basic
(Class Deviation 2020-00019)
(Revision 2) (Jul 2020)

Applicable if the World Trade
Organization Government Procurement
Agreement applies, i.e., the acquisition is
of end products listed at 225.401-70, the
value of the acquisition equals or
exceeds $183,000, and none of the
exceptions at 25.401(a) applies and in
solicitations and contracts that are not of
end products in support of operations in
Afghanistan, or that include the clause at
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Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C NC
252.225-7024, Requirement for Products
or Services from Afghanistan.
252.225-7039 Contractors Performing Private | Applicable to all Orders when private X X
Security Functions (Jun 2016) security functions will be performed
outside the United States in areas of—
(1) Contingency operations; (2) Combat
operations, as designated by the
Secretary of Defense; (3) Other
significant military operations (as
defined in 32 CFR part 159), designated
by the Secretary of Defense upon
agreement of the Secretary of State; (4)
Peace operations, consistent with Joint
Publication 3-07.3; or (5) Other military
operations or military exercises, when
designated by the Combatant
Commander.
252.225-7052 Restriction on the Acquisition Applicable to all Orders for the delivery X X
of Certain Magnets, Tantalum, of goods that are for items containing a
and Tungsten (Oct 2020) covered material, that exceed the
simplified acquisition threshold, unless
an exception at paragraph (c) of the
clause applies.
252.225-7975 Additional Access to Applicable to Orders, including for X X
Contractor and Subcontractor commercial items, with an estimated
Records (Deviation 2020- value over $50,000 and will be
00001) performed outside the United States and
its outlying areas.
252.225-7993 Prohibition on Providing Funds | Applicable to Orders, including for X X
to the Enemy (Deviation 2015- commercial items, with an estimated
00016) value over $50,000 and will be
performed outside the United States and
its outlying areas.
252.225-7995 Contractor Personnel Applicable if work scope defined herein X X
Performing in the United requires Seller personnel to perform in
States Central Command Area the United States Central Command
of Responsibility (Deviation (USCENTCOM) Area of Responsibility
2017-00004) (Sep 2017) (AOR).
252.226-7001 Utilization of Indian Applicable to all Orders exceeding X X

Organizations and Indian-
Owned Economic Enterprises,

$500,000.

15



=\\\l//

Raytheon

An RTX Business
Revision No. 2, dated Nov 27, 2023
Raytheon Company - Unrestricted Content

Applies to Commercial (C)
Applicability (Reference to “Purchase and/or Non-Commercial
Clause Number | Title Orders” includes underlying (NC) procurements
Solicitations)
(o NC
and Native Hawaiian Small
Business Concerns (Apr 2019)
252.227-7015 Technical Data—Commerecial Applicable to all Orders whenever any X X
Items (Feb 2014) technical data related to commercial
items developed in any part at private
expense will be provided under the
Order for delivery to the Government.
252.227-7016 Rights in Bid or Proposal Applicable to all Orders. X X
Information (Jan 2011)
252.227-7019 Validation of Asserted Applicable to all Orders when Seller’s X
Restrictions--Computer performance includes the furnishing of
Software (Sep 2016) computer software that Buyer will
furnish to the Government.
252.227-7025 Limitations on the Use or Applicable to all Orders. X
Disclosure of Government-
Furnished Information Marked
with Restrictive Legends (May
2013)
252.227-7037 Validation of Restrictive Applicable to all Orders requiring the X X
Markings on Technical Data delivery of technical data.
(Sep 2016)
252.227-7038 Patent Rights—Ownership by Applicable to all Orders for experimental, X
the Contractor (Large Business) | developmental, or research work if the
(Jun 2012) - Alternate Il (DEC Seller is not a small business or nonprofit
2007) organization, unless a different patent
rights clause is required by FAR 27.303.
252.227-7039 Patents--Reporting of Subject Applicable to all Orders for experimental, X
Inventions (Apr 1990) developmental, or research work to be
performed by a small business concern
or nonprofit organization.
252.228-7001 Ground and Flight Risk (Jun Applicable to all Orders for the X
2010) acquisition, development, production,
modification, maintenance, repair, flight,
or overhaul of aircraft unless an
exception listed at DFARS 228.370(b)(1)
applies.
252.228-7005 Accident Reporting and Applicable to all Orders for aircraft, X X
Investigation Involving Aircraft, | missile, or space launch vehicles being
manufactured, modified, repaired, or
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Applies to Commercial (C)
Applicability (Reference to “Purchase and/or Non-Commercial
Clause Number | Title Orders” includes underlying (NC) procurements
Solicitations)
(o NC
Missiles, and Space Launch overhauled. Seller must cooperate and
Vehicles (Dec 1991) assist Buyer in accident investigations.
252.232-7005 Reimbursement of Applicable to all Purchase Orders when X X
Subcontractor Advance advance payments will be provided by
Payments--DOD Pilot Mentor- the contractor to a subcontractor
Protege Program (Sep 2001) pursuant to an approved mentor-
protege agreement.
252.235-7003 Frequency Authorization (Dec Applicable to all Orders requiring the X X
1991) development, production, construction,
testing, or operation of a device for
which a radio frequency authorization is
required.
252.235-7004 Protection of Human Subjects Applicable to all Orders that may include X
(Jul 2009) research involving human subjects. This
clause does not apply to subcontracts
that involve only the use of cadaver
materials.
252.236-7013 Requirement for Competition Applicable to Orders that (1) Use funds X X
Opportunity for American Steel | appropriated for military construction;
Producers, Fabricators, and and (2) May require the acquisition of
Manufacturers (Jun 2013) steel as a construction material,
including subcontracts for the acquisition
of commercial items.
252.237-7010 Prohibition on Interrogation of | Applicable to all Orders that require X X
Detainees by Contractor Seller personnel to interact with
Personnel (Jun 2013) detainees in the course of their duties.
252.237-7019 Training for Contractor Applicable to all Orders that involve the X X
Personnel Interacting with Seller's personnel interacting with
Detainees (Jun 2013) detainees in the course of performing
under this Order.
252.237-7023 Continuation of Essential Applicable to all Orders for essential X X
Contractor Services (Oct 2010) | services as defined in the clause.
252.239-7010 Cloud Computing Services (Oct | Applicable to all Orders that involve or X X
2016) may involve cloud services.
252.239-7018 Supply Chain Risk (Feb 2019) Applicable to all Orders involving the X X
development or delivery of any
information technology as defined in the
clause, as a service or a supply.
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Clause Number

Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

(o NC
252.244-7000 Subcontracts for Commercial Applicable to all Orders. X X
Items and Commerecial
Components (DoD Contracts)
(Jan 2021)
252.246-7003 Notification of Potential Safety | Applicable to all Orders for (i) parts X X
Issues (Jun 2013) defined as critical safety items in
accordance with this clause; (ii) systems
and subsystems, assemblies, and
subassemblies integral to a system; and
(iii) repair, maintenance, logistics
support, or overhaul services for systems
and subsystems, assemblies,
subassemblies, and parts integral to a
system.
252.246-7007 Contractor Counterfeit Applicable to all Orders when the goods X X
Electronic Part Detection and or services include electronic parts or
Avoidance System (Aug 2016) assemblies containing electronic parts.
This clause applies to all Sellers, at all
tiers, without regard to whether the
Seller itself is subject to CAS.
252.246-7008 Sources of Electronic Parts Applicable to all Orders for electronic X X
(May 2018) parts or assemblies containing electronic
parts, unless Seller is the original
manufacturer.
252.247-7003 Pass-Through of Motor Carrier | Applicable to all Orders with Sellers that | X X
Fuel Surcharge Adjustment to are motor carriers, brokers, or freight
the Cost Bearer (Jun 2013) forwarders.
252.247-7023 Transportation of Supplies by Applicable if the Seller is transporting X X

Sea (Feb 2019)

supplies by sea under this Order and (i)
This Order is a construction contract; or
(ii) The supplies being transported are—
(A) Noncommercial items; or (B)
Commercial items that— (1) The Seller
is reselling or distributing to the
Government without adding value
(generally, the Seller does not add value
to items that it subcontracts for f.o.b.
destination shipment); (2) Are shipped
in direct support of U.S. military
contingency operations, exercises, or
forces deployed in humanitarian or
peacekeeping operations; or (3) Are
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Clause Number Title

Applicability (Reference to “Purchase
Orders” includes underlying
Solicitations)

Applies to Commercial (C)
and/or Non-Commercial
(NC) procurements

C

NC

commissary or exchange cargoes
transported outside of the Defense
Transportation System in accordance
with 10 U.S.C. 2643.

252.247-7024 Notification of Transportation
of Supplies by Sea (Mar 2000)

Applicable to all Orders if the supplies
being transported are noncommercial
items or commercial items that (i) Seller
is reselling or distributing to the
Government without adding value
(generally, Seller does not add value to
items that it contracts for f.o.b.
destination shipment); (ii) are shipped in
direct support of U.S. military
contingency operations, exercises, or
forces deployed in humanitarian or
peacekeeping operations; or (iii) are
commissary or exchange cargoes
transported outside the Defense
Transportation System in accordance
with 10 U.S.C. 2643.

252.249-7002 Notification of Anticipated
Contract Termination or
Reduction (Jun 2020)

Applicable to all Orders of $700,000 or
more. Seller shall (i) Provide notice to
each of its subcontractors with a
subcontract of $150,000 or more; and (ii)
Impose a similar notice and flowdown
requirement to subcontractors with
subcontracts of $150,000 or more.

FAR, DFARS AND SPECIAL AGENCY CLAUSES INCORPORATED BY FULL TEXT:

52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE

SERVICES OR EQUIPMENT (OCT 2020)

(Supply chain should obtain the representation set out in this provision from suppliers that will be providing

covered telecommunications equipment or services as defined in the clause. Applies to XI Commercial

Non-Commercial procurements.)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has
represented that it "does not provide covered telecommunications equipment or services as a part of its
offered products or services to the Government in the performance of any contract, subcontract, or other
contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications
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Equipment or Services—Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror
Representations and Certifications-Commercial Items. The Offeror shall not complete the representation in
paragraph (d)(2) of this provision if the Offeror has represented that it "does not use covered
telecommunications equipment or services, or any equipment, system, or service that uses covered
telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in paragraph
(v)(2)(ii) of the provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection
arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings
provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year
2015(Pub.L.115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring
or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service
that uses covered telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that
connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019
(Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a
contract or extending or renewing a contract with an entity that uses any equipment, system, or service that
uses covered telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system. This prohibition applies to the use of covered
telecommunications equipment or services, regardless of whether that use is in performance of work under a
Federal contract. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that
connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot
permit visibility into any user data or packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for "covered
telecommunications equipment or services".

(d) Representation. The Offeror represents that—
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(1) 1t . will, [J will not provide covered telecommunications equipment or services to the

Government in the performance of any contract, subcontract or other contractual instrument resulting from
this solicitation. The Offeror shall provide the additional disclosure information required at paragraph (e)(1)
of this section if the Offeror responds "will" in paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents
that—

It [J does, [] does not use covered telecommunications equipment or services, or use any

equipment, system, or service that uses covered telecommunications equipment or services. The Offeror
shall provide the additional disclosure information required at paragraph (e)(2) of this section if the Offeror
responds "does" in paragraph (d)(2) of this section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror
has responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the
following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM)
or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this
provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this
provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded
"does" in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following
information as part of the offer:
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(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as
applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this
provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number,
manufacturer part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of
the proposed use of covered telecommunications services and any factors relevant to determining if such use
would be permissible under the prohibition in paragraph (b)(2) of this provision.

(End of provision)

52.209-6 PROTECTING THE GOVERNMENTS INTEREST WHEN SUBCONTRACTING WITH CONTRACTORS
DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT (JUN 2020)

(Applicable to all Purchase Orders exceeding $35,000, except for Purchase Orders for commercially available
off-the-shelf items. Applies to X Commercial XI Non-Commercial procurements.)

(a) Definition. Commercially available off-the-shelf (COTS) item, as used in this clause -
(1) Means any item of supply (including construction material) that is -
(i) A commercial item (as defined in paragraph (1) of the definition in Federal Acquisition
Regulation (FAR) 2.101);
(ii) Sold in substantial quantities in the commercial marketplace; and
(iii) Offered to the Government, under a contract or subcontract at any tier, without
modification, in the same form in which it is sold in the commercial marketplace; and

(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and
petroleum products.

(b) The Government suspends or debars Contractors to protect the Government's interests. Other than a
subcontract for a commercially available off-the-shelf item, the Contractor shall not enter into any
subcontract, in excess of the threshold specified in FAR 9.405-2(b) on the date of subcontract award, with a
Contractor that is debarred, suspended, or proposed for debarment by any executive agency unless there is a
compelling reason to do so.
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(c) The Contractor shall require each proposed subcontractor whose subcontract will exceed the
threshold specified in FAR 9.405-2(b) on the date of subcontract award, other than a subcontractor providing
a commercially available off-the-shelf item, to disclose to the Contractor, in writing, whether as of the time of
award of the subcontract, the subcontractor, or its principals, is or is not debarred, suspended, or proposed
for debarment by the Federal Government.

(d) A corporate officer or a designee of the Contractor shall notify the Contracting Officer, in writing,
before entering into a subcontract with a party (other than a subcontractor providing a commercially
available off-the-shelf item) that is debarred, suspended, or proposed for debarment (see FAR 9.404 for
information on the System for Award Management (SAM) Exclusions). The notice must include the following:

(1) The name of the subcontractor.

(2) The Contractor's knowledge of the reasons for the subcontractor being listed with an exclusion in
SAM.

(3) The compelling reason(s) for doing business with the subcontractor notwithstanding its being
listed with an exclusion in SAM.

(4) The systems and procedures the Contractor has established to ensure that it is fully protecting
the Government's interests when dealing with such subcontractor in view of the specific basis for the party's
debarment, suspension, or proposed debarment.

(e) Subcontracts. Unless this is a contract for the acquisition of commercial items, the Contractor shall
include the requirements of this clause, including this paragraph (e) (appropriately modified for the
identification of the parties), in each subcontract that -

(1) Exceeds the threshold specified in FAR 9.405-2(b) on the date of subcontract award; and
(2) Is not a subcontract for commercially available off-the-shelf items.
(End of clause)

52.222-50 COMBATING TRAFFICKING IN PERSONS (MAR 2015) ALTERNATE | (MAR 2015)

(Applicable to all Purchase Orders, except that the requirements in paragraph (h) of the clause apply only to
(i) supplies that are other than commercially available off-the-shelf items that acquired outside the United
States, or for services to be performed outside the United States, and (ii) that exceed $500,000 in value.
Applies to Commercial and Non-Commercial procurements.)

(Para (c)(1)(i)(B), All I, Document Title, obtained from, performed in,/at. "To be completed under each order
as applicable")

(a) Definitions. As used in this clause—
Agent means any individual, including a director, an officer, an employee, or an independent
contractor, authorized to act on behalf of the organization.

Coercion means—
(1) Threats of serious harm to or physical restraint against any person;
(2) Any scheme, plan, or pattern intended to cause a person to believe that failure to perform an
act would result in serious harm to or physical restraint against any person; or
(3) The abuse or threatened abuse of the legal process. Commercial sex act means any sex act
on account of which anything of value is given to or received by any person.
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Commercially available off-the-shelf (COTS) item means—
(1) Any item of supply (including construction material) that is—
(i) A commercial item (as defined in paragraph (1) of the definition at FAR 2.101);
(i) Sold in substantial quantities in the commercial marketplace; and
(iii) Offered to the Government, under a contract or subcontract at any tier, without
modification, in the same form in which it is sold in the commercial marketplace; and
(2) Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products
and petroleum products.

Debt bondage means the status or condition of a debtor arising from a pledge by the debtor of his or
her personal services or of those of a person under his or her control as a security for debt, if the value of
those services as reasonably assessed is not applied toward the liquidation of the debt or the length and
nature of those services are not respectively limited and defined.

Employee means an employee of the Contractor directly engaged in the performance of work under
the contract who has other than a minimal impact or involvement in contract performance.

Forced Labor means knowingly providing or obtaining the labor or services of a person—
(1) By threats of serious harm to, or physical restraint against, that person or another person;
(2) By means of any scheme, plan, or pattern intended to cause the person to believe that, if the
person did not perform such labor or services, that person or another person would suffer serious harm or
physical restraint; or
(3) By means of the abuse or threatened abuse of law or the legal process.

Involuntary servitude includes a condition of servitude induced by means of —

(1) Any scheme, plan, or pattern intended cause a person to believe that, if the person did not
enter into or continue in such conditions, that person or another person would suffer serious harm or
physical restraint; or

(2) The abuse or threatened abuse of the legal process.

Severe forms of trafficking in persons means—
(1) Sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in
which the person induced to perform such act has not attained 18 years of age; or
(2) The recruitment, harboring, transportation, provision, or obtaining of a person for
labor or services, through the use of force, fraud, or coercion for the purpose of subjection to involuntary
servitude, peonage, debt bondage, or slavery.

Sex trafficking means the recruitment, harboring, transportation, provision, or obtaining of a person
for the purpose of a commercial sex act.

Subcontract means any contract entered into by a subcontractor to furnish supplies or services for
performance of a prime contract or a subcontract.

Subcontractor means any supplier, distributor, vendor, or firm that furnishes supplies or services to
or for a prime contractor or another subcontractor.

United States means the 50 States, the District of Columbia, and outlying areas.
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(b) Policy. The United States Government has adopted a policy prohibiting trafficking in persons including
the trafficking-related activities of this clause. Contractors, contractor employees, and their agents shall
not—

(1) Engage in severe forms of trafficking in persons during the period of performance of the contract;

(2) Procure commercial sex acts during the period of performance of the contract;

(3) Use forced labor in the performance of the contract;

(4) Destroy, conceal, confiscate, or otherwise deny access by an employee to the employee’s identity
or immigration documents, such as passports or drivers’ licenses, regardless of issuing authority;

(5)(i) Use misleading or fraudulent practices during the recruitment of employees or offering of
employment, such as failing to disclose, in a format and language accessible to the worker, basic information
or making material misrepresentations during the recruitment of employees regarding the key terms and
conditions of employment, including wages and fringe benefits, the location of work, the living conditions,
housing and associated costs (if employer or agent provided or arranged), any significant cost to be charged
to the employee, and, if applicable, the hazardous nature of the work;

(i) Use recruiters that do not comply with local labor laws of the country in which the recruiting
takes place;

(6) Charge employees recruitment fees;

(7)(i) Fail to provide return transportation or pay for the cost of return transportation upon the end
of employment—

(A) For an employee who is not a national of the country in which the work is taking place
and who was brought into that country for the purpose of working on a U.S. Government contract or
subcontract (for portions of contracts performed outside the United States); or

(B) For an employee who is not a United States national and who was brought into the
United States for the purpose of working on a U.S. Government contract or subcontract, if the payment of
such costs is required under existing temporary worker programs or pursuant to a written agreement with
the employee (for portions of contracts performed inside the United States); except that—

(ii) The requirements of paragraphs (b)(7)(i) of this clause shall not apply to an employee who
is—

(A) Legally permitted to remain in the country of employment and who chooses to do so; or

(B) Exempted by an authorized official of the contracting agency from the requirement to
provide return transportation or pay for the cost of return transportation;

(iii) The requirements of paragraph (b)(7)(i) of this clause are modified for a victim of trafficking
in persons who is seeking victim services or legal redress in the country of employment, or for a witness in an
enforcement action related to trafficking in persons. The contractor shall provide the return transportation or
pay the cost of return transportation in a way that does not obstruct the victim services, legal redress, or
witness activity. For example, the contractor shall not only offer return transportation to a witness at a time
when the witness is still needed to testify. This paragraph does not apply when the exemptions at paragraph
(b)(7)(ii) of this clause apply.

(8) Provide or arrange housing that fails to meet the host country housing and safety standards; or

(9) If required by law or contract, fail to provide an employment contract, recruitment agreement, or
other required work document in writing. Such written work document shall be in a language the employee
understands. If the employee must relocate to perform the work, the work document shall be provided to
the employee at least five days prior to the employee relocating. The employee’s work document shall
include, but is not limited to, details about work description, wages, prohibition on charging recruitment fees,
work location(s), living accommodations and associated costs, time off, roundtrip transportation
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arrangements, grievance process, and the content of applicable laws and regulations that prohibit trafficking
in persons.

(c) Contractor requirements. The Contractor shall—
(1) Notify its employees and agents of—
(i)(A) The United States Government’s policy prohibiting trafficking in persons described in
paragraph (b) of this clause; and (B) The following directive(s) or notice(s) applicable to employees
performing work at the contract place(s) of performance as indicated below:

Document Title Document may be obtained Applies to performance in/at:
from:

[Contracting Officer shall insert title of directive/notice; indicate the document is attached or provide source
(such as website link) for obtaining document; and, indicate the contract performance location outside the
United States to which the document applies.]

(ii) The actions that will be taken against employees or agents for violations of this policy. Such
actions for employees may include, but are not limited to, removal from the contract, reduction in benefits,
or termination of employment; and

(2) Take appropriate action, up to and including termination, against employees, agents, or
subcontractors that violate the policy in paragraph (b) of this clause.

(d) Notification. (1) The Contractor shall inform the Contracting Officer and the agency Inspector General
immediately of —

(i) Any credible information it receives from any source (including host country law enforcement)
that alleges a Contractor employee, subcontractor, subcontractor emloyee, or their agent has engaged in
conduct that violates the policy in paragraph (b) of this clause (see also 18 U.S.C. 1351, Fraud in Foreign Labor
Contracting, and 52.203—13(b)(3)(i)(A), if that clause is included in the solicitation or contract, which requires
disclosure to the agency Office of the Inspector General when the Contractor has credible evidence of fraud);
and

(ii) Any actions taken against a Contractor employee, subcontractor, subcontractor employee, or
their agent pursuant to this clause.

(2) If the allegation may be associated with more than one contract, the Contractor shall inform the
contracting officer for the contract with the highest dollar value.

(e) Remedies. In addition to other remedies available to the Government, the Contractor’s failure to
comply with the requirements of paragraphs (c), (d), (g), (h), or (i) of this clause may result in—

(1) Requiring the Contractor to remove a Contractor employee or employees from the performance
of the contract;
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(2) Requiring the Contractor to terminate a subcontract;

(3) Suspension of contract payments until the Contractor has taken appropriate remedial action;

(4) Loss of award fee, consistent with the award fee plan, for the performance period in which the
Government determined Contractor non-compliance;

(5) Declining to exercise available options under the contract;

(6) Termination of the contract for default or cause, in accordance with the termination clause of this
contract; or

(7) Suspension or debarment.

(f) Mitigating and aggravating factors. When determining remedies, the Contracting Officer may consider
the following:
(1) Mitigating factors. The Contractor had a Trafficking in Persons compliance plan or an awareness
program at the time of the violation, was in compliance with the plan, and has taken appropriate remedial
actions for the violation, that may include reparation to victims for such violations.

(2) Aggravating factors. The Contractor failed to abate an alleged violation or enforce the
requirements of a compliance plan, when directed by the Contracting Officer to do so.

(g) Full cooperation. (1) The Contractor shall, at a minimum—

(i) Disclose to the agency Inspector General information sufficient to identify the nature and
extent of an offense and the individuals responsible for the conduct;

(i) Provide timely and complete responses to Government auditors’ and investigators’ requests
for documents;

(iii) Cooperate fully in providing reasonable access to its facilities and staff (both inside and
outside the U.S.) to allow contracting agencies and other responsible Federal agencies to conduct audits,
investigations, or other actions to ascertain compliance with the Trafficking Victims Protection Act of 2000
(22 U.S.C. chapter 78), E.O. 13627, or any other applicable law or regulation establishing restrictions on
trafficking in persons, the procurement of commercial sex acts, or the use of forced labor; and

(iv) Protect all employees suspected of being victims of or witnesses to prohibited activities,
prior to returning to the country from which the employee was recruited, and shall not prevent or hinder the
ability of these employees from cooperating fully with Government authorities.

(2) The requirement for full cooperation does not foreclose any Contractor rights arising in law, the
FAR, or the terms of the contract. It does not—
(i) Require the Contractor to waive its attorney-client privilege or the protections afforded by the
attorney work product doctrine;
(ii) Require any officer, director, owner, employee, or agent of the Contractor, including a sole
proprietor, to waive his or her attorney client privilege or Fifth Amendment rights; or
(iii) Restrict the Contractor from—
(A) Conducting an internal investigation; or
(B) Defending a proceeding or dispute arising under the contract or related to a potential or
disclosed violation.

(h) Compliance plan. (1) This paragraph (h) applies to any portion of the contract that—
(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the
United States, or services to be performed outside the United States; and
(i) Has an estimated value that exceeds $500,000.
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(2) The Contractor shall maintain a compliance plan during the performance of the contract that is
appropriate—
(i) To the size and complexity of the contract; and
(ii) To the nature and scope of the activities to be performed for the Government, including the
number of non-United States citizens expected to be employed and the risk that the contract or subcontract
will involve services or supplies susceptible to trafficking in persons.

(3) Minimum requirements. The compliance plan must include, at a minimum, the following:

(i) An awareness program to inform contractor employees about the Government’s policy
prohibiting trafficking-related activities described in paragraph (b) of this clause, the activities prohibited, and
the actions that will be taken against the employee for violations. Additional information about Trafficking
in Persons and examples of awareness programs can be found at the Web site for the Department of
State’s Office to Monitor and Combat Trafficking in Persons at http://www.state.gov/j/tip/.

(ii) A process for employees to report, without fear of retaliation, activity inconsistent with
the policy prohibiting trafficking in persons, including a means to make available to all employees the
hotline phone number of the Global Human Trafficking Hotline at 1-844—888—FREE and its email
address at help@befree.org.

(iii) A recruitment and wage plan that only permits the use of recruitment companies with
trained employees, prohibits charging recruitment fees to the employee, and ensures that wages meet
applicable host-country legal requirements or explains any variance.

(iv) A housing plan, if the Contractor or subcontractor intends to provide or arrange housing,
that ensures that the housing meets host-country housing and safety standards.

(v) Procedures to prevent agents and subcontractors at any tier and at any dollar value from
engaging in trafficking in persons (including activities in paragraph (b) of this clause) and to monitor,
detect, and terminate any agents, subcontracts, or subcontractor employees that have engaged in such
activities.

(4) Posting. (i) The Contractor shall post the relevant contents of the compliance plan, no later
than the initiation of contract performance, at the workplace (unless the work is to be performed in the
field or not in a fixed location) and on the Contractor’s Web site (if one is maintained). If posting at the
workplace or on the Web site is impracticable, the Contractor shall provide the relevant contents of the
compliance plan to each worker in writing. (ii) The Contractor shall provide the compliance plan to the
Contracting Officer upon request.

(5) Certification. Annually after receiving an award, the Contractor shall submit a certification to
the Contracting Officer that—

(i) It has implemented a compliance plan to prevent any prohibited activities identified at
paragraph (b) of this clause and to monitor, detect, and terminate any agent, subcontract or
subcontractor employee engaging in prohibited activities; and

(i) After having conducted due diligence, either—

(A) To the best of the Contractor’s knowledge and belief, neither it nor any of its agents,
subcontractors, or their agents is engaged in any such activities; or

(B) If abuses relating to any of the prohibited activities identified in paragraph (b) of this
clause have been found, the Contractor or subcontractor has taken the appropriate remedial and
referral actions.
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(i) Subcontracts. (1) The Contractor shall include the substance of this clause, including this
paragraph (i), in all subcontracts and in all contracts with agents. The requirements in paragraph (h) of
this clause apply only to any portion of the subcontract that—

(A) Is for supplies, other than commercially available off-the-shelf items, acquired outside
the United States, or services to be performed outside the United States; and

(B) Has an estimated value that exceeds $500,000. (2) If any subcontractor is required by
this clause to submit a certification, the Contractor shall require submission prior to the award of the
subcontract and annually thereafter. The certification shall cover the items in paragraph (h)(5) of this
clause.
(End of clause)

52.223-7 NOTICE OF RADIOACTIVE MATERIALS (JAN 1997)

(Applicable to all Purchase Orders. Seller shall notify Buyer if any goods under this Purchase Order contain
any of the material as described in the clause. insert 45 days in the blank in paragraph (a) of the clause unless
otherwise indicated in the Purchase Order. Applies to Commercial and Non-Commercial procurements.)

(Para (a), Number of days is "To be completed under each order as applicable")

(a) The Contractor shall notify the Contracting Officer or designee, in writing, * days prior to the
delivery of, or prior to completion of any servicing required by this contract of, items containing either (1)
radioactive material requiring specific licensing under the regulations issued pursuant to the Atomic Energy
Act 0f1954, as amended, as set forth in Title 10 of the Code of Federal Regulations, in effect on the date of
this contract, or (2) other radioactive material not requiring specific licensing in which the specific activity is
greater than 0.002 microcuries per gram or the activity per item equals or exceeds 0.01 microcuries. Such
notice shall specify the part or parts of the items which contain radioactive materials, a description of the
materials, the name and activity of the isotope, the manufacturer of the materials, and any other information
known to the Contractor which will put users of the items on notice as to the hazards involved (OMB
No0.9000-0107).

* The Contracting Officer shall insert the number of days required in advance of delivery of the item or
completion of the servicing to assure that required licenses are obtained and appropriate personnel are
notified to institute any necessary safety and health precautions. See FAR 23.601(d).

(b) If there has been no change affecting the quantity of activity, or the characteristics and composition of
the radioactive material from deliveries under this contract or prior contracts, the Contractor may request
that the Contracting Officer or designee waive the notice requirement in paragraph (a) of this clause. Any
such request shall-

(1) Be submitted in writing;

(2) State that the quantity of activity, characteristics, and composition of the radioactive material have
not changed; and

(3) Cite the contract number on which the prior notification was submitted and the contracting office
to which it was submitted.
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(c) All items, parts, or subassemblies which contain radioactive materials in which the specific activity is
greater than 0.002 microcuries per gram or activity per item equals or exceeds 0.01 microcuries, and all
containers in which such items, parts or subassemblies are delivered to the Government shall be clearly
marked and labeled as required by the latest revision of MIL-STD 129 in effect on the date of the contract.

(d) This clause, including this paragraph (d), shall be inserted in all subcontracts for radioactive materials
meeting the criteria in paragraph (a) of this clause.

(End of clause)

52.225-19 CONTRACTOR PERSONNEL IN A DESIGNATED OPERATIONAL AREA OR SUPPORTING A
DIPLOMATIC OR CONSULAR MISSION OUTSIDE THE UNITED STATES (MAY 2020)

(Applicable to all Purchase Orders that require Seller personnel to perform outside the United States: (1) In a
designated operational area during— (i) contingency operations; (ii) humanitarian or peacekeeping operations;
(iii) other military operations; or military exercises, when designated by the Combatant Commander; or (2)
When supporting a diplomatic or consular mission— (i) that has been designated by the Department of State
as a danger pay post (see https://aoprals.state.gov/); or (ii) that the USG has indicated is subject to this clause.
Applies to Commercial and Non-Commercial procurements.)

(a) Definitions. As used in this clause-

Chief of missionmeans the principal officer in charge of a diplomatic mission of the United States or of a
United States office abroad which is designated by the Secretary of State as diplomatic in nature, including any
individual assigned under section 502(c) of the Foreign Service Act of 1980 (Public Law 96-465) to be
temporarily in charge of such a mission or office.

Combatant commandermeans the commander of a unified or specified combatant command established
in accordance with 10 U.S.C. 161.

Designated operational area means a geographic area designated by the combatant commander or
subordinate joint force commander for the conduct or support of specified military operations.

"Supporting a diplomatic or consular mission" means performing outside the United States under a contract
administered by Federal agency personnel who are subject to the direction of a chief of mission.

(b) General. (1) This clause applies when Contractor personnel are required to perform outside the United
States-

(i) In a designated operational area during-
(A) Contingency operations;
(B) Humanitarian or peacekeeping operations; or

(C) Other military operations; or military exercises, when designated by the Combatant
Commander; or

(ii) When supporting a diplomatic or consular mission-
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(A) That has been designated by the Department of State as a danger pay post (see
https://aoprals.state.gov/); or

(B) That the Contracting Officer has indicated is subject to this clause.

(2) Contract performance may require work in dangerous or austere conditions. Except as otherwise
provided in the contract, the Contractor accepts the risks associated with required contract performance in
such operations.

(3) Contractor personnel are civilians.

(i) Except as provided in paragraph (b)(3)(ii) of this clause, and in accordance with paragraph (i)(3) of
this clause, Contractor personnel are only authorized to use deadly force in self-defense.

(ii) Contractor personnel performing security functions are also authorized to use deadly force when
use of such force reasonably appears necessary to execute their security mission to protect assets/persons,
consistent with the terms and conditions contained in the contract or with their job description and terms of
employment.

(4) Service performed by Contractor personnel subject to this clause is not active duty or service under
38 U.S.C. 106 note.

(c) Support. Unless specified elsewhere in the contract, the Contractor is responsible for all logistical and
security support required for Contractor personnel engaged in this contract.

(d) Compliance with laws and regulations. The Contractor shall comply with, and shall ensure that its
personnel in the designated operational area or supporting the diplomatic or consular mission are familiar with
and comply with, all applicable-

(1) United States, host country, and third country national laws;
(2) Treaties and international agreements;
(3) United States regulations, directives, instructions, policies, and procedures; and

(4) Force protection, security, health, or safety orders, directives, and instructions issued by the Chief of
Mission or the Combatant Commander; however, only the Contracting Officer is authorized to modify the
terms and conditions of the contract.

(e) Preliminary personnel requirements. (1) Specific requirements for paragraphs (e)(2)(i) through (e)(2)(vi)
of this clause will be set forth in the statement of work, or elsewhere in the contract.

(2) Before Contractor personnel depart from the United States or a third country, and before Contractor
personnel residing in the host country begin contract performance in the designated operational area or
supporting the diplomatic or consular mission, the Contractor shall ensure the following:

(i) All required security and background checks are complete and acceptable.

(i) All personnel are medically and physically fit and have received all required vaccinations.
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(iii) All personnel have all necessary passports, visas, entry permits, and other documents required for
Contractor personnel to enter and exit the foreign country, including those required for in-transit countries.

(iv) All personnel have received-
(A) A country clearance or special area clearance, if required by the chief of mission; and
(B) Theater clearance, if required by the Combatant Commander.

(v) All personnel have received personal security training. The training must at a minimum-
(A) Cover safety and security issues facing employees overseas;
(B) Identify safety and security contingency planning activities; and
(C) Identify ways to utilize safety and security personnel and other resources appropriately.

(vi) All personnel have received isolated personnel training, if specified in the contract. Isolated
personnel are military or civilian personnel separated from their unit or organization in an environment
requiring them to survive, evade, or escape while awaiting rescue or recovery.

(vii) All personnel who are U.S. citizens are registered with the U.S. Embassy or Consulate with
jurisdiction over the area of operations on-line at http://www.travel.state.gov.

(3) The Contractor shall notify all personnel who are not a host country national or ordinarily resident in
the host country that-

(i) If this contract is with the Department of Defense, or the contract relates to supporting the mission
of the Department of Defense outside the United States, such employees, and dependents residing with such
employees, who engage in conduct outside the United States that would constitute an offense punishable by
imprisonment for more than one year if the conduct had been engaged in within the special maritime and
territorial jurisdiction of the United States, may potentially be subject to the criminal jurisdiction of the United
States (see the Military Extraterritorial Jurisdiction Act of 2000 (18 U.S.C. 3261 et seq.);

(ii) Pursuant to the War Crimes Act, 18 U.S.C. 2441, Federal criminal jurisdiction also extends to
conduct that is determined to constitute a war crime when committed by a civilian national of the United
States; and

(iii) Other laws may provide for prosecution of U.S. nationals who commit offenses on the premises
of United States diplomatic, consular, military or other United States Government missions outside the United
States ( 18U.S.C.7(9)).

(f) Processing and departure points. The Contractor shall require its personnel who are arriving from outside
the area of performance to perform in the designated operational area or supporting the diplomatic or consular
mission to-

(1) Process through the departure center designated in the contract or complete another process as
directed by the Contracting Officer;

(2) Use a specific point of departure and transportation mode as directed by the Contracting Officer; and
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(3) Process through a reception center as designated by the Contracting Officer upon arrival at the place
of performance.

(g) Personnel data. (1) Unless personnel data requirements are otherwise specified in the contract, the
Contractor shall establish and maintain with the designated Government official a current list of all Contractor
personnel in the areas of performance. The Contracting Officer will inform the Contractor of the Government
official designated to receive this data and the appropriate system to use for this effort.

(2) The Contractor shall ensure that all employees on this list have a current record of emergency data,
for notification of next of kin, on file with both the Contractor and the designated Government official.

(h) Contractor personnel. The Contracting Officer may direct the Contractor, at its own expense, to remove
and replace any Contractor personnel who fail to comply with or violate applicable requirements of this
contract. Such action may be taken at the Government’s discretion without prejudice to its rights under any
other provision of this contract, including termination for default or cause.

(i) Weapons. (1) If the Contracting Officer, subject to the approval of the Combatant Commander or the
Chief of Mission, authorizes the carrying of weapons-

(i) The Contracting Officer may authorize an approved Contractor to issue Contractor-owned weapons
and ammunition to specified employees; or

(ii) The [Contracting Officer to specify individual, e.g., Contracting Officer Representative,
Regional Security Officer, etc,] may issue Government-furnished weapons and ammunition to the Contractor
for issuance to specified Contractor employees.

(2) The Contractor shall provide to the Contracting Officer a specific list of personnel for whom
authorization to carry a weapon is requested.

(3) The Contractor shall ensure that its personnel who are authorized to carry weapons-
(i) Are adequately trained to carry and use them-
(A) Safely;

(B) With full understanding of, and adherence to, the rules of the use of force issued by the
Combatant Commander or the Chief of Mission; and

(C) In compliance with applicable agency policies, agreements, rules, regulations, and other
applicable law;

(ii) Are not barred from possession of a firearm by 18U.5.C. 922; and

(i) Adhere to all guidance and orders issued by the Combatant Commander or the Chief of Mission
regarding possession, use, safety, and accountability of weapons and ammunition.

(4) Upon revocation by the Contracting Officer of the Contractor’s authorization to possess weapons, the
Contractor shall ensure that all Government-furnished weapons and unexpended ammunition are returned as
directed by the Contracting Officer.
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(5) Whether or not weapons are Government-furnished, all liability for the use of any weapon by
Contractor personnel rests solely with the Contractor and the Contractor employee using such weapon.

(j) Vehicle or equipment licenses. Contractor personnel shall possess the required licenses to operate all
vehicles or equipment necessary to perform the contract in the area of performance.

(k) Military clothing and protective equipment. (1) Contractor personnel are prohibited from wearing
military clothing unless specifically authorized by the Combatant Commander. If authorized to wear military
clothing, Contractor personnel must wear distinctive patches, armbands, nametags, or headgear, in order to
be distinguishable from military personnel, consistent with force protection measures.

(2) Contractor personnel may wear specific items required for safety and security, such as ballistic,
nuclear, biological, or chemical protective equipment.

(1) Evacuation. (1) If the Chief of Mission or Combatant Commander orders a mandatory evacuation of some
or all personnel, the Government will provide to United States and third country national Contractor personnel
the level of assistance provided to private United States citizens.

(2) In the event of a non-mandatory evacuation order, the Contractor shall maintain personnel on
location sufficient to meet contractual obligations unless instructed to evacuate by the Contracting Officer.

(m) Personnel recovery. (1) In the case of isolated, missing, detained, captured or abducted Contractor
personnel, the Government will assist in personnel recovery actions.

(2) Personnel recovery may occur through military action, action by non-governmental organizations,
other Government-approved action, diplomatic initiatives, or through any combination of these options.

(3) The Department of Defense has primary responsibility for recovering DoD contract service employees
and, when requested, will provide personnel recovery support to other agencies in accordance with DoD
Directive 2310.2, Personnel Recovery.

(n) Notification and return of personal effects. (1) The Contractor shall be responsible for notification of the
employee-designated next of kin, and notification as soon as possible to the U.S. Consul responsible for the
area in which the event occurred, if the employee-

(i) Dies;
(ii) Requires evacuation due to an injury; or
(iii) Is isolated, missing, detained, captured, or abducted.

(2) The Contractor shall also be responsible for the return of all personal effects of deceased or missing
Contractor personnel, if appropriate, to next of kin.

(o) Mortuary affairs. Mortuary affairs for Contractor personnel who die in the area of performance will be
handled as follows:

(1) If this contract was awarded by DoD, the remains of Contractor personnel will be handled in
accordance with DoD Directive 1300.22, Mortuary Affairs Policy.
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(2) (i) If this contract was awarded by an agency other than DoD, the Contractor is responsible for the
return of the remains of Contractor personnel from the point of identification of the remains to the location
specified by the employee or next of kin, as applicable, except as provided in paragraph (0)(2)(ii) of this clause.

(ii) In accordance with 10 U.S.C. 1486, the Department of Defense may provide, on a reimbursable
basis, mortuary support for the disposition of remains and personal effects of all U.S. citizens upon the request
of the Department of State.

(p) Changes. In addition to the changes otherwise authorized by the Changes clause of this contract, the
Contracting Officer may, at any time, by written order identified as a change order, make changes in place of
performance or Government-furnished facilities, equipment, material, services, or site. Any change order
issued in accordance with this paragraph shall be subject to the provisions of the Changes clause of this
contract.

(q) Subcontracts. The Contractor shall incorporate the substance of this clause, including this paragraph (q),
in all subcontracts that require subcontractor personnel to perform outside the United States-

(1) In a designated operational area during-

(i) Contingency operations;

(ii) Humanitarian or peacekeeping operations; or

(iii) Other military operations; or military exercises, when designated by the Combatant Commander; or
(2) When supporting a diplomatic or consular mission-

(i) That has been designated by the Department of State as a danger pay post (see
https://aoprals.state.gov/); or

(ii) That the Contracting Officer has indicated is subject to this clause.
(End of clause)
52.246-11 HIGHER-LEVEL CONTRACT QUALITY REQUIREMENT (DEC 2014)

(Applicable to all Purchase Orders for critical and complex items (see FAR 46.203(b) and (c)); or (2) When the
technical requirements of a Purchase Order require-- (i) Control of such things as design, work operations, in-
process control, testing, and inspection; or (ii) Attention to such factors as organization, planning, work
instructions, documentation control, and advanced metrology. Applies to Commercial and Non-Commercial
procurements.)

(Title, number (if any), date, and tailoring (if any) of the higher-level quality standards: 'SEE INDIVIDUAL
ORDER)

(a) The Contractor shall comply with the higher-level quality standard(s) listed below.

[Contracting Officer insert the title, number
(if any), date, and tailoring (if any) of the higher-level quality standards.]
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(b) The Contractor shall include applicable requirements of the higher-level quality standard(s) listed in
paragraph (a) of this clause and the requirement to flow down such standards, as applicable, to lower-tier
subcontracts, in—

(1) Any subcontract for critical and complex items (see 46.203(b) and (c)); or
(2) When the technical requirements of a subcontract require—
(i) Control of such things as design, work operations, in-process control, testing, and inspection; or

(i) Attention to such factors as organization, planning, work instructions, documentation
control, and advanced metrology.
(End of clause)

52.247-67 SUBMISSION OF TRANSPORTATION DOCUMENTS FOR AUDIT (FEB2006)

(Applicable to cost-reimbursement Purchase Orders when Seller is at first tier and the Purchase Order
will authorize reimbursement of transportation as a direct charge. Information required by paragraph (c)
of the clause shall be delivered by Seller to Buyer's Purchasing Representative. Applies to X Commercial
Non-Commercial procurements.)

(a) The Contractor shall submit to the address identified below, for prepayment audit,
transportation documents on which the United States will assume freight charges that were paid -

(1) By the Contractor under a cost-reimbursement contract; and
(2) By a first-tier subcontractor under a cost-reimbursement subcontract thereunder.
(b)  Cost-reimbursement Contractors shall only submit for audit those bills of lading with freight
shipment charges exceeding $100. Bills under $100 shall be retained on-site by the Contractor and made
available for on-site audits. This exception only applies to freight shipment bills and is not intended to

apply to bills and invoices for any other transportation services.

(c) Contractors shall submit the above referenced transportation documents to -

(End of Clause)
52.248-1 VALUE ENGINEERING (JUN 2020)

(Applicable to Purchase Orders at or above the simplified acquisition threshold. Applies to Commercial and
Non-Commercial procurements.)

(Para (m). Contract number. 'To be completed under each order as applicable')
(a) General. The Contractor is encouraged to develop, prepare, and submit value engineering change

proposals (VECP’s) voluntarily. The Contractor shall share in any net acquisition savings realized from
accepted VECP’s, in accordance with the incentive sharing rates in paragraph (f) of this clause.
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(b) Definitions.

Acquisition savings, as used in this clause, means savings resulting from the application of a VECP to
contracts awarded by the same contracting office or its successor for essentially the same unit. Acquisition
savings include-

(1) Instant contract savings, which are the net cost reductions on this, the instant contract, and which
are equal to the instant unit cost reduction multiplied by the number of instant contract units affected by the
VECP, less the Contractor’s allowable development and implementation costs;

(2) Concurrent contract savings, which are net reductions in the prices of other contracts that are
definitized and ongoing at the time the VECP is accepted; and

(3) Future contract savings, which are the product of the future unit cost reduction multiplied by the
number of future contract units in the sharing base. On an instant contract, future contract savings include
savings on increases in quantities after VECP acceptance that are due to contract modifications, exercise of
options, additional orders, and funding of subsequent year requirements on a multiyear contract.

Collateral savings, as used in this clause, means those measurable net reductions resulting from a VECP in
the agency’s overall projected collateral costs, exclusive of acquisition savings, whether or not the acquisition
cost changes.

Contracting office includes any contracting office that the acquisition is transferred to, such as another
branch of the agency or another agency’s office that is performing a joint acquisition action.

Contractor’s development and implementation costs, as used in this clause, means those costs the
Contractor incurs on a VECP specifically in developing, testing, preparing, and submitting the VECP, as well as
those costs the Contractor incurs to make the contractual changes required by Government acceptance of a
VECP.

Future unit cost reduction, as used in this clause, means the instant unit cost reduction adjusted as the
Contracting Officer considers necessary for projected learning or changes in quantity during the sharing
period. It is calculated at the time the VECP is accepted and applies either-

(1) Throughout the sharing period, unless the Contracting Officer decides that recalculation is
necessary because conditions are significantly different from those previously anticipated; or

(2) To the calculation of a lump-sum payment, which cannot later be revised.

Government costs, as used in this clause, means those agency costs that result directly from developing
and implementing the VECP, such as any net increases in the cost of testing, operations, maintenance, and
logistics support. The term does not include the normal administrative costs of processing the VECP or any
increase in this contract’s cost or price resulting from negative instant contract savings.

Instant contract, as used in this clause, means this contract, under which the VECP is submitted. It does
not include increases in quantities after acceptance of the VECP that are due to contract modifications,
exercise of options, or additional orders. If this is a multiyear contract, the term does not include quantities
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funded after VECP acceptance. If this contract is a fixed-price contract with prospective price
redetermination, the term refers to the period for which firm prices have been established.

Instant unit cost reduction means the amount of the decrease in unit cost of performance (without
deducting any Contractor’s development or implementation costs) resulting from using the VECP on this, the
instant contract. If this is a service contract, the instant unit cost reduction is normally equal to the number of
hours per line-item task saved by using the VECP on this contract, multiplied by the appropriate contract
labor rate.

Negative instant contract savings means the increase in the cost or price of this contract when the
acceptance of a VECP results in an excess of the Contractor’s allowable development and implementation
costs over the product of the instant unit cost reduction multiplied by the number of instant contract units

affected.

Net acquisition savings means total acquisition savings, including instant, concurrent, and future contract
savings, less Government costs.

Sharing base, as used in this clause, means the number of affected end items on contracts of the
contracting office accepting the VECP.

Sharing period, as used in this clause, means the period beginning with acceptance of the first unit
incorporating the VECP and ending at a calendar date or event determined by the contracting officer for each

VECP.

Unit, as used in this clause, means the item or task to which the Contracting Officer and the Contractor
agree the VECP applies.

Value engineering change proposal (VECP) means a proposal that-
(1) Requires a change to this, the instant contract, to implement; and

(2) Results in reducing the overall projected cost to the agency without impairing essential functions or
characteristics; provided, that it does not involve a change-

(i) In deliverable end item quantities only;

(i) In research and development (R&D) end items or R&D test quantities that is due solely to results
of previous testing under this contract; or

(iii) To the contract type only.
(c) VECP preparation. As a minimum, the Contractor shall include in each VECP the information described
in paragraphs (c)(1) through (8) of this clause. If the proposed change is affected by contractually required

configuration management or similar procedures, the instructions in those procedures relating to format,
identification, and priority assignment shall govern VECP preparation. The VECP shall include the following:
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(1) A description of the difference between the existing contract requirement and the proposed
requirement, the comparative advantages and disadvantages of each, a justification when an item’s function
or characteristics are being altered, the effect of the change on the end item’s performance, and any
pertinent objective test data.

(2) A list and analysis of the contract requirements that must be changed if the VECP is accepted,
including any suggested specification revisions.

(3) Identification of the unit to which the VECP applies.

(4) A separate, detailed cost estimate for (i) the affected portions of the existing contract requirement
and (ii) the VECP. The cost reduction associated with the VECP shall take into account the Contractor’s
allowable development and implementation costs, including any amount attributable to subcontracts under
the Subcontracts paragraph of this clause.

(5) A description and estimate of costs the Government may incur in implementing the VECP, such as
test and evaluation and operating and support costs.

(6) A prediction of any effects the proposed change would have on collateral costs to the agency.

(7) A statement of the time by which a contract modification accepting the VECP must be issued in
order to achieve the maximum cost reduction, noting any effect on the contract completion time or delivery
schedule.

(8) Identification of any previous submissions of the VECP, including the dates submitted, the agencies
and contract numbers involved, and previous Government actions, if known.

(d) Submission. The Contractor shall submit VECP’s to the Contracting Officer, unless this contract states
otherwise. If this contract is administered by other than the contracting office, the Contractor shall submit a
copy of the VECP simultaneously to the Contracting Officer and to the Administrative Contracting Officer.

(e) Government action.

(1) The Contracting Officer will notify the Contractor of the status of the VECP within 45 calendar days after
the contracting office receives it. If additional time is required, the Contracting Officer will notify the
Contractor within the 45-day period and provide the reason for the delay and the expected date of the
decision. The Government will process VECP’s expeditiously; however, it will not be liable for any delay in
acting upon a VECP.

(2) If the VECP is not accepted, the Contracting Officer will notify the Contractor in writing, explaining
the reasons for rejection. The Contractor may withdraw any VECP, in whole or in part, at any time before it is
accepted by the Government. The Contracting Officer may require that the Contractor provide written
notification before undertaking significant expenditures for VECP effort.

(3) Any VECP may be accepted, in whole or in part, by the Contracting Officer’s award of a modification
to this contract citing this clause and made either before or within a reasonable time after contract
performance is completed. Until such a contract modification applies a VECP to this contract, the Contractor
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shall perform in accordance with the existing contract. The decision to accept or reject all or part of any VECP
is a unilateral decision made solely at the discretion of the Contracting Officer.

(f) Sharing rates. If a VECP is accepted, the Contractor shall share in net acquisition savings according to
the percentages shown in the table below. The percentage paid the Contractor depends upon-

(1) This contract’s type (fixed-price, incentive, or cost-reimbursement);

(2) The sharing arrangement specified in paragraph (a) of this clause (incentive, program requirement,
or a combination as delineated in the Schedule); and

(3) The source of the savings (the instant contract, or concurrent and future contracts), as follows:

|Contractor’s Share of Net Acquisition Savings (Figure in Percent)

. Program Requirement
Contract Type Incentive (Voluntar
yp ( v) (Mandatory)
Instant Concurrent and Instant Concurrent and
Contract Future Contract Contract Future Contract
Rate Rate Rate Rate
Fixed-price (includes fixed-price-award-
fee; excludes other fixed-price incentive (|*50 *50 25 25
contracts)
Incentive (fixed-price or cost) (other
than award fee)
Cost-reimbursement (includes cost-plus-
award-fee; excludes other cost-type **%25 **%25 15 15
incentive contracts)

* The Contracting Office may increase the Contractor’s sharing rate to as high as 75 percent for each VECP.

** Same sharing arrangement as the contract’s profit or fee adjustment formula.

*** The Contracting Office may increase the Contractor’s sharing rate to as high as 50 percent for each

VECP.

(g) Calculating net acquisition savings.

(1) Acquisition savings are realized when (i) the cost or price is reduced on the instant contract, (ii)
reductions are negotiated in concurrent contracts, (iii) future contracts are awarded, or (iv) agreement is
reached on a lump-sum payment for future contract savings (see paragraph (i)(4) of this clause). Net
acquisition savings are first realized, and the Contractor shall be paid a share, when Government costs and
any negative instant contract savings have been fully offset against acquisition savings.

(2) Except in incentive contracts, Government costs and any price or cost increases resulting from
negative instant contract savings shall be offset against acquisition savings each time such savings are
realized until they are fully offset. Then, the Contractor’s share is calculated by multiplying net acquisition
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savings by the appropriate Contractor’s percentage sharing rate (see paragraph (f) of this clause). Additional
Contractor shares of net acquisition savings shall be paid to the Contractor at the time realized.

(3) If this is an incentive contract, recovery of Government costs on the instant contract shall be
deferred and offset against concurrent and future contract savings. The Contractor shall share through the
contract incentive structure in savings on the instant contract items affected. Any negative instant contract
savings shall be added to the target cost or to the target price and ceiling price, and the amount shall be
offset against concurrent and future contract savings.

(4) If the Government does not receive and accept all items on which it paid the Contractor’s share, the
Contractor shall reimburse the Government for the proportionate share of these payments.

(h) Contract adjustment. The modification accepting the VECP (or a subsequent modification issued as
soon as possible after any negotiations are completed) shall-

(1) Reduce the contract price or estimated cost by the amount of instant contract savings, unless this is
an incentive contract;

(2) When the amount of instant contract savings is negative, increase the contract price, target price
and ceiling price, target cost, or estimated cost by that amount;

(3) Specify the Contractor’s dollar share per unit on future contracts, or provide the lump-sum
payment;

(4) Specify the amount of any Government costs or negative instant contract savings to be offset in
determining net acquisition savings realized from concurrent or future contract savings; and

(5) Provide the Contractor’s share of any net acquisition savings under the instant contract in
accordance with the following:

(i) Fixed-price contracts-add to contract price.
(ii) Cost-reimbursement contracts-add to contract fee.
(i) Concurrent and future contract savings.

(1) Payments of the Contractor’s share of concurrent and future contract savings shall be made by a
modification to the instant contract in accordance with paragraph (h)(5) of this clause. For incentive
contracts, shares shall be added as a separate firm-fixed-price line item on the instant contract. The
Contractor shall maintain records adequate to identify the first delivered unit for 3 years after final payment
under this contract.

(2) The Contracting Officer shall calculate the Contractor’s share of concurrent contract savings by-

(i) Subtracting from the reduction in price negotiated on the concurrent contract any Government
costs or negative instant contract savings not yet offset; and
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(ii) Multiplying the result by the Contractor’s sharing rate.
(3) The Contracting Officer shall calculate the Contractor’s share of future contract savings by-

(i) Multiplying the future unit cost reduction by the number of future contract units scheduled for
delivery during the sharing period;

(ii) Subtracting any Government costs or negative instant contract savings not yet offset; and
(iii) Multiplying the result by the Contractor’s sharing rate.

(4) When the Government wishes and the Contractor agrees, the Contractor’s share of future contract
savings may be paid in a single lump sum rather than in a series of payments over time as future contracts
are awarded. Under this alternate procedure, the future contract savings may be calculated when the VECP is
accepted, on the basis of the Contracting Officer’s forecast of the number of units that will be delivered
during the sharing period. The Contractor’s share shall be included in a modification to this contract (see
paragraph (h)(3) of this clause) and shall not be subject to subsequent adjustment.

(5) Alternate no-cost settlement method. When, in accordance with section 48.104-4 of the Federal
Acquisition Regulation (FAR), the Government and the Contractor mutually agree to use the no-cost
settlement method, the following applies:

(i) The Contractor will keep all the savings on the instant contract and on its concurrent contracts
only.

(ii) The Government will keep all the savings resulting from concurrent contracts placed on other
sources, savings from all future contracts, and all collateral savings.

(j) Collateral savings. If a VECP is accepted, the Contracting Officer will increase the instant contract
amount, as specified in paragraph (h)(5) of this clause, by a rate from 20 to 100 percent, as determined by
the Contracting Officer, of any projected collateral savings determined to be realized in a typical year of use
after subtracting any Government costs not previously offset. However, the Contractor’s share of collateral
savings will not exceed the contract’s firm-fixed-price, target price, target cost, or estimated cost, at the time
the VECP is accepted, or $100,000, whichever is greater. The Contracting Officer will be the sole determiner
of the amount of collateral savings.

(k) Relationship to other incentives. Only those benefits of an accepted VECP not rewardable under
performance, design-to-cost (production unit cost, operating and support costs, reliability and
maintainability), or similar incentives shall be rewarded under this clause. However, the targets of such
incentives affected by the VECP shall not be adjusted because of VECP acceptance. If this contract specifies
targets but provides no incentive to surpass them, the value engineering sharing shall apply only to the
amount of achievement better than target.

() Subcontracts. The Contractor shall include an appropriate value engineering clause in any subcontract-
valued at or above the simplified acquisition threshold, as defined in FAR 2.101 on the date of subcontract
award, and may include one in subcontracts of lesser value. In calculating any adjustment in this contract’s
price for instant contract savings (or negative instant contract savings), the Contractor’s allowable
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development and implementation costs shall include any subcontractor’s allowable development and
implementation costs, and any value engineering incentive payments to a subcontractor, clearly resulting
from a VECP accepted by the Government under this contract. The Contractor may choose any arrangement
for subcontractor value engineering incentive payments, provided, that the payments shall not reduce the
Government’s share of concurrent or future contract savings or collateral savings.

(m) Data. The Contractor may restrict the Government’s right to use any part of a VECP or the supporting
data by marking the following legend on the affected parts:

These data, furnished under the Value Engineering clause of contract , shall not be disclosed
outside the Government or duplicated, used, or disclosed, in whole or in part, for any purpose other than to
evaluate a value engineering change proposal submitted under the clause. This restriction does not limit the
Government’s right to use information contained in these data if it has been obtained or is otherwise
available from the Contractor or from another source without limitations.

If a VECP is accepted, the Contractor hereby grants the Government unlimited rights in the VECP and
supporting data, except that, with respect to data qualifying and submitted as limited rights technical data,
the Government shall have the rights specified in the contract modification implementing the VECP and shall
appropriately mark the data. (The terms "unlimited rights" and "limited rights" are defined in part 27 of the
Federal Acquisition Regulation.)

(End of clause)

252.203-7004 DISPLAY OF HOTLINE POSTERS (AUG 2019)

(Applicable to Purchase Orders that exceed $6 million, except those that are commercial items. Applies to
Non-Commercial procurements only.)

(a) Definition. As used in this clause—
“United States” means the 50 States, the District of Columbia, and outlying areas.
(b) Display of hotline poster(s).

(2)(i) The Contractor shall display prominently the DoD fraud, waste, and abuse hotline poster
prepared by the DoD Office of the Inspector General, in effect at time of contract award, in common work
areas within business segments performing work under Department of Defense (DoD) contracts.

(ii) For contracts performed outside the United States, when security concerns can be
appropriately demonstrated, the contracting officer may provide the contractor the option to publicize the
program to contractor personnel in a manner other than public display of the poster, such as private
employee written instructions and briefings.

(2) If the contract is funded, in whole or in part, by Department of Homeland Security (DHS) disaster
relief funds and the work is to be performed in the United States, the DHS fraud hotline poster shall be
displayed in addition to the DoD hotline poster. If a display of a DHS fraud hotline poster is required, the
Contractor may obtain such poster from—
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(i) DHS Office of Inspector General/MAIL STOP 0305, Attn: Office of Investigations — Hotline, 245
Murray Lane SW, Washington, DC 20528-0305; or

(ii) Via the internet at https://www.oig.dhs.gov/assets/Hotline/DHS_OIG_Hotline-optimized.jpg.
(c)(1) The DoD hotline poster may be obtained from: Defense Hotline, The Pentagon, Washington,
D.C. 20301-1900, or is also available via the internet at https://www.dodig.mil/Resources/Posters-and-

Brochures/.

(2) If a significant portion of the employee workforce does not speak English, then the poster is to be
displayed in the foreign languages that a significant portion of the employees speak.

(3) Additionally, if the Contractor maintains a company website as a method of providing information
to employees, the Contractor shall display an electronic version of the required poster at the website.

(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in
all subcontracts that exceed the threshold specified in Defense Federal Acquisition Regulation Supplement
203.1004 (b)(2)(ii) on the date of subcontract award, except when the subcontract is for the acquisition of a
commercial item.

(End of clause)

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS
EQUIPMENT OR SERVICES (JAN 2021)

(Applicable to all Purchase Orders including those for the acquisition of Commercial Items. Applies to
Commercial and Non-Commercial procurements.)

Definitions. As used in this clause—
“Covered defense telecommunications equipment or services” means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation,
or any subsidiary or affiliate of such entities;

(2) Telecommunications services povided by such entities or using such equipment; or
(3) Telecommunications equipment or services produced or provided by an entity that the Secretary
of Defense reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.
“Covered foreign country” means—

(1) The People’s Republic of China; or

(2) The Russian Federation.
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“Covered missions” means—

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and
communications, integrated tactical warning and attack assessment, and continuity of Government; or

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense.
“Critical technology” means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the
International Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal
Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the
Export Administration Regulations under subchapter C of chapter VIl of title 15, Code of Federal Regulations,
and controlled—

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical
and biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(ii) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software,
and technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign
atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal
Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of
title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export
Control Reform Act of 2018 (50 U.S.C. 4817).

“Substantial or essential component” means any component necessary for the proper function or
performance of a piece of equipment, system, or service.

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year
2018 (Pub. L. 115-91), the contractor shall not provide to the Government any equipment, system, or service
to carry out covered missions that uses covered defense telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of any system, unless the
covered defense telecommunication equipment or services are covered by a waiver described in Defense
Federal Acquisition Regulation Supplement 204.2104 .

45



=\\\l//

Raytheon

An RTX Business
Revision No. 2, dated Nov 27, 2023
Raytheon Company - Unrestricted Content

(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award
Management (SAM) at https://www.sam.gov for entities that are excluded when providing any equipment,
system, or service, to carry out covered missions, that uses covered defense telecommunications equipment
or services as a substantial or essential component of any system, or as critical technology as part of any
system, unless a waiver is granted.

(d) Reporting.

(1) In the event the Contractor identifies covered defense telecommunications equipment or
services used as a substantial or essential component of any system, or as critical technology as part of any
system, during contract performance, the Contractor shall report at https://dibnet.dod.mil the information in
paragraph (d)(2) of this clause.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause:

(i) Within 3 business days from the date of such identification or notification: the contract
number; the order number(s), if applicable; supplier name; brand; model number (original equipment
manufacturer number, manufacturer part number, or wholesaler number); item description; and any readily
available information about mitigation actions undertaken or recommended.

(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause:
any further available information about mitigation actions undertaken or recommended. In addition, the
Contractor shall describe the efforts it undertook to prevent use or submission of a covered defense
telecommunications equipment or services, and any additional efforts that will be incorporated to prevent
future use or submission of covered telecommunications equipment or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in
all subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial
items.

(End of clause)

252.208-7000 INTENT TO FURNISH PRECIOUS METALS AS GOVERNMENT-FURNISHED MATERIAL (DEC 1991)

(Applicable to all Purchase Orders when the item being purchased contains precious metals. Applies to
Commercial and Non-Commercial procurements.)

(Para (b), Precious Metal, Quantity, Deliverable Item (NSN and Nomenclature): 'To be completed under each
order as applicable')

(a) The Government intends to furnish precious metals required in the manufacture of items to be
delivered under the contract if the Contracting Officer determines it to be in the Government's best interest.
The use of Government-furnished silver is mandatory when the quantity required is one hundred troy ounces
or more. The precious metal(s) will be furnished pursuant to the Government Furnished Property clause of
the contract.

(b) The Offeror shall cite the type (silver, gold, platinum, palladium, iridium, rhodium, and ruthenium)
and quantity in whole troy ounces of precious metals required in the performance of this contract (including
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precious metals required for any first article or production sample), and shall specify the national stock
number (NSN) and nomenclature, if known, of the deliverable item requiring precious metals.
Deliverable Item

Precious Metal* Quantity (NSN and Nomenclature)

*If platinum or palladium, specify whether sponge or granules are required.

(c) Offerors shall submit two prices for each deliverable item which contains precious metals--one based
on the Government furnishing precious metals, and one based on the Contractor furnishing precious metals.
Award will be made on the basis which is in the best interest of the Government.

(d) The Contractor agrees to insert this clause, including this paragraph (d), in solicitations for
subcontracts and purchase orders issued in performance of this contract, unless the Contractor knows that
the item being purchased contains no precious metals.

(End of clause)

252.223-7007 SAFEGUARDING SENSITIVE CONVENTIONAL ARMS, AMMUNITION, AND EXPLOSIVES (SEP
1999)

(Applicable to all Purchase Orders for (i) the development, production, manufacture, or purchase of arms,
ammunition, and explosives (AA&E), or (ii) when AA&E will be provided to the Seller as Government-
furnished property. Applies to Commercial and Non-Commercial procurements.)

(a) Definition. “Arms, ammunition, and explosives (AA&E),” as used in this clause, means those items
within the scope (chapter 1, paragraph B) of DoD 5100.76-M, Physical Security of Sensitive Conventional
Arms, Ammunition, and Explosives.

(b) The requirements of DoD 5100.76-M apply to the following items of AA&E being developed,

produced, manufactured, or purchased for the Government, or provided to the Contractor as Government-
furnished property under this contract:

Nomenclature National stock Number Sensitivity category
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(c) The Contractor shall comply with the requirements of DoD 5100.76-M, as specified in the statement
of work. The edition of DoD 5100.76-M in effect on the date of issuance of the solicitation for this contract
shall apply.

(d) The Contractor shall allow representatives of the Defense Security Service (DSS), and representatives
of other appropriate offices of the Government, access at all reasonable times into its facilities and those of
its subcontractors, for the purpose of performing surveys, inspections, and investigations necessary to review
compliance with the physical security standards applicable to this contract.

(e) The Contractor shall notify the cognizant DSS field office of any subcontract involving AA&E within 10
days after award of the subcontract.

(f) The Contractor shall ensure that the requirements of this clause are included in all subcontracts, at every
tier -

(1) For the development, production, manufacture, or purchase of AA&E; or
(2) When AA&E will be provided to the subcontractor as Government-furnished property.

(g) Nothing in this clause shall relieve the Contractor of its responsibility for complying with applicable
Federal, state, and local laws, ordinances, codes, and regulations (including requirements for obtaining
licenses and permits) in connection with the performance of this contract.

(End of Clause)

252.225-7043 ANTITERRORISM/FORCE PROTECTION POLICY FOR DEFENSE CONTRACTORS OUTSIDE THE
UNITED STATES (JUN 2015)

(Applicable to all Purchase Orders that require performance or travel outside the U.S., except subcontractors
who are a foreign government, a representative of a foreign government, or a foreign corporation wholly
owned by a foreign government. Applies to Commercial and Non-Commercial procurements.)

(Para (d). Information and guidance pertaining to DoD antiterrorism/force protection can be obtained from:
'"To be completed under each order as applicable.)

(a) Definition. “United States,” as used in this clause, means, the 50 States, the District of Columbia, and
outlying areas.

(b) Except as provided in paragraph (c) of this clause, the Contractor and its subcontractors, if performing
or traveling outside the United States under this contract, shall—

(1) Affiliate with the Overseas Security Advisory Council, if the Contractor or subcontractor is a U.S.
entity;

(2) Ensure that Contractor and subcontractor personnel who are U.S. nationals and are in-country on
a non-transitory basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel who
are third country nationals comply with any security related requirements of the Embassy of their nationality;
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(3) Provide, to Contractor and subcontractor personnel, antiterrorism/force protection awareness
information commensurate with that which the Department of Defense (DoD) provides to its military and
civilian personnel and their families, to the extent such information can be made available prior to travel
outside the United States; and

(4) Obtain and comply with the most current antiterrorism/force protection guidance for Contractor
and subcontractor personnel.

(c) The requirements of this clause do not apply to any subcontractor that is—
(1) A foreign government;
(2) A representative of a foreign government; or
(3) A foreign corporation wholly owned by a foreign government.

(d) Information and guidance pertaining to DoD antiterrorism/force protection can be obtained from
(Contracting Officer to insert applicable

information cited in PGl 225.372-1).
(End of clause)

252.225-7047 EXPORTS BY APPROVED COMMUNITY MEMBERS IN PERFORMANCE OF THE CONTRACT
(JUNE 2013)

(Applicable to all Purchase Orders that may require exports or transfers of qualifying defense articles. Applies
to Commercial and Non-Commercial procurements.)

(Para (B). Line item Nrs. 'To be completed under each order as applicable')
(a) Definitions. As used in this clause—

"Approved Community" means the U.S. Government, U.S. entities that are registered and eligible
exporters, and certain government and industry facilities in Australia or the United Kingdom that are
approved and listed by the U.S. Government.

“Australia Community member” means an Australian government authority or nongovernmental entity
or facility on the Australia Community list accessible at http://pmddtc.state.gov/treaties/index.html .

"Defense articles" means articles, services, and related technical data, including software, in tangible or
intangible form, listed on the United States Munitions List of the International Traffic in Arms Regulations
(ITAR), as modified or amended.

“Defense Trade Cooperation (DTC) Treaty" means—
(1) The Treaty Between the Government of the United States of America and the government of the
United Kingdom of Great Britain and Northern Ireland concerning Defense Trade Cooperation, signed at

Washington and London on June 21 and 26, 2007; or
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(2) The Treaty Between the Government of the United States of America and the Government of
Australia Concerning Defense Trade Cooperation, signed at Sydney on September 5, 2007.

"Export" means the initial movement of defense articles from the United States Community to the
United Kingdom Community and the Australia community.

"Implementing Arrangement" means —

(1) The Implementing Arrangement Pursuant to the Treaty between the Government of the United
States of America and the Government of the United Kingdom of Great Britain and Northern Ireland
Concerning Defense Trade Cooperation, signed on February 14, 2008; or

(2) The Implementing Arrangement Pursuant to the Treaty between the Government of the United
States of America and the Government of Australia Concerning Defense Trade Cooperation, signed on March
14, 2008.

“Qualifying defense articles” means defense articles that are not exempt from the scope of the DTC
Treaties as defined in 22 CFR 126.16(g) and 22 CFR 126.17(g).

"Transfer" means the movement of previously exported defense articles within the Approved
Community.

“United Kingdom Community member” means a United Kingdom government authority or
nongovernmental entity or facility on the United Kingdom Community list accessible at
http://pmddtc.state.gov.

"United States Community" means—

(1) Departments and agencies of the U.S. Government, including their personnel, with, as
appropriate, security accreditation and a need-to-know; and

(2) Nongovernmental U.S. entities registered with the Department of State and eligible to export
defense articles under U.S. law and regulation, including their employees, with, as appropriate, security
accreditation and a need-to-know.

"U.S. DoD Treaty-eligible requirements" means any defense article acquired by the DoD for use in a
combined military or counterterrorism operation, cooperative research, development, production or support
program, or DoD end use, as described in Article 3 of the U.S.-U.K. DTC Treaty and sections 2 and 3 of the
associated Implementing Arrangement; and Article 3 of the U.S.-Australia DTC Treaty and sections 2 and 3 of
the associated Implementing Arrangement.

(b) All contract line items in this contract, except any identified in this paragraph, are intended to satisfy

U.S. DoD Treaty-eligible requirements. Specific defense articles that are not U.S. DoD Treaty-eligible will be
identified as such in those contract line items that are otherwise U.S. DoD Treaty-eligible.
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CONTRACT LINE ITEMS NOT INTENDED TO SATISFY

U.S. DoD TREATY-ELIGIBLE REQUIREMENTS:

[Enter Contract Line Item Number(s) or enter "None"]

(c) Subject to the other terms and conditions of this contract that affect the acceptability of foreign
sources or foreign end products, components, parts, or materials, Approved Community members are
permitted, but not required, to use the DTC Treaties for exports or transfers of qualifying defense articles in
performance of the contract.

(d) Any conduct by the Contractor that falls outside the scope of the DTC Treaties, the Implementing
Arrangements, and 22 CFR 126.16(g) and 22 CFR 126.17(g) is subject to all applicable ITAR requirements,
including any criminal, civil, and administrative penalties or sanctions, as well as all other United States
statutory and regulatory requirements outside of ITAR, including, but not limited to, regulations issued by the
Bureau of Alcohol, Tobacco, Firearms and Explosives found at 27 C.F.R. Parts 447, 478, and 479, which are
unaffected by the DTC Treaties.

(e) If the Contractor is an Approved Community member, the Contractor agrees that—

(1) The Contractor shall comply with the requirements of the DTC Treaties, the Implementing
Arrangements, the ITAR, and corresponding regulations of the U.S. Government and the government of
Australia or the government of the United Kingdom, as applicable; and

(2) Prior to the export or transfer of a qualifying defense article the Contractor—

(i) Shall mark, identify, transmit, store, and handle any defense articles provided for the purpose
of responding to such solicitations, as well as any defense articles provided with or developed pursuant to
their responses to such solicitations, in accordance with the DTC Treaties, the Implementing Arrangements,
and corresponding regulations of the United States Government and the government of Australia or the
government of the United Kingdom, as applicable, including, but not limited to, the marking and classification
requirements described in the applicable regulations;

(ii) Shall comply with the re-transfer or re-export provisions of the DTC Treaties, the
Implementing Arrangements, and corresponding regulations of the United States Government and the
government of Australia or the government of the United Kingdom, as applicable, including, but not limited
to, the re-transfer and re-export requirements described in the applicable regulations; and

(iii) Shall acknowledge that any conduct that falls outside or in violation of the DTC Treaties,
Implementing Arrangements, and implementing regulations of the applicable government including, but not
limited to, unauthorized re-transfer or re-export in violation of the procedures established in the applicable
Implementing Arrangement and implementing regulations, remains subject to applicable licensing
requirements of the government of Australia, the government of the United Kingdom, and the United States
Government, including any criminal, civil, and administrative penalties or sanctions contained therein.
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(f) The contractor shall include the substance of this clause, including this paragraph (f), in all subcontracts
that may require exports or transfers of qualifying defense articles in connection with deliveries under the
contract.

(End of clause)

252.227-7013 RIGHTS IN TECHNICAL DATA—NONCOMMERCIAL ITEMS (FEB 2014)

(Applicable to all Purchase Orders when Buyer will be required to deliver to the Government Seller’s technical
data pertaining to noncommercial items, or pertaining to commercial items for which the Government will
have paid for any portion of the development costs. Applies to Commercial and Non-Commercial
procurements.)

(a) Definitions. As used in this clause—

(1) “Computer data base” means a collection of data recorded in a form capable of being processed
by a computer. The term does not include computer software.

(2) “Computer program” means a set of instructions, rules, or routines recorded in a form that is
capable of causing a computer to perform a specific operation or series of operations.

(3) “Computer software” means computer programs, source code, source code listings, object code
listings, design details, algorithms, processes, flow charts, formulae and related material that would enable
the software to be reproduced, recreated, or recompiled. Computer software does not include computer
data bases or computer software documentation.

(4) “Computer software documentation” means owner's manuals, user's manuals, installation
instructions, operating instructions, and other similar items, regardless of storage medium, that explain the
capabilities of the computer software or provide instructions for using the software.

(5) "Covered Government support contractor" means a contractor (other than a litigation support
contractor covered by 252.204-7014 ) under a contract, the primary purpose of which is to furnish
independent and impartial advice or technical assistance directly to the Government in support of the
Government’s management and oversight of a program or effort (rather than to directly furnish an end item
or service to accomplish a program or effort), provided that the contractor—

(i) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or
effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in
furnishing end items or services of the type developed or produced on the program or effort; and

(ii) Receives access to technical data or computer software for performance of a Government
contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive Legends.

(6) “Detailed manufacturing or process data” means technical data that describe the steps,
sequences, and conditions of manufacturing, processing or assembly used by the manufacturer to produce
an item or component or to perform a process.
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(7) “Developed” means that an item, component, or process exists and is workable. Thus, the item or
component must have been constructed or the process practiced. Workability is generally established when
the item, component, or process has been analyzed or tested sufficiently to demonstrate to reasonable
people skilled in the applicable art that there is a high probability that it will operate as intended. Whether,
how much, and what type of analysis or testing is required to establish workability depends on the nature of
the item, component, or process, and the state of the art. To be considered “developed,” the item,
component, or process need not be at the stage where it could be offered for sale or sold on the commercial
market, nor must the item, component, or process be actually reduced to practice within the meaning of Title
35 of the United States Code.

(8) “Developed exclusively at private expense” means development was accomplished entirely with
costs charged to indirect cost pools, costs not allocated to a government contract, or any combination
thereof.

(i) Private expense determinations should be made at the lowest practicable level.

(ii) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling
price of the contract, the additional development costs necessary to complete development shall not be
considered when determining whether development was at government, private, or mixed expense.

(9) “Developed exclusively with government funds” means development was not accomplished
exclusively or partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs
charged to indirect cost pools and/or costs not allocated to a government contract, and partially with costs
charged directly to a government contract.

(11) “Form, fit, and function data” means technical data that describes the required overall physical,
functional, and performance characteristics (along with the qualification requirements, if applicable) of an
item, component, or process to the extent necessary to permit identification of physically and functionally
interchangeable items.

(12) “Government purpose” means any activity in which the United States Government is a party,
including cooperative agreements with international or multi-national defense organizations, or sales or
transfers by the United States Government to foreign governments or international organizations.
Government purposes include competitive procurement, but do not include the rights to use, modify,
reproduce, release, perform, display, or disclose technical data for commercial purposes or authorize others
to do so.

(13) “Government purpose rights” means the rights to—

(i) Use, modify, reproduce, release, perform, display, or disclose technical data within the
Government without restriction; and

(ii) Release or disclose technical data outside the Government and authorize persons to whom
release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that
data for United States government purposes.
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(14) “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or
disclose technical data, in whole or in part, within the Government. The Government may not, without the
written permission of the party asserting limited rights, release or disclose the technical data outside the
Government, use the technical data for manufacture, or authorize the technical data to be used by another
party, except that the Government may reproduce, release, or disclose such data or authorize the use or
reproduction of the data by persons outside the Government if—

(i) The reproduction, release, disclosure, or use is—
(A) Necessary for emergency repair and overhaul; or
(B) A release or disclosure to—

(1) A covered Government support contractor in performance of its covered
Government support contract for use, modification, reproduction, performance, display, or release or
disclosure to a person authorized to receive limited rights technical data; or

(2) A foreign government, of technical data other than detailed manufacturing or
process data, when use of such data by the foreign government is in the interest of the Government and is
required for evaluational or informational purposes;

(ii) The recipient of the technical data is subject to a prohibition on the further reproduction,
release, disclosure, or use of the technical data; and

(iii) The contractor or subcontractor asserting the restriction is notified of such reproduction,
release, disclosure, or use.

(15) “Technical data” means recorded information, regardless of the form or method of the
recording, of a scientific or technical nature (including computer software documentation). The term does
not include computer software or data incidental to contract administration, such as financial and/or
management information.

(16) “Unlimited rights” means rights to use, modify, reproduce, perform, display, release, or disclose
technical data in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize
others to do so.

(b) Rights in technical data. The Contractor grants or shall obtain for the Government the following
royalty free, world-wide, nonexclusive, irrevocable license rights in technical data other than computer

software documentation (see the Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation clause of this contract for rights in computer software documentation):

(1) Unlimited rights. The Government shall have unlimited rights in technical data that are—

(i) Data pertaining to an item, component, or process which has been or will be developed
exclusively with Government funds;
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(i) Studies, analyses, test data, or similar data produced for this contract, when the study,
analysis, test, or similar work was specified as an element of performance;

(iii) Created exclusively with Government funds in the performance of a contract that does not
require the development, manufacture, construction, or production of items, components, or processes;

(iv) Form, fit, and function data;

(v) Necessary for installation, operation, maintenance, or training purposes (other than detailed
manufacturing or process data);

(vi) Corrections or changes to technical data furnished to the Contractor by the Government;

(vii) Otherwise publicly available or have been released or disclosed by the Contractor or
subcontractor without restrictions on further use, release or disclosure, other than a release or disclosure
resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the
sale or transfer of some or all of a business entity or its assets to another party;

(viii) Data in which the Government has obtained unlimited rights under another Government
contract or as a result of negotiations; or

(ix) Data furnished to the Government, under this or any other Government contract or
subcontract thereunder, with—

(A) Government purpose license rights or limited rights and the restrictive condition(s)
has/have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such data for
commercial purposes has expired.

(2) Government purpose rights.

(i) The Government shall have government purpose rights for a five-year period, or such other
period as may be negotiated, in technical data—

(A) That pertain to items, components, or processes developed with mixed funding except
when the Government is entitled to unlimited rights in such data as provided in paragraphs (b)(1)(ii) and
(b)(1)(iv) through (b)(1)(ix) of this clause; or

(B) Created with mixed funding in the performance of a contract that does not require the
development, manufacture, construction, or production of items, components, or processes.

(i) The five-year period, or such other period as may have been negotiated, shall commence

upon execution of the contract, subcontract, letter contract (or similar contractual instrument), contract
modification, or option exercise that required development of the items, components, or processes or
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creation of the data described in paragraph (b)(2)(i)(B) of this clause. Upon expiration of the five-year or
other negotiated period, the Government shall have unlimited rights in the technical data.

(iii) The Government shall not release or disclose technical data in which it has government
purpose rights unless—

(A) Prior to release or disclosure, the intended recipient is subject to the non-disclosure
agreement at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS); or

(B) The recipient is a Government contractor receiving access to the data for performance of
a Government contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure
of Government-Furnished Information Marked with Restrictive Legends.

(iv) The Contractor has the exclusive right, including the right to license others, to use technical
data in which the Government has obtained government purpose rights under this contract for any
commercial purpose during the time period specified in the government purpose rights legend prescribed in
paragraph (f)(2) of this clause.

(3) Limited rights.

(i) Except as provided in paragraphs (b)(1)(ii) and (b)(1)(iv) through (b)(1)(ix) of this clause, the
Government shall have limited rights in technical data—

(A) Pertaining to items, components, or processes developed exclusively at private expense
and marked with the limited rights legend prescribed in paragraph (f) of this clause; or

(B) Created exclusively at private expense in the performance of a contract that does not
require the development, manufacture, construction, or production of items, components, or processes.

(ii) The Government shall require a recipient of limited rights data for emergency repair or
overhaul to destroy the data and all copies in its possession promptly following completion of the emergency
repair/overhaul and to notify the Contractor that the data have been destroyed.

(iii) The Contractor, its subcontractors, and suppliers are not required to provide the
Government additional rights to use, modify, reproduce, release, perform, display, or disclose technical data
furnished to the Government with limited rights. However, if the Government desires to obtain additional
rights in technical data in which it has limited rights, the Contractor agrees to promptly enter into
negotiations with the Contracting Officer to determine whether there are acceptable terms for transferring
such rights. All technical data in which the Contractor has granted the Government additional rights shall be
listed or described in a license agreement made part of the contract. The license shall enumerate the
additional rights granted the Government in such data.

(iv) The Contractor acknowledges that—

(A) Limited rights data are authorized to be released or disclosed to covered Government
support contractors;
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(B) The Contractor will be notified of such release or disclosure;

(C) The Contractor (or the party asserting restrictions as identified in the limited rights
legend) may require each such covered Government support contractor to enter into a non-disclosure
agreement directly with the Contractor (or the party asserting restrictions) regarding the covered
Government support contractor’s use of such data, or alternatively, that the Contractor (or party asserting
restrictions) may waive in writing the requirement for a non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered
Government support contractor's use of the limited rights data as set forth in the clause at 252.227-7025,
Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.
The non-disclosure agreement shall not include any additional terms and conditions unless mutually agreed
to by the parties to the non-disclosure agreement.

(4) Specifically negotiated license rights. The standard license rights granted to the Government
under paragraphs (b)(1) through (b)(3) of this clause, including the period during which the Government shall
have government purpose rights in technical data, may be modified by mutual agreement to provide such
rights as the parties consider appropriate but shall not provide the Government lesser rights than are
enumerated in paragraph (a)(14) of this clause. Any rights so negotiated shall be identified in a license
agreement made part of this contract.

(5) Prior government rights. Technical data that will be delivered, furnished, or otherwise provided to
the Government under this contract, in which the Government has previously obtained rights shall be
delivered, furnished, or provided with the pre-existing rights, unless—

(i) The parties have agreed otherwise; or

(ii) Any restrictions on the Government's rights to use, modify, reproduce, release, perform,
display, or disclose the data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any
release or disclosure of technical data made in accordance with paragraph (a)(14) or (b)(2)(iii) of this clause,
in accordance with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to
whom the recipient has released or disclosed the data and to seek relief solely from the party who has
improperly used, modified, reproduced, released, performed, displayed, or disclosed Contractor data marked
with restrictive legends.

(c) Contractor rights in technical data. All rights not granted to the Government are retained by the
Contractor.

(d) Third party copyrighted data. The Contractor shall not, without the written approval of the
Contracting Officer, incorporate any copyrighted data in the technical data to be delivered under this
contract unless the Contractor is the copyright owner or has obtained for the Government the license rights
necessary to perfect a license or licenses in the deliverable data of the appropriate scope set forth in
paragraph (b) of this clause, and has affixed a statement of the license or licenses obtained on behalf of the
Government and other persons to the data transmittal document.
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(e) Identification and delivery of data to be furnished with restrictions on use, release, or disclosure.
(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts
should be furnished to the Government with restrictions on use, release, or disclosure are identified in an
attachment to this contract (the Attachment). The Contractor shall not deliver any data with restrictive
markings unless the data are listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after
award when based on new information or inadvertent omissions unless the inadvertent omissions would
have materially affected the source selection decision. Such identification and assertion shall be submitted to
the Contracting Officer as soon as practicable prior to the scheduled date for delivery of the data, in the
following format, and signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical
Data.

The Contractor asserts for itself, or the persons identified below, that the Government's rights to use,
release, or disclose the following technical data should be restricted—

Technical Data to be Basis for Assertion** Asserted Rights Name of Person
Furnished with Category*** Asserting
Restrictions* Restrictions****

*If the assertion is applicable to items, components, or processes developed at private expense, identify both
the data and each such item, component, or process.

**Generally, the development of an item, component, or process at private expense, either exclusively or
partially, is the only basis for asserting restrictions on the Government's rights to use, release, or disclose
technical data pertaining to such items, components, or processes. Indicate whether development was
exclusively or partially at private expense. If development was not at private expense, enter the specific
reason for asserting that the Government's rights should be restricted.

***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in
SBIR data generated under another contract, limited or government purpose rights under this or a prior
contract, or specifically negotiated licenses).
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****Corporation, individual, or other person, as appropriate.

Date
Printed Name and Title

Signature

(End of identification and assertion)

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to
enable the Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the
right to add the Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in
accordance with the procedures of the Validation of Restrictive Markings on Technical Data clause of this
contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert
restrictions on the Government's rights to use, modify, reproduce, release, perform, display, or disclose
technical data to be delivered under this contract by marking the deliverable data subject to restriction.
Except as provided in paragraph (f)(5) of this clause, only the following legends are authorized under this
contract: the government purpose rights legend at paragraph (f)(2) of this clause; the limited rights legend at
paragraph (f)(3) of this clause; or the special license rights legend at paragraph (f)(4) of this clause; and/or a
notice of copyright as prescribed under 17 U.S.C. 401 or 402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall conspicuously
and legibly mark the appropriate legend on all technical data that qualify for such markings. The authorized
legends shall be placed on the transmittal document or storage container and, for printed material, each
page of the printed material containing technical data for which restrictions are asserted. When only portions
of a page of printed material are subject to the asserted restrictions, such portions shall be identified by
circling, underscoring, with a note, or other appropriate identifier. Technical data transmitted directly from
one computer or computer terminal to another shall contain a notice of asserted restrictions. Reproductions
of technical data or any portions thereof subject to asserted restrictions shall also reproduce the asserted
restrictions.

(2) Government purpose rights markings. Data delivered or otherwise furnished to the Government with
government purpose rights shall be marked as follows:
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GOVERNMENT PURPOSE RIGHTS
Contract No. Contractor Name Contractor Address Expiration Date

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data
are restricted by paragraph (b)(2) of the Rights in Technical Data—Noncommercial Items clause contained in
the above identified contract. No restrictions apply after the expiration date shown above. Any reproduction

of technical data or portions thereof marked with this legend must also reproduce the markings.
(End of legend)

(3) Limited rights markings. Data delivered or otherwise furnished to the Government with limited
rights shall be marked with the following legend:

LIMITED RIGHTS

Contract No. Contractor Name Contractor Address

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data
are restricted by paragraph (b)(3) of the Rights in Technical Data—Noncommercial Iltems clause contained in
the above identified contract. Any reproduction of technical data or portions thereof marked with this legend
must also reproduce the markings. Any person, other than the Government, who has been provided access
to such data must promptly notify the above named Contractor.

(End of legend)
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(4) Special license rights markings.

(i) Data in which the Government's rights stem from a specifically negotiated license shall be
marked with the following legend:

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are
restricted by

Contract No. License No. and/or License Identifier

Any reproduction of technical data or portions thereof marked with this legend must also reproduce the
markings.

(End of legend)

(i) For purposes of this clause, special licenses do not include government purpose license rights
acquired under a prior contract (see paragraph (b)(5) of this clause).

(5) Pre-existing data markings. If the terms of a prior contract or license permitted the Contractor to
restrict the Government's rights to use, modify, reproduce, release, perform, display, or disclose technical
data deliverable under this contract, and those restrictions are still applicable, the Contractor may mark such
data with the appropriate restrictive legend for which the data qualified under the prior contract or license.
The marking procedures in paragraph (f)(1) of this clause shall be followed.

(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are
used only when authorized by the terms of this clause; and

(2) Maintain records sufficient to justify the validity of any restrictive markings on technical data
delivered under this contract.

(h) Removal of unjustified and nonconforming markings.
(1) Unjustified technical data markings. The rights and obligations of the parties regarding the
validation of restrictive markings on technical data furnished or to be furnished under this contract are

contained in the Validation of Restrictive Markings on Technical Data clause of this contract. Notwithstanding
any provision of this contract concerning inspection and acceptance, the Government may ignore or, at the
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Contractor's expense, correct or strike a marking if, in accordance with the procedures in the Validation of
Restrictive Markings on Technical Data clause of this contract, a restrictive marking is determined to be
unjustified.

(2) Nonconforming technical data markings. A nonconforming marking is a marking placed on
technical data delivered or otherwise furnished to the Government under this contract that is not in the
format authorized by this contract. Correction of nonconforming markings is not subject to the Validation of
Restrictive Markings on Technical Data clause of this contract. If the Contracting Officer notifies the
Contractor of a nonconforming marking and the Contractor fails to remove or correct such marking within
sixty (60) days, the Government may ignore or, at the Contractor's expense, remove or correct any
nonconforming marking.

(i) Relation to patents. Nothing contained in this clause shall imply a license to the Government under
any patent or be construed as affecting the scope of any license or other right otherwise granted to the
Government under any patent.

(j) Limitation on charges for rights in technical data.

(1) The Contractor shall not charge to this contract any cost, including, but not limited to, license
fees, royalties, or similar charges, for rights in technical data to be delivered under this contract when—

(i) The Government has acquired, by any means, the same or greater rights in the data; or
(ii) The data are available to the public without restrictions.
(2) The limitation in paragraph (j)(1) of this clause—

(i) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the
Contractor to acquire rights in subcontractor or supplier technical data, if the subcontractor or supplier has
been paid for such rights under any other Government contract or under a license conveying the rights to the
Government; and

(ii) Does not include the reasonable costs of reproducing, handling, or mailing the documents or
other media in which the technical data will be delivered.

(k) Applicability to subcontractors or suppliers.

(1) The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10
U.S.C. 2320, 10 U.S.C. 2321, and the identification, assertion, and delivery processes of paragraph (e) of this
clause are recognized and protected.

(2) Whenever any technical data for noncommercial items, or for commercial items developed in any
part at Government expense, is to be obtained from a subcontractor or supplier for delivery to the
Government under this contract, the Contractor shall use this same clause in the subcontract or other
contractual instrument, including subcontracts or other contractual instruments for commercial items, and
require its subcontractors or suppliers to do so, without alteration, except to identify the parties. This clause
will govern the technical data pertaining to noncommercial items or to any portion of a commercial item that
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was developed in any part at Government expense, and the clause at 252.227-7015 will govern the technical

data pertaining to any portion of a commercial item that was developed exclusively at private expense. No
other clause shall be used to enlarge or diminish the Government's, the Contractor's, or a higher-tier
subcontractor's or supplier's rights in a subcontractor's or supplier's technical data.

(3) Technical data required to be delivered by a subcontractor or supplier shall normally be delivered
to the next higher-tier contractor, subcontractor, or supplier. However, when there is a requirement in the
prime contract for data which may be submitted with other than unlimited rights by a subcontractor or
supplier, then said subcontractor or supplier may fulfill its requirement by submitting such data directly to
the Government, rather than through a higher-tier contractor, subcontractor, or supplier.

(4) The Contractor and higher-tier subcontractors or suppliers shall not use their power to award
contracts as economic leverage to obtain rights in technical data from their subcontractors or suppliers.

(5) In no event shall the Contractor use its obligation to recognize and protect subcontractor or
supplier rights in technical data as an excuse for failing to satisfy its contractual obligation to the
Government.

(End of clause)

252.227-7014 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND NONCOMMERCIAL COMPUTER
SOFTWARE DOCUMENTATION (FEB 2014)

(Applicable to Purchase Orders when Seller’s performance will require delivery of non-commercial computer
software or computer software documentation. Applies to Non-Commercial procurements only.)

(a) Definitions. As used in this clause—

(1) “Commercial computer software” means software developed or regularly used for non-
governmental purposes which—

(i) Has been sold, leased, or licensed to the public;
(ii) Has been offered for sale, lease, or license to the public;

(iii) Has not been offered, sold, leased, or licensed to the public but will be available for
commercial sale, lease, or license in time to satisfy the delivery requirements of this contract; or

(iv) Satisfies a criterion expressed in paragraph (a)(1)(i), (ii), or (iii) of this clause and would
require only minor modification to meet the requirements of this contract.

(2) “Computer database” means a collection of recorded data in a form capable of being processed
by a computer. The term does not include computer software.

(3) “Computer program” means a set of instructions, rules, or routines, recorded in a form that is
capable of causing a computer to perform a specific operation or series of operations.
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(4) “Computer software” means computer programs, source code, source code listings, object code
listings, design details, algorithms, processes, flow charts, formulae, and related material that would enable
the software to be reproduced, recreated, or recompiled. Computer software does not include computer
databases or computer software documentation.

(5) “Computer software documentation” means owner's manuals, user's manuals, installation
instructions, operating instructions, and other similar items, regardless of storage medium, that explain the
capabilities of the computer software or provide instructions for using the software.

(6) "Covered Government support contractor" means a contractor (other than a litigation support
contractor covered by 252.204-7014 ) under a contract, the primary purpose of which is to furnish
independent and impartial advice or technical assistance directly to the Government in support of the
Government’s management and oversight of a program or effort (rather than to directly furnish an end item
or service to accomplish a program or effort), provided that the contractor—

(i) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or
effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in
furnishing end items or services of the type developed or produced on the program or effort; and

(ii) Receives access to technical data or computer software for performance of a Government
contract that contains the clause at 252.227-7025, Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive Legends.

(7) “Developed” means that—

(i) A computer program has been successfully operated in a computer and tested to the extent
sufficient to demonstrate to reasonable persons skilled in the art that the program can reasonably be
expected to perform its intended purpose;

(ii) Computer software, other than computer programs, has been tested or analyzed to the
extent sufficient to demonstrate to reasonable persons skilled in the art that the software can reasonably be
expected to perform its intended purpose; or

(iii) Computer software documentation required to be delivered under a contract has been
written, in any medium, in sufficient detail to comply with requirements under that contract.

(8) “Developed exclusively at private expense” means development was accomplished entirely with
costs charged to indirect cost pools, costs not allocated to a government contract, or any combination
thereof.

(i) Private expense determinations should be made at the lowest practicable level.
(ii) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling

price of the contract, the additional development costs necessary to complete development shall not be
considered when determining whether development was at government, private, or mixed expense.
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(9) “Developed exclusively with government funds” means development was not accomplished
exclusively or partially at private expense.

(10) “Developed with mixed funding” means development was accomplished partially with costs
charged to indirect cost pools and/or costs not allocated to a government contract, and partially with costs
charged directly to a government contract.

(11) “Government purpose” means any activity in which the United States Government is a party,
including cooperative agreements with international or multi-national defense organizations or sales or
transfers by the United States Government to foreign governments or international organizations.
Government purposes include competitive procurement, but do not include the rights to use, modify,
reproduce, release, perform, display, or disclose computer software or computer software documentation
for commercial purposes or authorize others to do so.

(12) “Government purpose rights” means the rights to—

(i) Use, modify, reproduce, release, perform, display, or disclose computer software or computer
software documentation within the Government without restriction; and

(ii) Release or disclose computer software or computer software documentation outside the
Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce,
release, perform, display, or disclose the software or documentation for United States government purposes.

(13) “Minor modification” means a modification that does not significantly alter the
nongovernmental function or purpose of the software or is of the type customarily provided in the
commercial marketplace.

(14) “Noncommercial computer software” means software that does not qualify as commercial
computer software under paragraph (a)(1) of this clause.

(15) “Restricted rights” apply only to noncommercial computer software and mean the
Government's rights to—

(i) Use a computer program with one computer at one time. The program may not be accessed
by more than one terminal or central processing unit or time shared unless otherwise permitted by this
contract;

(i) Transfer a computer program to another Government agency without the further permission
of the Contractor if the transferor destroys all copies of the program and related computer software
documentation in its possession and notifies the licensor of the transfer. Transferred programs remain
subject to the provisions of this clause;

(iii) Make the minimum number of copies of the computer software required for safekeeping
(archive), backup, or modification purposes;

(iv) Modify computer software provided that the Government may—
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(A) Use the modified software only as provided in paragraphs (a)(15)(i) and (iii) of this
clause; and

(B) Not release or disclose the modified software except as provided in paragraphs
(a)(15)(ii), (v), (vi) and (vii) of this clause;

(v) Permit contractors or subcontractors performing service contracts (see 37.101 of the Federal
Acquisition Regulation) in support of this or a related contract to use computer software to diagnose and
correct deficiencies in a computer program, to modify computer software to enable a computer program to
be combined with, adapted to, or merged with other computer programs or when necessary to respond to
urgent tactical situations, provided that—

(A) The Government notifies the party which has granted restricted rights that a release or
disclosure to particular contractors or subcontractors was made;

(B) Such contractors or subcontractors are subject to the use and non-disclosure agreement
at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS) or are Government
contractors receiving access to the software for performance of a Government contract that contains the
clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of Government-Furnished Information
Marked with Restrictive Legends;

(C) The Government shall not permit the recipient to decompile, disassemble, or reverse
engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government
pursuant to paragraph (a)(15)(iv) of this clause, for any other purpose; and

(D) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iii) of this clause;

(vi) Permit contractors or subcontractors performing emergency repairs or overhaul of items or
components of items procured under this or a related contract to use the computer software when necessary
to perform the repairs or overhaul, or to modify the computer software to reflect the repairs or overhaul
made, provided that—

(A) The intended recipient is subject to the use and non-disclosure agreement at DFARS
227.7103-7 or is a Government contractor receiving access to the software for performance of a Government
contract that contains the clause at DFARS 252.227-7025, Limitations on the Use or Disclosure of
Government-Furnished Information Marked with Restrictive Legends;

(B) The Government shall not permit the recipient to decompile, disassemble, or reverse
engineer the software, or use software decompiled, disassembled, or reverse engineered by the Government
pursuant to paragraph (a)(15)(iv) of this clause, for any other purpose; and

(C) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iii) of this clause; and

(vii) Permit covered Government support contractors in the performance of covered
Government support contracts that contain the clause at 252.227-7025, Limitations on the Use or Disclosure
of Government-Furnished Information Marked with Restrictive Legends, to use, modify, reproduce, perform,
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display, or release or disclose the computer software to a person authorized to receive restricted rights
computer software, provided that—

(A) The Government shall not permit the covered Government support contractor to
decompile, disassemble, or reverse engineer the software, or use software decompiled, disassembled, or
reverse engineered by the Government pursuant to paragraph (a)(15)(iv) of this clause, for any other
purpose; and

(B) Such use is subject to the limitations in paragraphs (a)(15)(i) through (iv) of this clause.

(16) “Unlimited rights” means rights to use, modify, reproduce, release, perform, display, or disclose
computer software or computer software documentation in whole or in part, in any manner and for any
purpose whatsoever, and to have or authorize others to do so.

(b) Rights in computer software or computer software documentation. The Contractor grants or shall
obtain for the Government the following royalty free, world-wide, nonexclusive, irrevocable license rights in
noncommercial computer software or computer software documentation. All rights not granted to the
Government are retained by the Contractor.

(1) Unlimited rights. The Government shall have unlimited rights in—
(i) Computer software developed exclusively with Government funds;
(ii) Computer software documentation required to be delivered under this contract;

(iii) Corrections or changes to computer software or computer software documentation
furnished to the Contractor by the Government;

(iv) Computer software or computer software documentation that is otherwise publicly available
or has been released or disclosed by the Contractor or subcontractor without restriction on further use,
release or disclosure, other than a release or disclosure resulting from the sale, transfer, or other assignment
of interest in the software to another party or the sale or transfer of some or all of a business entity or its
assets to another party;

(v) Computer software or computer software documentation obtained with unlimited rights
under another Government contract or as a result of negotiations; or

(vi) Computer software or computer software documentation furnished to the Government,
under this or any other Government contract or subcontract thereunder with—

(A) Restricted rights in computer software, limited rights in technical data, or government
purpose license rights and the restrictive conditions have expired; or

(B) Government purpose rights and the Contractor's exclusive right to use such software or
documentation for commercial purposes has expired.
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(2) Government purpose rights.

(i) Except as provided in paragraph (b)(1) of this clause, the Government shall have government
purpose rights in computer software developed with mixed funding.

(ii) Government purpose rights shall remain in effect for a period of five years unless a different
period has been negotiated. Upon expiration of the five-year or other negotiated period, the Government
shall have unlimited rights in the computer software or computer software documentation. The government
purpose rights period shall commence upon execution of the contract, subcontract, letter contract (or similar
contractual instrument), contract modification, or option exercise that required development of the
computer software.

(iii) The Government shall not release or disclose computer software in which it has government
purpose rights to any other person unless—

(A) Prior to release or disclosure, the intended recipient is subject to the use and non-
disclosure agreement at DFARS 227.7103-7; or

(B) The recipient is a Government contractor receiving access to the software or
documentation for performance of a Government contract that contains the clause at DFARS 252.227-7025,
Limitations on the Use or Disclosure of Government Furnished Information Marked with Restrictive Legends.

(3) Restricted rights.

(i) The Government shall have restricted rights in noncommercial computer software required to
be delivered or otherwise provided to the Government under this contract that were developed exclusively
at private expense.

(ii) The Contractor, its subcontractors, or suppliers are not required to provide the Government
additional rights in noncommercial computer software delivered or otherwise provided to the Government
with restricted rights. However, if the Government desires to obtain additional rights in such software, the
Contractor agrees to promptly enter into negotiations with the Contracting Officer to determine whether
there are acceptable terms for transferring such rights. All noncommercial computer software in which the
Contractor has granted the Government additional rights shall be listed or described in a license agreement
made part of the contract (see paragraph (b)(4) of this clause). The license shall enumerate the additional
rights granted the Government.

(iii) The Contractor acknowledges that—

(A) Restricted rights computer software is authorized to be released or disclosed to covered
Government support contractors;

(B) The Contractor will be notified of such release or disclosure;

(C) The Contractor (or the party asserting restrictions, as identified in the restricted rights
legend) may require each such covered Government support contractor to enter into a non-disclosure
agreement directly with the Contractor (or the party asserting restrictions) regarding the covered
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Government support contractor’s use of such software, or alternatively, that the Contractor (or party
asserting restrictions) may waive in writing the requirement for a non-disclosure agreement; and

(D) Any such non-disclosure agreement shall address the restrictions on the covered
Government support contractor's use of the restricted rights software as set forth in the clause at 252.227-
7025 , Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive
Legends. The non-disclosure agreement shall not include any additional terms and conditions unless mutually
agreed to by the parties to the non-disclosure agreement.

(4) Specifically negotiated license rights.

(i) The standard license rights granted to the Government under paragraphs (b)(1) through (b)(3)
of this clause, including the period during which the Government shall have government purpose rights in
computer software, may be modified by mutual agreement to provide such rights as the parties consider
appropriate but shall not provide the Government lesser rights in computer software than are enumerated in
paragraph (a)(15) of this clause or lesser rights in computer software documentation than are enumerated in
paragraph (a)(14) of the Rights in Technical Data—Noncommercial Items clause of this contract.

(ii) Any rights so negotiated shall be identified in a license agreement made part of this contract.

(5) Prior government rights. Computer software or computer software documentation that will be
delivered, furnished, or otherwise provided to the Government under this contract, in which the Government
has previously obtained rights shall be delivered, furnished, or provided with the pre-existing rights, unless—

(i) The parties have agreed otherwise; or

(ii) Any restrictions on the Government's rights to use, modify, reproduce, release, perform,
display, or disclose the data have expired or no longer apply.

(6) Release from liability. The Contractor agrees to release the Government from liability for any
release or disclosure of computer software made in accordance with paragraph (a)(15) or (b)(2)(iii) of this
clause, in accordance with the terms of a license negotiated under paragraph (b)(4) of this clause, or by
others to whom the recipient has released or disclosed the software, and to seek relief solely from the party
who has improperly used, modified, reproduced, released, performed, displayed, or disclosed Contractor
software marked with restrictive legends.

(c) Rights in derivative computer software or computer software documentation. The Government shall
retain its rights in the unchanged portions of any computer software or computer software documentation
delivered under this contract that the Contractor uses to prepare, or includes in, derivative computer
software or computer software documentation.

(d) Third party copyrighted computer software or computer software documentation. The Contractor
shall not, without the written approval of the Contracting Officer, incorporate any copyrighted computer
software or computer software documentation in the software or documentation to be delivered under this
contract unless the Contractor is the copyright owner or has obtained for the Government the license rights
necessary to perfect a license or licenses in the deliverable software or documentation of the appropriate
scope set forth in paragraph (b) of this clause, and prior to delivery of such—
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(1) Computer software, has provided a statement of the license rights obtained in a form acceptable
to the Contracting Officer; or

(2) Computer software documentation, has affixed to the transmittal document a statement of the
license rights obtained.

(e) Identification and delivery of computer software and computer software documentation to be
furnished with restrictions on use, release, or disclosure.

(1) This paragraph does not apply to restrictions based solely on copyright.

(2) Except as provided in paragraph (e)(3) of this clause, computer software that the Contractor
asserts should be furnished to the Government with restrictions on use, release, or disclosure is identified in
an attachment to this contract (the Attachment). The Contractor shall not deliver any software with
restrictive markings unless the software is listed on the Attachment.

(3) In addition to the assertions made in the Attachment, other assertions may be identified after
award when based on new information or inadvertent omissions unless the inadvertent omissions would
have materially affected the source selection decision. Such identification and assertion shall be submitted to
the Contracting Officer as soon as practicable prior to the scheduled date for delivery of the software, in the
following format, and signed by an official authorized to contractually obligate the Contractor:

Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Computer
Software.

The Contractor asserts for itself, or the persons identified below, that the Government's rights to use,
release, or disclose the following computer software should be restricted:

Computer Software to Basis for Assertion** Asserted Rights Name of Person
be Furnished with Category*** Asserting
Restrictions* Restrictions™***

*Generally, development at private expense, either exclusively or partially, is the only basis for asserting
restrictions on the Government's rights to use, release, or disclose computer software.

**Indicate whether development was exclusively or partially at private expense. If development was not at
private expense, enter the specific reason for asserting that the Government's rights should be restricted.
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***Enter asserted rights category (e.g., restricted or government purpose rights in computer software,
government purpose license rights from a prior contract, rights in SBIR software generated under another
contract, or specifically negotiated licenses).

*¥***Corporation, individual, or other person, as appropriate.

Date
Printed Name and Title

Signature
(End of identification and assertion)

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to
enable the Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the
right to add the Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in
accordance with the procedures of the Validation of Asserted Restrictions—Computer Software clause of this
contract.

(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert
restrictions on the Government's rights to use, modify, reproduce, release, perform, display, or disclose
computer software by marking the deliverable software or documentation subject to restriction. Except as
provided in paragraph (f)(5) of this clause, only the following legends are authorized under this contract: the
government purpose rights legend at paragraph (f)(2) of this clause; the restricted rights legend at paragraph
(f)(3) of this clause; or the special license rights legend at paragraph (f)(4) of this clause; and/or a notice of
copyright as prescribed under 17 U.S.C. 401 or 402.

(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall
conspicuously and legibly mark the appropriate legend on all computer software that qualify for such
markings. The authorized legends shall be placed on the transmittal document or software storage container
and each page, or portions thereof, of printed material containing computer software for which restrictions
are asserted. Computer software transmitted directly from one computer or computer terminal to another
shall contain a notice of asserted restrictions. However, instructions that interfere with or delay the
operation of computer software in order to display a restrictive rights legend or other license statement at
any time prior to or during use of the computer software, or otherwise cause such interference or delay, shall
not be inserted in software that will or might be used in combat or situations that simulate combat
conditions, unless the Contracting Officer's written permission to deliver such software has been obtained
prior to delivery. Reproductions of computer software or any portions thereof subject to asserted
restrictions, shall also reproduce the asserted restrictions.
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(2) Government purpose rights markings. Computer software delivered or otherwise furnished to the
Government with government purpose rights shall be marked as follows:

GOVERNMENT PURPOSE RIGHTS

Contract No. Contractor Name Contractor Address Expiration Date

The Government's rights to use, modify, reproduce, release, perform, display, or disclose this software are
restricted by paragraph (b)(2) of the Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation clause contained in the above identified contract. No restrictions apply

after the expiration date shown above. Any reproduction of the software or portions thereof marked with
this legend must also reproduce the markings.

(End of legend)

(3) Restricted rights markings. Software delivered or otherwise furnished to the Government with
restricted rights shall be marked with the following legend:

RESTRICTED RIGHTS

Contract No. Contractor Name Contractor Address

The Government's rights to use, modify, reproduce, release, perform, display, or disclose this software are
restricted by paragraph (b)(3) of the Rights in Noncommercial Computer Software and Noncommercial
Computer Software Documentation clause contained in the above identified contract. Any reproduction of
computer software or portions thereof marked with this legend must also reproduce the markings. Any

person, other than the Government, who has been provided access to such software must promptly notify
the above named Contractor.

(End of legend)
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(4) Special license rights markings.

(i) Computer software or computer software documentation in which the Government's rights
stem from a specifically negotiated license shall be marked with the following legend:

SPECIAL LICENSE RIGHTS

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are
restricted by:

Contract No. License No. and/or License Identifier

Any reproduction of computer software, computer software documentation, or portions thereof marked
with this legend must also reproduce the markings.

(End of legend)

(i) For purposes of this clause, special licenses do not include government purpose license rights
acquired under a prior contract (see paragraph (b)(5) of this clause).

(5) Pre-existing markings. If the terms of a prior contract or license permitted the Contractor to
restrict the Government's rights to use, modify, release, perform, display, or disclose computer software or
computer software documentation and those restrictions are still applicable, the Contractor may mark such
software or documentation with the appropriate restrictive legend for which the software qualified under
the prior contract or license. The marking procedures in paragraph (f)(1) of this clause shall be followed.

(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its
subcontractors or suppliers that will deliver computer software or computer software documentation with

other than unlimited rights, shall—

(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are
used only when authorized by the terms of this clause; and

(2) Maintain records sufficient to justify the validity of any restrictive markings on computer software
or computer software documentation delivered under this contract.

(h) Removal of unjustified and nonconforming markings.
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(1) Unjustified computer software or computer software documentation markings. The rights and
obligations of the parties regarding the validation of restrictive markings on computer software or computer
software documentation furnished or to be furnished under this contract are contained in the Validation of
Asserted Restrictions—Computer Software and the Validation of Restrictive Markings on Technical Data
clauses of this contract, respectively. Notwithstanding any provision of this contract concerning inspection
and acceptance, the Government may ignore or, at the Contractor's expense, correct or strike a marking if, in
accordance with the procedures of those clauses, a restrictive marking is determined to be unjustified.

(2) Nonconforming computer software or computer software documentation markings. A
nonconforming marking is a marking placed on computer software or computer software documentation
delivered or otherwise furnished to the Government under this contract that is not in the format authorized
by this contract. Correction of nonconforming markings is not subject to the Validation of Asserted
Restrictions—Computer Software or the Validation of Restrictive Markings on Technical Data clause of this
contract. If the Contracting Officer notifies the Contractor of a nonconforming marking or markings and the
Contractor fails to remove or correct such markings within sixty (60) days, the Government may ignore or, at
the Contractor's expense, remove or correct any nonconforming markings.

(i) Relation to patents. Nothing contained in this clause shall imply a license to the Government under
any patent or be construed as affecting the scope of any license or other right otherwise granted to the
Government under any patent.

(j) Limitation on charges for rights in computer software or computer software documentation.

(1) The Contractor shall not charge to this contract any cost, including but not limited to license fees,
royalties, or similar charges, for rights in computer software or computer software documentation to be
delivered under this contract when—

(i) The Government has acquired, by any means, the same or greater rights in the software or
documentation; or

(ii) The software or documentation are available to the public without restrictions.
(2) The limitation in paragraph (j)(1) of this clause—
(i) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the
Contractor to acquire rights in subcontractor or supplier computer software or computer software

documentation, if the subcontractor or supplier has been paid for such rights under any other Government
contract or under a license conveying the rights to the Government; and

(ii) Does not include the reasonable costs of reproducing, handling, or mailing the documents or
other media in which the software or documentation will be delivered.

(k) Applicability to subcontractors or suppliers.

(1) Whenever any noncommercial computer software or computer software documentation is to be
obtained from a subcontractor or supplier for delivery to the Government under this contract, the Contractor
shall use this same clause in its subcontracts or other contractual instruments, and require its subcontractors
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or suppliers to do so, without alteration, except to identify the parties. No other clause shall be used to
enlarge or diminish the Government's, the Contractor's, or a higher tier subcontractor's or supplier's rights in
a subcontractor's or supplier's computer software or computer software documentation.

(2) The Contractor and higher tier subcontractors or suppliers shall not use their power to award
contracts as economic leverage to obtain rights in computer software or computer software documentation
from their subcontractors or suppliers.

(3) The Contractor shall ensure that subcontractor or supplier rights are recognized and protected in
the identification, assertion, and delivery processes required by paragraph (e) of this clause.

(4) In no event shall the Contractor use its obligation to recognize and protect subcontractor or
supplier rights in computer software or computer software documentation as an excuse for failing to satisfy
its contractual obligation to the Government.

(End of clause)

252.239-7016 TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, AND SERVICES (DEC
1991)

(Applicable to all Purchase Orders which require securing telecommunications. Applies to Commercial and
Non-Commercial procurements.)

(Para (b), Location is NCN-1, NCN-2, NCN-C, NCN-SA, NCN-GT, NCN-R, CAOC-X' Para (c), List can be obtained
from Statement of Work (SOW) or Performance Work Statement (PWS) attached to individual order" Para (c)
,List and identify locations: 'see Statement of Work (SOW) or Performance Work Statement (PWS) attached
to individual order')

(a) Definitions. As used in this clause—

(1) “Securing” means the application of Government-approved telecommunications security
equipment, devices, techniques, or services to contractor telecommunications systems.

(2) “Sensitive information” means any information the loss, misuse, or modification of which, or
unauthorized access to, could adversely affect the national interest or the conduct of Federal programs, or
the privacy to which individuals are entitled under 5 U.S.C. 552a (the Privacy Act), but which has not been
specifically authorized under criteria established by an Executive Order or Act of Congress to be kept secret in
the interest of national defense or foreign policy.

(3) “Telecommunications systems” means voice, record, and data communications, including
management information systems and local data networks that connect to external transmission media,
when employed by Government agencies, contractors, and subcontractors to transmit—

(i) Classified or sensitive information;

(ii) Matters involving intelligence activities, cryptologic activities related to national security, the
command and control of military forces, or equipment that is an integral part of a weapon or weapons
system; or
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(iii) Matters critical to the direct fulfillment of military or intelligence missions.

(b) This solicitation/contract identifies classified or sensitive information that requires securing during
telecommunications and requires the Contractor to secure telecommunications systems. The Contractor
agrees to secure information and systems at the following location: (Identify the location.)

(c) To provide the security, the Contractor shall use Government-approved telecommunications
equipment, devices, techniques, or services. A list of the approved equipment, etc. may be obtained from
(identify where list can be obtained). Equipment, devices, techniques, or services used by the Contractor
must be compatible or interoperable with (list and identify the location of any telecommunications security
equipment, device, technique, or service currently being used by the technical or requirements organization
or other offices with which the Contractor must communicate).

(d) Except as may be provided elsewhere in this contract, the Contractor shall furnish all
telecommunications security equipment, devices, techniques, or services necessary to perform this contract.
The Contractor must meet ownership eligibility conditions for communications security equipment

designated as controlled cryptographic items.

(e) The Contractor agrees to include this clause, including this paragraph (e), in all subcontracts which
require securing telecommunications.

(End of clause)
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