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Flowdown Attachment 
RTN hRIS FDA-2023.0607 

 
Contract No.: HR0011-23-C-0072 
DPAS Rating: None 
 
If the Purchase Order on date of award is valued at or above the threshold specified in FAR 19.702(a), located 
at https://www.acquisition.gov/far/19.702, and is not for commercial items, the following applies:  
 

In order to meet the requirements of FAR 52.219-9 or DFARS 252.219-7004, the Seller agrees to provide 
a Small Business Subcontracting Plan prior to the award of a Purchase Order.  The referenced plan should 
contain goals for subcontracting with small businesses, small, disadvantaged businesses, woman-owned 
small business, historically under-utilized small business, veteran owned and service-disabled veteran 
owned businesses in accordance with the plan requirements outlined in FAR 52.219-9 or DFARS 252.219-
7004.  

 
In addition, the Seller must submit an Individual Subcontracting Report (ISR) via the Electronic 
Subcontracting Reporting System (eSRS) (http://www.esrs.gov) on a semi-annual basis for reporting 
periods ending on March 31st and September 30th.  Reports are due no later than 30 days after the close 
of each reporting period. 

 
Email for Seller’s official acknowledging or rejecting the ISR: ris.esrs@raytheon.com  

 (Seller must include contractor official on the ISR report email notification) 
 
The following customer contract requirements apply to this Order or Purchase Order to the extent indicated 
below and are hereby incorporated into the Order or Purchase Order by full text or by reference with the same 
force and effect as if they were given in full text.  These clauses may contain certifications, representations, 
disclosures, notices, and/or other information that may be applicable to Seller for this Order or Purchase Order.  
By accepting these terms and conditions, the Seller agrees to abide by the requirements of these clauses and 
shall furnish to Buyer any required certification, representation, or disclosure. Upon Supplier’s or Seller's 
request, Buyer's Purchasing Representative will make their full text available.  Also, the full text of a FAR or 
DFARS provision or clause may be accessed electronically at these addresses: 
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses or 
https://www.acquisition.gov/far/: 
 

Whenever necessary to make the context of the Clauses applicable to the Order or Purchase Order, the 
term “Contractor” or “Offeror” shall mean “Supplier” or “Seller”, “Subcontractor” shall mean “Seller’s 
Subcontractor”, the term “Contract” shall mean the Order or Purchase Order, and the term 
“Government”, “Contracting Officer” and equivalent phrases shall mean Buyer, except the terms 
“Government” and “Contracting Officer” do not change: (a) in the phrases, “Government Property”, 
“Government-Furnished Property”, and “Government-Owned Property”, (b) in the patent Clauses if 
incorporated herein, (c) when a right, act, authorization, or obligation can be granted or performed 
only by the Government or the Contracting Officer or a duly authorized representative, such as in FAR 
52.227-1 and FAR 52.227-2, (d) when title to property is to be transferred directly to the Government, 
(e) when access to Proprietary Information is required, except as specifically otherwise provided herein, 
and (f) where specifically modified herein.  Supplier or Seller shall incorporate into each lower-tier  

https://www.acquisition.gov/far/19.702
mailto:ris.esrs@raytheon.com
https://www.acquisition.gov/dfars/part-252-solicitation-provisions-and-contract-clauses
https://www.acquisition.gov/far/
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subcontract placed in support of the Order or Purchase Order all applicable Clauses in accordance with 
the flowdown requirements specified in each such Clause.  If any of the following clauses do not apply 
to this Order or Purchase Order, such clauses are considered to be self-deleting.  
 

SPECIAL CONTRACT REQUIREMENTS: 
 
1. CONTROLLED UNCLASSIFIED INFORMATION 
 
(Applicable to Orders that include Controlled Unclassified Information (CUI).) 
 
This contract involves Controlled Unclassified Information (CUI). The contractor agrees to protect all CUI in 
accordance with the DD Form 254 - Contract Security Classification Specification and the associated Security 
Classification Guidance (SCG). 
 
(End of clause) 
 
4. SMALL BUSINESS SUBCONTRACTING PLAN AND GOALS 
 
(Applicable to all Purchase Orders.) 
 
The Contractor’s Comprehensive Small Business Subcontracting Plan, dated September 30, 2022, 
is incorporated herein and made a part of this contract by reference. 
 
(End of clause) 
 
8. INVENTION DISCLOSURES 
 
(Applicable to all Purchase Orders.) 
 
All communications required for invention disclosures and reports shall be submitting to the Administrative 
Contracting Officer (ACO). Additionally, a copy of the interim and final invention disclosure reports shall be 
provided to DARPA/CMO, ATTN: Contract Closeout, at email: 
CMO_Closeout@darpa.mil. 
 
All unclassified required reporting shall be accomplished using the i-Edison.gov reporting website 
(https://www.nist.gov/iedison) 
 
(End of clause) 
 
9. PUBLIC RELEASE OR DISSEMINATION OF INFORMATION 
 
(Applicable to all Purchase Orders not for fundamental research.) 
 
(a) At this time, DARPA expects the work performed under this contract will NOT be fundamental research, 
and it is, therefore, subject to the following publication restrictions: 
 
 

mailto:CMO_Closeout@darpa.mil
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There shall be no dissemination or publication, except within and between the Contractor and any 
subcontractors, of information developed under this contract or contained in the reports to be furnished 
pursuant to this contract without prior written approval, which will be communicated to the Contractor by 
email through the DARPA Public Release Center (PRC) at PRC@darpa.mil. All technical reports will be given 
proper review by appropriate authority to determine which Distribution Statement is to be applied prior to 
the initial distribution of these reports by the Contractor. These restrictions must be flowed down to all 
subcontractors. Any publications shall incorporate an Acknowledgement of Support and Disclaimer in 
accordance with DFARS 252.235-7010. 
 
(b) When submitting material for written approval for open publication as described in subparagraph (a) 
above, the Contractor must submit a request for public release request to the PRC and include the following 
information: 1) Document Information: document title, document author, short plain-language description of 
technology discussed in the material (approx. 30 words), number of pages (or minutes of video) and 
document type (briefing, report, abstract, article, or paper); 2) Event Information: event type (conference, 
principle investigator meeting, article or paper), event date, desired date for DARPA's approval; 3) DARPA 
Sponsor: DARPA Program Manager, DARPA office, and contract number; and 4) Contractor's Information: 
POC name, e-mail and phone. Allow four weeks for processing; due dates under four weeks require a 
justification. Unusual electronic file formats may require additional processing time. Requests can be sent 
either via e-mail to PRC@darpa.mil or via hard copy to 675 North Randolph Street, Arlington VA 22203-2114, 
telephone (571) 218-4235. Refer to http://www.darpa.mil/work-with-us/contract-management/public- 
release for information about DARPA's public release process. 
 
(End of clause) 
 
10. ASSOCIATE CONTRACTOR AGREEMENTS 
 
(Applicable to all Purchase Orders that involve access to proprietary or confidential data from an Associate 
Contractor.) 
 
(a) It is recognized that success of the research effort depends in part upon the open exchange of information 
between the various Associate Contractors involved in the effort. This requirement is intended to ensure that 
there will be appropriate coordination and integration of work by the Associate Contractors to achieve 
complete compatibility and to prevent unnecessary duplication of effort. By executing this contract, the 
Contractor assumes the responsibilities of an Associate Contractor. For the purpose of this requirement, the 
term Contractor includes subsidiaries, affiliates, and organizations under the control of the contractor (e.g., 
subcontractors). 
 
(b) Work under this contract may involve access to proprietary or confidential data from an Associate 
Contractor. To the extent that such data is received by the Contractor from any Associate Contractor for the 
performance of this contract, the Contractor hereby agrees that any proprietary information received shall 
remain the property of the Associate Contractor and shall be used solely for the purpose of the Generating 
Communication Channels to Operate (GeCCO) research effort. Only that information which is received from 
another contractor in writing, and which is clearly identified as proprietary or confidential shall be protected 
in accordance with this requirement. The obligation to retain such information in confidence will be satisfied 
if the Contractor receiving such information utilizes the same controls as it employs to avoid disclosure, 
publication, or dissemination of its own proprietary information. The receiving Contractor agrees to hold such  
 

http://www.darpa.mil/work-with-us/contract-management/public-
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information in confidence as provided herein so long as such information is of a proprietary/confidential or 
limited rights nature. 
 
(c) The Contractor hereby agrees to closely cooperate as an Associate Contractor with the other Associate 
Contractors on this research effort. This involves as a minimum: 
 
 (1) maintenance of a close liaison and working relationship; 
 (2) maintenance of a free and open information network with all Government-identified associate 
Contractors; 
 (3) delineation of detailed interface responsibilities; 
 (4) entering into a written agreement with the other Associate Contractors setting forth the substance 
and procedures relating to the foregoing, and promptly providing the Contracting Officer with a copy of 
same; and, 
 (5) receipt of proprietary information from the Associate Contractor and transmittal of Contractor 
proprietary information to the Associate Contractors subject to any applicable proprietary information 
exchange agreements between associate contractors when, in either case, those actions are necessary for 
the performance of either. 
 
(d) In the event that the Contractor and the Associate Contractor are unable to agree upon any such interface 
matter of substance, or if the technical data identified is not provided as scheduled, the Contractor shall 
promptly notify the DARPA STO Program Manager. The Government will determine the appropriate 
corrective action and will issue guidance to the affected Contractor. 
 
(e) The Contractor agrees to insert in all subcontracts which require access to proprietary information 
belonging to the Associate Contractor, a requirement which shall conform substantially to the language of 
this requirement, including this paragraph (e). 
 
(f) Associate Contractors for this research effort include: the identities of the other Associate Contractors will 
be made available upon request. 
 
(End of clause) 
 
FAR AND DFARS CLAUSES INCORPORATED BY REFERENCE: 
 

Clause Number Title  
Applicability (Reference to “Purchase 
Orders” includes underlying 
Solicitations) 

Applies to Commercial (C) 
and/or Non-Commercial 
(NC) procurements 
C NC 

52.215-10 Price Reduction for Defective 
Certified Cost or Pricing Data 
(Aug 2011) 

Applicable to all Orders that require the 
Seller to provide certified cost or pricing 
data. This clause does not apply to 
Orders for commercial items or if the 
Seller qualifies for any of the other 
exemptions in FAR 15.403-1.  

  X 

52.215-14 Integrity of Unit Prices (Nov 
2021) - Alternate I (Oct 1997) 

Applicable to Orders exceeding the 
Simplified Acquisition Threshold less 
paragraph (b) in the clause, except for 
construction or architect-engineer 
services under FAR Part 36; utility 

  X 
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Clause Number Title  
Applicability (Reference to “Purchase 
Orders” includes underlying 
Solicitations) 

Applies to Commercial (C) 
and/or Non-Commercial 
(NC) procurements 
C NC 

services under FAR Part 41; services 
where supplies are not required; 
commercial products and commercial 
services; and petroleum products. 

52.219-8 Utilization of Small Business 
Concerns (Deviation 2023-
O0002) 

Applicable to all Orders, including for 
Commercial Items pursuant to 52.244-6, 
that offer further subcontracting 
opportunities. (see FAR 52.219-9) 

X X 

52.223-6 Drug-Free Workplace (May 
2001) 

Applicable to Orders except when (i) the 
value of the acquisition is at or below the 
Simplified Acquisition Threshold, 
however, the requirements shall apply to 
contracts of any value awarded to an 
individual; (ii) the Order is for the 
acquisition of commercial items; or (iii) 
performance or partial performance will 
be outside the United States and its 
outlying areas. 

  X 

52.227-1 Authorization and Consent (Jun 
2020) - Alternate I (Apr 1984) 

Applicable to all Orders over the 
Simplified Acquisition Threshold when 
the primary purpose of Seller's work is 
research and development, excluding 
construction or a architect-engineer 
work. 

X X 

52.232-39 Unenforceability of 
Unauthorized Obligations (Jun 
2013) 

Applicable to all Orders involving EULA, 
TOS, or similar software agreement.  

X X 

52.243-2 Changes-Cost-Reimbursement 
(Aug 1987) - Alternate V (Apr 
1984) 

Applicable to cost-reimbursement 
Orders. 

X X 

52.244-6 Subcontracts for Commercial 
Products and Commercial 
Services (Mar 2023) 

Applicable to all Orders.  X X 

52.251-1 Government Supply Sources 
(Apr 2012) 

Applicable to Orders when Buyer flows 
express authorization for Seller to use 
Government Supply Sources. 

X X 

252.204-7014 Limitations on the Use or 
Disclosure of Information by 
Litigation Support Contractors 
(Jan 2023) 

Applicable to all Orders. X X 

252.209-7004 Subcontracting with Firms that 
are Owned or Controlled by 
the Government of a Country 
that is a State Sponsor of 
Terrorism (May 2019)   

Applicable to Orders over $35,000. X X 

252.222-7006 Restrictions on the Use of 
Mandatory Arbitration 
Agreements (Dec 2010) 

Applicable to Orders over $1 million 
except Orders for the acquisition of 
commercial items, including 
commercially available off-the-shelf 
items.  

  X 
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Clause Number Title  
Applicability (Reference to “Purchase 
Orders” includes underlying 
Solicitations) 

Applies to Commercial (C) 
and/or Non-Commercial 
(NC) procurements 
C NC 

252.227-7039 Patents--Reporting of Subject 
Inventions (Apr 1990) 

Applicable to all Orders for experimental, 
developmental, or research work to be 
performed by a small business concern 
or nonprofit organization. 

  X 

252.235-7010   Acknowledgment of Support 
and Disclaimer (May 1995) 

Applicable to all Orders for research and 
development. 

  X 

252.239-7001 Information Assurance 
Contractor Training and 
Certification (Jan 2008) 

Applicable to all Orders involving Seller 
performance of information assurance 
functions as described in DoD 8570.01-
M. 

X X 

252.251-7000 Ordering From Government 
Supply Sources (Aug 2012) 

Applicable to Orders when (i) Seller's 
performance is listed on a Government 
Supply Source list and (ii) such 
performance may be purchased 
pursuant to Government authorization 
and (iii) Buyer expressly includes such 
authorization via order specific text on 
the Order. 

X X 

 
FAR, DFARS AND SPECIAL AGENCY CLAUSES INCORPORATED BY FULL TEXT: 
 
52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE 
SERVICES OR EQUIPMENT (NOV 2021) 

 
(Supply chain should obtain the representation set out in this provision from suppliers that will be providing 
covered telecommunications equipment or services as defined in the clause.  Applies to Commercial and 
Non-Commercial procurements.) 
 
The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has 
represented that it "does not provide covered telecommunications equipment or services as a part of its 
offered products or services to the Government in the performance of any contract, subcontract, or other 
contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, Covered Telecommunications 
Equipment or Services—Representation, or in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror 
Representations and Certifications-Commercial Products or Commercial Services. The Offeror shall not 
complete the representation in paragraph (d)(2) of this provision if the Offeror has represented that it "does 
not use covered telecommunications equipment or services, or any equipment, system, or service that uses 
covered telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in 
paragraph (v)(2)(ii) of the provision at 52.212-3. 
 
(a) Definitions. As used in this provision— 
 
Backhaul, covered telecommunications equipment or services, critical technology, interconnection 
arrangements, reasonable inquiry, roaming, and substantial or essential component have the meanings 
provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video 
Surveillance Services or Equipment. 
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(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from 
procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or 
service that uses covered telecommunications equipment or services as a substantial or essential component 
of any system, or as critical technology as part of any system. Nothing in the prohibition shall be construed 
to— 
 
(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects 
to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or 
 
(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit 
visibility into any user data or packets that such equipment transmits or otherwise handles. 
 
(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 
115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract 
or extending or renewing a contract with an entity that uses any equipment, system, or service that uses 
covered telecommunications equipment or services as a substantial or essential component of any system, or 
as critical technology as part of any system. This prohibition applies to the use of covered 
telecommunications equipment or services, regardless of whether that use is in performance of work under a 
Federal contract. Nothing in the prohibition shall be construed to— 
 
(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects 
to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or 
 
(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit 
visibility into any user data or packets that such equipment transmits or otherwise handles. 
 
(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management 
(SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for "covered 
telecommunications equipment or services". 
 
(d) Representation. The Offeror represents that— 
 
(1) It □ will, □ will not provide covered telecommunications equipment or services to the Government in the 
performance of any contract, subcontract or other contractual instrument resulting from this solicitation. The 
Offeror shall provide the additional disclosure information required at paragraph (e)(1) of this section if the 
Offeror responds "will" in paragraph (d)(1) of this section; and 
 
(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that— 
 
It □ does, □ does not use covered telecommunications equipment or services, or use any equipment, system, 
or service that uses covered telecommunications equipment or services. The Offeror shall provide the 
additional disclosure information required at paragraph (e)(2) of this section if the Offeror responds "does" in 
paragraph (d)(2) of this section. 
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(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has 
responded "will" in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the 
following information as part of the offer: 
 
(i) For covered equipment— 
 
(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity 
identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a 
distributor, if known); 
 
(B) A description of all covered telecommunications equipment offered (include brand; model number, such 
as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and 
 
(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision. 
 
(ii) For covered services— 
 
(A) If the service is related to item maintenance: A description of all covered telecommunications services 
offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer 
part number, or wholesaler number; and item description, as applicable); or 
 
(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided; and 
explanation of the proposed use of covered telecommunications services and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision. 
 
(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does" 
in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information 
as part of the offer: 
 
(i) For covered equipment— 
 
(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity 
identifier, CAGE code, and whether the entity was the OEM or a distributor, if known); 
 
(B) A description of all covered telecommunications equipment offered (include brand; model number, such 
as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and 
 
(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision. 
 
(ii) For covered services— 
 
(A) If the service is related to item maintenance: A description of all covered telecommunications services 
offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer 
part number, or wholesaler number; and item description, as applicable); or 
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(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the 
proposed use of covered telecommunications services and any factors relevant to determining if such use 
would be permissible under the prohibition in paragraph (b)(2) of this provision. 
 
(End of provision) 
 
52.204-27 PROHIBITION ON A BYTEDANCE COVERED APPLICATION (JUN 2023) 

(Applicable to all Purchase Orders unless an exception has been granted IAW OMB Memorandum M-23-
13. Applies to Commercial and Non-Commercial procurements.) 

(a) Definitions. As used in this clause— 

Covered application means the social networking service TikTok or any successor application or service 
developed or provided by ByteDance Limited or an entity owned by ByteDance Limited. 

Information technology, as defined in 40 U.S.C. 11101(6)— 

 (1) Means any equipment or interconnected system or subsystem of equipment, used in the 
automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control, 
display, switching, interchange, transmission, or reception of data or information by the executive agency, 
if the equipment is used by the executive agency directly or is used by a contractor under a contract with 
the executive agency that requires the use— 

  (i) Of that equipment; or 
  (ii) Of that equipment to a significant extent in the performance of a service or the 
furnishing of a product; 
 
 (2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and 
storage devices necessary for security and surveillance), peripheral equipment designed to be controlled 
by the central processing unit of a computer, software, firmware and similar procedures, services 
(including support services), and related resources; but 
 
 (3) Does not include any equipment acquired by a Federal contractor incidental to a Federal 
contract. 
 
(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117-328), 
the No TikTok on Government Devices Act, and its implementing guidance under Office of Management 
and Budget (OMB) Memorandum M-23-13, dated February 27, 2023, “No TikTok on Government Devices” 
Implementation Guidance, collectively prohibit the presence or use of a covered application on executive 
agency information technology, including certain equipment used by Federal contractors. The Contractor 
is prohibited from having or using a covered application on any information technology owned or 
managed by the Government, or on any information technology used or provided by the Contractor under  
this contract, including equipment provided by the Contractor’s employees; however, this prohibition 
does not apply if the Contracting Officer provides written notification to the Contractor that an exception 
has been granted in accordance with OMB Memorandum M-23-13. 
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(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (c), in all 
subcontracts, including subcontracts for the acquisition of commercial products or commercial services. 
 
(End of clause) 
 
52.215-12 SUBCONTRACTOR CERTIFIED COST OR PRICING DATA (DEVIATION 2022-O0001) (OCT 2021) 
 
(Applicable to Purchase Orders expected to exceed $2 million, on the date of agreement on price or the date 
of award, whichever is later; or before pricing any subcontract modification involving a pricing adjustment 
expected to exceed $2 million.  This clause does not apply to Purchase Orders for commercial items or if the 
Seller qualifies for any of the other exemptions in FAR 15.403-1(b). Applies to Non-Commercial procurements 
only.) 
 
(a) Before awarding any subcontract expected to exceed $2 million, on the date of agreement on price or 
the date of award, whichever is later; or before pricing any subcontract modification involving a pricing 
adjustment expected to exceed $2 million, the Contractor shall require the subcontractor to submit 
certified cost or pricing data (actually or by specific identification in writing), in accordance with Federal 
Acquisition Regulation (FAR) 15.408, Table 15-2 (to include any information reasonably required to explain 
the subcontractor’s estimating process such as the judgmental factors applied and the mathematical or 
other methods used in the estimate, including those used in projecting from known data, and the nature 
and amount of any contingencies included in the price), unless an exception under FAR 15.403-1(b) 
applies. If the $2 million threshold for submission of certified cost or pricing data is adjusted for inflation 
as set forth in FAR 1.109(a), then pursuant to FAR 1.109(d) the changed threshold applies throughout the 
remaining term of the contract, unless there is a subsequent threshold adjustment.  
 
(b) The Contractor shall require the subcontractor to certify in substantially the form prescribed in FAR 
15.406-2 that, to the best of its knowledge and belief, the data submitted under paragraph (a) of this 
clause were accurate, complete, and current as of the date of agreement on the negotiated price of the 
subcontract or subcontract modification.  
 
(c) In each subcontract that, when entered into, exceeds $2 million, the Contractor shall insert either—  
 
 (1) The substance of this clause, including this paragraph (c), if paragraph (a) of this clause 
requires submission of certified cost or pricing data for the subcontract; or  
 (2) The substance of the clause at 52.215-13, Subcontractor Certified Cost or Pricing Data—
Modifications (DEVIATION 2022-O0001).  
 
(End of clause) 
 
52.216-7 ALLOWABLE COST AND PAYMENT (AUG 2018) 
 
(Applicable to Cost Reimbursement or Time & Material Purchase Orders.  Seller must execute assignment 
documents in accordance with requirements in the clause. Applies to Non-Commercial procurements only.) 
 
(a) Invoicing. 
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(1) The Government will make payments to the Contractor when requested as work progresses, but (except 
for small business concerns) not more often than once every 2 weeks, in amounts determined to be 
allowable by the Contracting Officer in accordance with Federal Acquisition Regulation (FAR) Subpart 31.2 in 
effect on the date of this contract and the terms of this contract. The Contractor may submit to an authorized 
representative of the Contracting Officer, in such form and reasonable detail as the representative may 
require, an invoice or voucher supported by a statement of the claimed allowable cost for performing this 
contract. 
 
(2) Contract financing payments are not subject to the interest penalty provisions of the Prompt Payment 
Act. Interim payments made prior to the final payment under the contract are contract financing payments, 
except interim payments if this contract contains Alternate I to the clause at 52.232-25. 
 
(3) The designated payment office will make interim payments for contract financing on the _________ 
[Contracting Officer insert day as prescribed by agency head; if not prescribed, insert "30th"] day after the 
designated billing office receives a proper payment request. In the event that the Government requires an 
audit or other review of a specific payment request to ensure compliance with the terms and conditions of 
the contract, the designated payment office is not compelled to make payment by the specified due date. 
 
(b) Reimbursing costs. 
 
(1) For the purpose of reimbursing allowable costs (except as provided in paragraph (b)(2) of this clause, with 
respect to pension, deferred profit sharing, and employee stock ownership plan contributions), the term 
“costs” includes only— 
 
 (i) Those recorded costs that, at the time of the request for reimbursement, the Contractor has paid 
by cash, check, or other form of actual payment for items or services purchased directly for the contract; 
 
 (ii) When the Contractor is not delinquent in paying costs of contract performance in the ordinary 
course of business, costs incurred, but not necessarily paid, for— 
  (A) Supplies and services purchased directly for the contract and associated financing 
payments to subcontractors, provided payments determined due will be made— 
   (1) In accordance with the terms and conditions of a subcontract or invoice; and 
   (2) Ordinarily within 30 days of the submission of the Contractor’s payment request 
to the Government; 
 
  (B) Materials issued from the Contractor’s inventory and placed in the production process 
for use on the contract; 
  (C) Direct labor; 
   
  (D) Direct travel 
  (E) Other direct in-house costs; and 
  (F) Properly allocable and allowable indirect costs, as shown in the records maintained by 
the Contractor for purposes of obtaining reimbursement under Government contracts; and 
 
  (iii) The amount of financing payments that have been paid by cash, check, or other forms of 
payment to subcontractors. 
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(2) Accrued costs of Contractor contributions under employee pension plans shall be excluded until actually 
paid unless— 
 
 (i) The Contractor’s practice is to make contributions to the retirement fund quarterly or more 
frequently; and 
 
 (ii) The contribution does not remain unpaid 30 days after the end of the applicable quarter or 
shorter payment period (any contribution remaining unpaid shall be excluded from the Contractor’s indirect 
costs for payment purposes). 
 
(3) Notwithstanding the audit and adjustment of invoices or vouchers under paragraph (g) of this clause, 
allowable indirect costs under this contract shall be obtained by applying indirect cost rates established in 
accordance with paragraph (d) of this clause. 
 
(4) Any statements in specifications or other documents incorporated in this contract by reference 
designating performance of services or furnishing of materials at the Contractor’s expense or at no cost to 
the Government shall be disregarded for purposes of cost-reimbursement under this clause. 
 
(c) Small business concerns. A small business concern may receive more frequent payments than every 2 
weeks. 
 
(d) Final indirect cost rates. 
 
(1) Final annual indirect cost rates and the appropriate bases shall be established in accordance with Subpart 
42.7 of the Federal Acquisition Regulation (FAR) in effect for the period covered by the indirect cost rate 
proposal. 
 
(2)(i) The Contractor shall submit an adequate final indirect cost rate proposal to the Contracting Officer (or 
cognizant Federal agency official) and auditor within the 6-month period following the expiration of each of 
its fiscal years. Reasonable extensions, for exceptional circumstances only, may be requested in writing by 
the Contractor and granted in writing by the Contracting Officer. The Contractor shall support its proposal 
with adequate supporting data. 
 
 (ii) The proposed rates shall be based on the Contractor’s actual cost experience for that period. The 
appropriate Government representative and the Contractor shall establish the final indirect cost rates as 
promptly as practical after receipt of the Contractor’s proposal. 
 
 (iii) An adequate indirect cost rate proposal shall include the following data unless otherwise 
specified by the cognizant Federal agency official: 
 
  (A) Summary of all claimed indirect expense rates, including pool, base, and calculated 
indirect rate. 
 
  (B) General and Administrative expenses (final indirect cost pool). Schedule of claimed 
expenses by element of cost as identified in accounting records (Chart of Accounts). 
  (C) Overhead expenses (final indirect cost pool). Schedule of claimed expenses by element of 
cost as identified in accounting records (Chart of Accounts) for each final indirect cost pool. 
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  (D) Occupancy expenses (intermediate indirect cost pool). Schedule of claimed expenses by 
element of cost as identified in accounting records (Chart of Accounts) and expense reallocation to final 
indirect cost pools. 
  (E) Claimed allocation bases, by element of cost, used to distribute indirect costs. 
  (F) Facilities capital cost of money factors computation. 
  (G) Reconciliation of books of account (i.e., General Ledger) and claimed direct costs by 
major cost element. 
  (H) Schedule of direct costs by contract and subcontract and indirect expense applied at 
claimed rates, as well as a subsidiary schedule of Government participation percentages in each of the 
allocation base amounts. 
  (I) Schedule of cumulative direct and indirect costs claimed and billed by contract and 
subcontract. 
  (J) Subcontract information. Listing of subcontracts awarded to companies for which the 
contractor is the prime or upper-tier contractor (include prime and subcontract numbers; subcontract value 
and award type; amount claimed during the fiscal year; and the subcontractor name, address, and point of 
contact information). 
  (K) Summary of each time-and-materials and labor-hour contract information, including 
labor categories, labor rates, hours, and amounts; direct materials; other direct costs; and, indirect expense 
applied at claimed rates. 
  (L) Reconciliation of total payroll per IRS form 941 to total labor costs distribution. 
  (M) Listing of decisions/agreements/approvals and description of accounting/organizational 
changes. 
  (N) Certificate of final indirect costs (see 52.242-4, Certification of Final Indirect Costs). 
  (O) Contract closing information for contracts physically completed in this fiscal year (include 
contract number, period of performance, contract ceiling amounts, contract fee computations, level of effort, 
and indicate if the contract is ready to close). 
 
(iv) The following supplemental information is not required to determine if a proposal is adequate, but may 
be required during the audit process: 
 
 (A) Comparative analysis of indirect expense pools detailed by account to prior fiscal year and 
budgetary data. 
  
 (B) General organizational information and limitation on allowability of compensation for certain 
contractor personnel. See 31.205-6(p). Additional salary reference information is available at 
https://www.whitehouse.gov/wp-
content/uploads/2017/11/ContractorCompensationCapContractsAwardedBeforeJune24.pdf and https://ww
w.whitehouse.gov/wp-
content/uploads/2017/11/ContractorCompensationCapContractsAwardedafterJune24.pdf. 
 (C) Identification of prime contracts under which the contractor performs as a subcontractor. 
  
 (D) Description of accounting system (excludes contractors required to submit a CAS Disclosure 
Statement or contractors where the description of the accounting system has not changed from the previous 
year’s submission). 
 (E) Procedures for identifying and excluding unallowable costs from the costs claimed and billed 
(excludes contractors where the procedures have not changed from the previous year’s submission). 
  

https://farclause.com/FARregulation/Clause/FAR52.242-4,_Basic#gsc.tab=0
https://www.whitehouse.gov/wp-content/uploads/2017/11/ContractorCompensationCapContractsAwardedBeforeJune24.pdf
https://www.whitehouse.gov/wp-content/uploads/2017/11/ContractorCompensationCapContractsAwardedBeforeJune24.pdf
https://www.whitehouse.gov/wp-content/uploads/2017/11/ContractorCompensationCapContractsAwardedafterJune24.pdf
https://www.whitehouse.gov/wp-content/uploads/2017/11/ContractorCompensationCapContractsAwardedafterJune24.pdf
https://www.whitehouse.gov/wp-content/uploads/2017/11/ContractorCompensationCapContractsAwardedafterJune24.pdf
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 (F) Certified financial statements and other financial data (e.g., trial balance, compilation, 
review, etc.). 
 (G) Management letter from outside CPAs concerning any internal control weaknesses. 
 (H) Actions that have been and/or will be implemented to correct the weaknesses described in the 
management letter from subparagraph (G) of this section. 
 (I) List of all internal audit reports issued since the last disclosure of internal audit reports to the 
Government. 
 (J) Annual internal audit plan of scheduled audits to be performed in the fiscal year when the final 
indirect cost rate submission is made. 
 (K) Federal and State income tax returns. 
 (L) Securities and Exchange Commission 10-K annual report. 
 (M) Minutes from board of directors meetings. 
 (N) Listing of delay claims and termination claims submitted which contain costs relating to the 
subject fiscal year. 
 (O) Contract briefings, which generally include a synopsis of all pertinent contract provisions, such as: 
contract type, contract amount, product or service(s) to be provided, contract performance period, rate 
ceilings, advance approval requirements, pre-contract cost allowability limitations, and billing limitations. 
 
(v) The Contractor shall update the billings on all contracts to reflect the final settled rates and update the 
schedule of cumulative direct and indirect costs claimed and billed, as required in paragraph (d)(2)(iii)(I) of 
this section, within 60 days after settlement of final indirect cost rates. 
 
(3) The Contractor and the appropriate Government representative shall execute a written understanding 
setting forth the final indirect cost rates. The understanding shall specify (i) the agreed-upon final annual 
indirect cost rates, (ii) the bases to which the rates apply, (iii) the periods for which the rates apply, (iv) any 
specific indirect cost items treated as direct costs in the settlement, and (v) the affected contract and/or 
subcontract, identifying any with advance agreements or special terms and the applicable rates. The 
understanding shall not change any monetary ceiling, contract obligation, or specific cost allowance or 
disallowance provided for in this contract. The understanding is incorporated into this contract upon 
execution. 
 
(4) Failure by the parties to agree on a final annual indirect cost rate shall be a dispute within the meaning of 
the Disputes clause. 
 
(5) Within 120 days (or longer period if approved in writing by the Contracting Officer) after settlement of the 
final annual indirect cost rates for all years of a physically complete contract, the Contractor shall submit a 
completion invoice or voucher to reflect the settled amounts and rates. The completion invoice or voucher 
shall include settled subcontract amounts and rates. The prime contractor is responsible for settling 
subcontractor amounts and rates included in the completion invoice or voucher and providing status of 
subcontractor audits to the contracting officer upon request. 
 
(6)(i) If the Contractor fails to submit a completion invoice or voucher within the time specified in paragraph 
(d)(5) of this clause, the Contracting Officer may— 
 
 (A) Determine the amounts due to the Contractor under the contract; and 
 (B) Record this determination in a unilateral modification to the contract. 
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 (ii) This determination constitutes the final decision of the Contracting Officer in accordance with the 
Disputes clause. 
 
(e) Billing rates. Until final annual indirect cost rates are established for any period, the Government shall 
reimburse the Contractor at billing rates established by the Contracting Officer or by an authorized  
representative (the cognizant auditor), subject to adjustment when the final rates are established. These 
billing rates— 
 
 (1) Shall be the anticipated final rates; and 
 (2) May be prospectively or retroactively revised by mutual agreement, at either party’s request, to 
prevent substantial overpayment or underpayment. 
 
(f) Quick-closeout procedures. Quick-closeout procedures are applicable when the conditions in FAR 42.708(a) 
are satisfied. 
 
(g) Audit. At any time or times before final payment, the Contracting Officer may have the Contractor’s 
invoices or vouchers and statements of cost audited. Any payment may be— 
 
 (1) Reduced by amounts found by the Contracting Officer not to constitute allowable costs; or 
 (2) Adjusted for prior overpayments or underpayments. 
 
(h) Final payment. 
 
 (1) Upon approval of a completion invoice or voucher submitted by the Contractor in accordance 
with paragraph (d)(5) of this clause, and upon the Contractor’s compliance with all terms of this contract, the 
Government shall promptly pay any balance of allowable costs and that part of the fee (if any) not previously 
paid. 
 (2) The Contractor shall pay to the Government any refunds, rebates, credits, or other amounts 
(including interest, if any) accruing to or received by the Contractor or any assignee under this contract, to 
the extent that those amounts are properly allocable to costs for which the Contractor has been reimbursed 
by the Government. Reasonable expenses incurred by the Contractor for securing refunds, rebates, credits, 
or other amounts shall be allowable costs if approved by the Contracting Officer. Before final payment under 
this contract, the Contractor and each assignee whose assignment is in effect at the time of final payment 
shall execute and deliver— 
 
  (i) An assignment to the Government, in form and substance satisfactory to the Contracting 
Officer, of refunds, rebates, credits, or other amounts (including interest, if any) properly allocable to costs 
for which the Contractor has been reimbursed by the Government under this contract; and 
  (ii) A release discharging the Government, its officers, agents, and employees from all 
liabilities, obligations, and claims arising out of or under this contract, except— 
 
   (A) Specified claims stated in exact amounts, or in estimated amounts when the 
exact amounts are not known; 
   (B) Claims (including reasonable incidental expenses) based upon liabilities of the 
Contractor to third parties arising out of the performance of this contract; provided, that the claims are not 
known to the Contractor on the date of the execution of the release, and that the Contractor gives notice of  
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the claims in writing to the Contracting Officer within 6 years following the release date or notice of final 
payment date, whichever is earlier; and 
   (C) Claims for reimbursement of costs, including reasonable incidental expenses, 
incurred by the Contractor under the patent clauses of this contract, excluding, however, any expenses 
arising from the Contractor’s indemnification of the Government against patent liability. 
 
(End of clause) 
 
52.244-2 SUBCONTRACTS (JUN 2020) 
 
(Paragraphs (g) and (h) of the clause are applicable to all Purchase Orders. Applies to Commercial and Non-
Commercial procurements.) 
 
(a) Definitions. As used in this clause- 
 
“Approved purchasing system” means a Contractor’s purchasing system that has been reviewed and 
approved in accordance with part 44 of the Federal Acquisition Regulation (FAR). 
 
“Consent to subcontract” means the Contracting Officer’s written consent for the Contractor to enter into a 
particular subcontract. 
 
Subcontract means any contract, as defined in FAR subpart 2.1, entered into by a subcontractor to furnish 
supplies or services for performance of the prime contract or a subcontract. It includes, but is not limited to, 
purchase orders, and changes and modifications to purchase orders. 
 
(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only on 
unpriced contract actions (including unpriced modifications or unpriced delivery orders), and only if required 
in accordance with paragraph (c) or (d) of this clause. 
 
(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required for 
any subcontract that- 
 
 (1) Is of the cost-reimbursement, time-and-materials, or labor-hour type; or 
 (2) Is fixed-price and exceeds- 
 
  (i) For a contract awarded by the Department of Defense, the Coast Guard, or the National 
Aeronautics and Space Administration, the greater of the simplified acquisition threshold, as defined in 
FAR 2.101 on the date of subcontract award, or 5 percent of the total estimated cost of the contract; or 
  (ii) For a contract awarded by a civilian agency other than the Coast Guard and the National 
Aeronautics and Space Administration, either the simplified acquisition threshold, as defined in FAR 2.101 on 
the date of subcontract award, or 5 percent of the total estimated cost of the contract. 
 
(d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the 
Contracting Officer’s written consent before placing the following subcontracts: 
________________________________________________ 
________________________________________________ 
________________________________________________ 
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(e)(1) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b), (c), or (d) of this clause, including the 
following information: 
 
 (i) A description of the supplies or services to be subcontracted. 
 (ii) Identification of the type of subcontract to be used. 
 (iii) Identification of the proposed subcontractor. 
 (iv) The proposed subcontract price. 
 (v) The subcontractor’s current, complete, and accurate certified cost or pricing data and Certificate 
of Current Cost or Pricing Data, if required by other contract provisions. 
 (vi) The subcontractor’s Disclosure Statement or Certificate relating to Cost Accounting Standards 
when such data are required by other provisions of this contract. 
 (vii) A negotiation memorandum reflecting- 
 
  (A) The principal elements of the subcontract price negotiations; 
  (B) The most significant considerations controlling establishment of initial or revised prices; 
  (C) The reason certified cost or pricing data were or were not required; 
  (D) The extent, if any, to which the Contractor did not rely on the subcontractor’s certified 
cost or pricing data in determining the price objective and in negotiating the final price; 
  (E) The extent to which it was recognized in the negotiation that the subcontractor’s 
certified cost or pricing data were not accurate, complete, or current; the action taken by the Contractor and 
the subcontractor; and the effect of any such defective data on the total price negotiated; 
  (F) The reasons for any significant difference between the Contractor’s price objective and 
the price negotiated; and 
  (G) A complete explanation of the incentive fee or profit plan when incentives are used. The 
explanation shall identify each critical performance element, management decisions used to quantify each 
incentive element, reasons for the incentives, and a summary of all trade-off possibilities considered. 
 
(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any 
subcontract for which consent is not required under paragraph (b), (c), or (d) of this clause. 
 
(f) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer 
to any subcontract nor approval of the Contractor’s purchasing system shall constitute a determination- 
 
 (1) Of the acceptability of any subcontract terms or conditions; 
 (2) Of the allowability of any cost under this contract; or 
 (3) To relieve the Contractor of any responsibility for performing this contract. 
 
(g) No subcontract or modification thereof placed under this contract shall provide for payment on a cost-
plus-a-percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not 
exceed the fee limitations in FAR 15.404-4(c)(4)(i). 
 
(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and 
prompt notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion 
of the Contractor, may result in litigation related in any way to this contract, with respect to which the 
Contractor may be entitled to reimbursement from the Government. 
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(i) The Government reserves the right to review the Contractor’s purchasing system as set forth in 
FAR subpart 44.3. 
 
(j) Paragraphs (c) and (e) of this clause do not apply to the following subcontracts, which were evaluated 
during negotiations: 
 ________________________________________________ 
________________________________________________ 
________________________________________________ 
 
(End of clause) 
 
52.247-67 SUBMISSION OF TRANSPORTATION DOCUMENTS FOR AUDIT (FEB 2006)  
 
(Applicable to cost-reimbursement Purchase Orders when Seller is at first tier and the Purchase Order will 
authorize reimbursement of transportation as a direct charge.  Information required by paragraph (c) of the 
clause shall be delivered by Seller to Buyer's Purchasing Representative. Applies to Commercial and Non-
Commercial procurements.)  
 
(a) The Contractor shall submit to the address identified below, for prepayment audit, transportation 
documents on which the United States will assume freight charges that were paid –  
 
 (1) By the Contractor under a cost-reimbursement contract; and   
 (2) By a first-tier subcontractor under a cost-reimbursement subcontract thereunder.  
 
(b) Cost-reimbursement Contractors shall only submit for audit those bills of lading with freight shipment 
charges exceeding $100. Bills under $100 shall be retained on-site by the Contractor and made available for 
on-site audits. This exception only applies to freight shipment bills and is not intended to apply to bills and 
invoices for any other transportation services.  
 
(c) Contractors shall submit the above referenced transportation documents to - ______ 
 
(End of Clause) 
 
252.227-7013 RIGHTS IN TECHNICAL DATA—OTHER THAN COMMERCIAL PRODUCTS AND COMMERCIAL 
SERVICES (MAR 2023) 
 
(Applicable to all Purchase Orders when Buyer will be required to deliver to the Government Seller’s technical 
data pertaining to noncommercial items, or pertaining to commercial items for which the Government will 
have paid for any portion of the development costs. Applies to Commercial and Non-Commercial 
procurements.) 
 
(a) Definitions. As used in this clause— 
 

(1) “Computer data base” means a collection of data recorded in a form capable of being processed 
by a computer. The term does not include computer software. 
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(2) “Computer program” means a set of instructions, rules, or routines recorded in a form that is 

capable of causing a computer to perform a specific operation or series of operations. 
 
(3) “Computer software” means computer programs, source code, source code listings, object code 

listings, design details, algorithms, processes, flow charts, formulae and related material that would enable 
the software to be reproduced, recreated, or recompiled. Computer software does not include computer 
data bases or computer software documentation. 

 
(4) “Computer software documentation” means owner's manuals, user's manuals, installation 

instructions, operating instructions, and other similar items, regardless of storage medium, that explain the 
capabilities of the computer software or provide instructions for using the software. 

 
(5)”Covered Government support contractor” means a contractor (other than a litigation support 

contractor covered by 252.204-7014) under a contract, the primary purpose of which is to furnish 
independent and impartial advice or technical assistance directly to the Government in support of the 
Government’s management and oversight of a program or effort (rather than to directly furnish an end item 
or service to accomplish a program or effort), provided that the contractor— 

 
(i) Is not affiliated with the prime contractor or a first-tier subcontractor on the program or 

effort, or with any direct competitor of such prime contractor or any such first-tier subcontractor in 
furnishing end items or services of the type developed or produced on the program or effort; and 

 
(ii) Receives access to technical data or computer software for performance of a Government 

contract that contains the clause at 252.227-7025 , Limitations on the Use or Disclosure of Government-
Furnished Information Marked with Restrictive Legends. 

 
(6) “Detailed manufacturing or process data” means technical data that describe the steps, 

sequences, and conditions of manufacturing, processing or assembly used by the manufacturer to produce 
an item or component or to perform a process. 

 
(7) “Developed” means that an item, component, or process exists and is workable. Thus, the item or 

component must have been constructed or the process practiced. Workability is generally established when 
the item, component, or process has been analyzed or tested sufficiently to demonstrate to reasonable 
people skilled in the applicable art that there is a high probability that it will operate as intended. Whether, 
how much, and what type of analysis or testing is required to establish workability depends on the nature of 
the item, component, or process, and the state of the art. To be considered “developed,” the item, 
component, or process need not be at the stage where it could be offered for sale or sold on the commercial 
market, nor must the item, component, or process be actually reduced to practice within the meaning of Title 
35 of the United States Code. 

 
(8) “Developed exclusively at private expense” means development was accomplished entirely with 

costs charged to indirect cost pools, costs not allocated to a government contract, or any combination 
thereof. 

(i) Private expense determinations should be made at the lowest practicable level. 
(ii) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or ceiling 

price of the contract, the additional development costs necessary to complete development shall not be 
considered when determining whether development was at government, private, or mixed expense. 

https://www.acquisition.gov/dfars/252.204-7014-limitations-use-or-disclosure-information-litigation-support-contractors.#DFARS_252.204-7014
https://www.acquisition.gov/dfars/252.227-7025-limitations-use-or-disclosure-government-furnished-information-marked-restrictive-legends.#DFARS_252.227-7025
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(9) “Developed exclusively with government funds” means development was not accomplished 

exclusively or partially at private expense. 
 
(10) “Developed with mixed funding” means development was accomplished partially with costs 

charged to indirect cost pools and/or costs not allocated to a government contract, and partially with costs 
charged directly to a government contract. 

 
(11) “Form, fit, and function data” means technical data that describes the required overall physical, 

functional, and performance characteristics (along with the qualification requirements, if applicable) of an  
 

item, component, or process to the extent necessary to permit identification of physically and    
functionally interchangeable items. 

 
(12) “Government purpose” means any activity in which the United States Government is a party, 

including cooperative agreements with international or multi-national defense organizations, or sales or 
transfers by the United States Government to foreign governments or international organizations. 
Government purposes include competitive procurement, but do not include the rights to use, modify, 
reproduce, release, perform, display, or disclose technical data for commercial purposes or authorize others 
to do so. 

 
(13) “Government purpose rights” means the rights to— 
 

(i) Use, modify, reproduce, release, perform, display, or disclose technical data within the 
Government without restriction; and 

(ii) Release or disclose technical data outside the Government and authorize persons to whom 
release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that 
data for United States government purposes. 

 
(14) “Limited rights” means the rights to use, modify, reproduce, release, perform, display, or 

disclose technical data, in whole or in part, within the Government. The Government may not, without the 
written permission of the party asserting limited rights, release or disclose the technical data outside the 
Government, use the technical data for manufacture, or authorize the technical data to be used by another 
party, except that the Government may reproduce, release, or disclose such data or authorize the use or 
reproduction of the data by persons outside the Government if— 

 
(i) The reproduction, release, disclosure, or use is— 
 

(A) Necessary for emergency repair and overhaul; or 
(B) A release or disclosure to— 
 

(1) A covered Government support contractor in performance of its covered 
Government support contract for use, modification, reproduction, performance, display, or release or 
disclosure to a person authorized to receive limited rights technical data; or 

(2) A foreign government, of technical data other than detailed manufacturing or 
process data, when use of such data by the foreign government is in the interest of the Government and is 
required for evaluational or informational purposes; 
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(ii) The recipient of the technical data is subject to a prohibition on the further reproduction, 

release, disclosure, or use of the technical data; and 
 
(iii) The contractor or subcontractor asserting the restriction is notified of such reproduction, 

release, disclosure, or use. 
 

(15) “Technical data” means recorded information, regardless of the form or method of the 
recording, of a scientific or technical nature (including computer software documentation). The term does 
not include computer software or data financial, administrative, cost or pricing, or management information, 
or information incidental to contract administration. 

 
(16) “Unlimited rights” means rights to use, modify, reproduce, perform, display, release, or disclose 

technical data in whole or in part, in any manner, and for any purpose whatsoever, and to have or authorize 
others to do so. 

 
(b) Rights in technical data. The Contractor grants or shall obtain for the Government the following royalty  
free, worldwide, nonexclusive, irrevocable license rights in technical data other than computer software  
documentation (see the Rights in Other Than Commercial Computer Software and Other Than Commercial  
Computer Software Documentation clause of this contract for rights in computer software documentation): 

 
(1) Unlimited rights. The Government shall have unlimited rights in technical data that are— 
 

(i) Data pertaining to an item, component, or process which has been or will be developed 
exclusively with Government funds; 

(ii) Studies, analyses, test data, or similar data produced for this contract, when the study, 
analysis, test, or similar work was specified as an element of performance; 

(iii) Created exclusively with Government funds in the performance of a contract that does not 
require the development, manufacture, construction, or production of items, components, or processes; 

(iv) Form, fit, and function data; 
(v) Necessary for installation, operation, maintenance, or training purposes (other than detailed 

manufacturing or process data); 
(vi) Corrections or changes to technical data furnished to the Contractor by the Government; 
(vii) Otherwise publicly available or have been released or disclosed by the Contractor or 

subcontractor without restrictions on further use, release or disclosure, other than a release or disclosure 
resulting from the sale, transfer, or other assignment of interest in the technical data to another party or the 
sale or transfer of some or all of a business entity or its assets to another party; 

(viii) Data in which the Government has obtained unlimited rights under another Government 
contract or as a result of negotiations; or 

(ix) Data furnished to the Government, under this or any other Government contract or 
subcontract thereunder, with— 

 
(A) Government purpose license rights or limited rights and the restrictive condition(s) 

has/have expired; or 
(B) Government purpose rights and the Contractor's exclusive right to use such data for 

commercial purposes has expired. 
 

(2) Government purpose rights. 
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(i) The Government shall have government purpose rights for a five-year period, or such other 

period as may be negotiated, in technical data— 
 

(A) That pertain to items, components, or processes developed with mixed funding except 
when the Government is entitled to unlimited rights in such data as provided in paragraphs (b)(1)(ii) and 
(b)(1)(iv) through (b)(1)(ix) of this clause; or 

(B) Created with mixed funding in the performance of a contract that does not require the 
development, manufacture, construction, or production of items, components, or processes. 

 
(ii) The five-year period, or such other period as may have been negotiated, shall commence 

upon execution of the contract, subcontract, letter contract (or similar contractual instrument), contract 
modification, or option exercise that required development of the items, components, or processes or 
creation of the data described in paragraph (b)(2)(i)(B) of this clause. Upon expiration of the five-year or 
other negotiated period, the Government shall have unlimited rights in the technical data. 

(iii) The Government shall not release or disclose technical data in which it has government 
purpose rights unless— 

 
(A) Prior to release or disclosure, the intended recipient is subject to the non-disclosure 

agreement at 227.7103-7 of the Defense Federal Acquisition Regulation Supplement (DFARS); or 
(B) The recipient is a Government contractor receiving access to the data for performance of 

a Government contract that contains the clause at DFARS 252.227-7025 , Limitations on the Use or Disclosure 
of Government-Furnished Information Marked with Restrictive Legends. 

 
(iv) The Contractor has the exclusive right, including the right to license others, to use technical 

data in which the Government has obtained government purpose rights under this contract for any 
commercial purpose during the time period specified in the government purpose rights legend prescribed in 
paragraph (f)(2) of this clause. 

 
(3) Limited rights. 
 

(i) Except as provided in paragraphs (b)(1)(ii) and (b)(1)(iv) through (b)(1)(ix) of this clause, the 
Government shall have limited rights in technical data— 

 
(A) Pertaining to items, components, or processes developed exclusively at private expense 

and marked with the limited rights legend prescribed in paragraph (f) of this clause; or 
(B) Created exclusively at private expense in the performance of a contract that does not 

require the development, manufacture, construction, or production of items, components, or processes. 
 

(ii) The Government shall require a recipient of limited rights data for emergency repair or 
overhaul to destroy the data and all copies in its possession promptly following completion of the emergency 
repair/overhaul and to notify the Contractor that the data have been destroyed. 

 
(iii) The Contractor, its subcontractors, and suppliers are not required to provide the 

Government additional rights to use, modify, reproduce, release, perform, display, or disclose technical data 
furnished to the Government with limited rights. However, if the Government desires to obtain additional 
rights in technical data in which it has limited rights, the Contractor agrees to promptly enter into 
negotiations with the Contracting Officer to determine whether there are acceptable terms for transferring  

https://www.acquisition.gov/dfars/227.7103-7-use-and-non-disclosure-agreement.#DFARS_227.7103-7
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such rights. All technical data in which the Contractor has granted the Government additional 

rights shall be listed or described in a license agreement made part of the contract. The license shall 
enumerate 

the additional rights granted the Government in such data. 
(iv) The Contractor acknowledges that— 
 

(A) Limited rights data are authorized to be released or disclosed to covered Government 
support contractors; 

(B) The Contractor will be notified of such release or disclosure; 
(C) The Contractor (or the party asserting restrictions as identified in the limited rights 

legend) may require each such covered Government support contractor to enter into a non-disclosure 
agreement directly with the Contractor (or the party asserting restrictions) regarding the covered 
Government support contractor’s use of such data, or alternatively, that the Contractor (or party asserting 
restrictions) may waive in writing the requirement for a non-disclosure agreement; and 

(D) Any such non-disclosure agreement shall address the restrictions on the covered 
Government support contractor's use of the limited rights data as set forth in the clause at 252.227-7025 ,  

 
Limitations on the Use or Disclosure of Government-Furnished Information Marked with Restrictive Legends.  
The non-disclosure agreement shall not include any additional terms and conditions unless mutually agreed  
to by the parties to the non-disclosure agreement. 

 
(4) Specifically negotiated license rights. The standard license rights granted to the Government 

under paragraphs (b)(1) through (b)(3) of this clause, including the period during which the Government shall 
have government purpose rights in technical data, may be modified by mutual agreement to provide such 
rights as the parties consider appropriate but shall not provide the Government lesser rights than are 
enumerated in paragraph (a)(14) of this clause. Any rights so negotiated shall be identified in a license 
agreement made part of this contract. 

 
(5) Prior government rights. Technical data that will be delivered, furnished, or otherwise provided to 

the Government under this contract, in which the Government has previously obtained rights shall be 
delivered, furnished, or provided with the pre-existing rights, unless— 

 
(i) The parties have agreed otherwise; or 
(ii) Any restrictions on the Government's rights to use, modify, reproduce, release, perform, 

display, or disclose the data have expired or no longer apply. 
 

(6) Release from liability. The Contractor agrees to release the Government from liability for any 
release or disclosure of technical data made in accordance with paragraph (a)(14) or (b)(2)(iii) of this clause, 
in accordance with the terms of a license negotiated under paragraph (b)(4) of this clause, or by others to 
whom the recipient has released or disclosed the data and to seek relief solely from the party who has 
improperly used, modified, reproduced, released, performed, displayed, or disclosed Contractor data marked 
with restrictive legends. 

 
(c) Contractor rights in technical data. All rights not granted to the Government are retained by the   

                Contractor. 
 

https://www.acquisition.gov/dfars/252.227-7025-limitations-use-or-disclosure-government-furnished-information-marked-restrictive-legends.#DFARS_252.227-7025
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(d) Third party copyrighted data. The Contractor shall not, without the written approval of the Contracting  
Officer, incorporate any copyrighted data in the technical data to be delivered under this contract unless the  
Contractor is the copyright owner or has obtained for the Government the license rights necessary to perfect  

               a license or licenses in the deliverable data of the appropriate scope set forth in paragraph (b) of this clause,  
and has affixed a statement of the license or licenses obtained on behalf of the Government and other   
persons to the data transmittal document. 
 
(e) Identification and delivery of data to be furnished with restrictions on use, release, or disclosure. 

 
(1) This paragraph does not apply to restrictions based solely on copyright. 
 
(2) Except as provided in paragraph (e)(3) of this clause, technical data that the Contractor asserts 

should be furnished to the Government with restrictions on use, release, or disclosure are identified in an 
attachment to this contract (the Attachment). The Contractor shall not deliver any data with restrictive 
markings unless the data are listed on the Attachment. 

 
(3) In addition to the assertions made in the Attachment, other assertions may be identified after 

award when based on new information or inadvertent omissions unless the inadvertent omissions would 
have materially affected the source selection decision. Such identification and assertion shall be submitted to  
the Contracting Officer as soon as practicable prior to the scheduled date for delivery of the data, in the  
following format, and signed by an official authorized to contractually obligate the Contractor:  
 
Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of   
Technical Data. 
 
The Contractor asserts for itself, or the persons identified below, that the Government's rights to use, 
release, or disclose the following technical data should be restricted— 
 

Technical Data to be 
Furnished with 
Restrictions* 

Basis for Assertion** Asserted Rights 
Category*** 

Name of Person 
Asserting 
Restrictions**** 

    
    
    
    

 
*If the assertion is applicable to items, components, or processes developed at private expense, identify both 
the data and each such item, component, or process. 
 
**Generally, the development of an item, component, or process at private expense, either exclusively or 
partially, is the only basis for asserting restrictions on the Government's rights to use, release, or disclose 
technical data pertaining to such items, components, or processes. Indicate whether development was 
exclusively or partially at private expense. If development was not at private expense, enter the specific 
reason for asserting that the Government's rights should be restricted. 
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***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in 
SBIR data generated under another contract, limited or government purpose rights under this or a prior 
contract, or specifically negotiated licenses). 
 
****Corporation, individual, or other person, as appropriate. 
 
Date _________________________________ 
Printed Name and Title _________________________________ 
 _________________________________ 
Signature _________________________________ 
 
 
(End of identification and assertion) 
 

(4) When requested by the Contracting Officer, the Contractor shall provide sufficient information to 
enable the Contracting Officer to evaluate the Contractor's assertions. The Contracting Officer reserves the 
right to add the Contractor's assertions to the Attachment and validate any listed assertion, at a later date, in 
accordance with the procedures of the Validation of Restrictive Markings on Technical Data clause of this 
contract. 

 
(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restrictions on  
the Government's rights to use, modify, reproduce, release, perform, display, or disclose technical data to be   
delivered under this contract by marking the deliverable data subject to restriction. Except as provided in  
paragraph (f)(5) of this clause, only the following legends are authorized under this contract: the government  
purpose rights legend at paragraph (f)(2) of this clause; the limited rights legend at paragraph (f)(3) of this   
clause; or the special license rights legend at paragraph (f)(4) of this clause; and/or a notice of copyright as   
prescribed under 17 U.S.C. 401 or 402. 

 
(1) General marking instructions. The Contractor, or its subcontractors or suppliers, shall 

conspicuously and legibly mark the appropriate legend on all technical data that qualify for such markings. 
The authorized legends shall be placed on the transmittal document or storage container and, for printed 
material, each page of the printed material containing technical data for which restrictions are asserted. 
When only portions of a page of printed material are subject to the asserted restrictions, such portions shall 
be identified by circling, underscoring, with a note, or other appropriate identifier. Technical data transmitted 
directly from one computer or computer terminal to another shall contain a notice of asserted restrictions. 
Reproductions of technical data or any portions thereof subject to asserted restrictions shall also reproduce 
the asserted restrictions. 

 
(2) Government purpose rights markings. Data delivered or otherwise furnished to the Government 

with government purpose rights shall be marked as follows: 
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GOVERNMENT PURPOSE RIGHTS 
 

Contract No.  
Contractor Name  
Contractor Address  

 
 

Expiration Date  
 
The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data 
are restricted by paragraph (b)(2) of the Rights in Technical Data—Other Than Commercial Products and  
 
Commercial Services clause contained in the above identified contract. No restrictions apply after the 
expiration date shown above. Any reproduction of technical data or portions thereof marked with this legend 
must also reproduce the markings. 
 
(End of legend) 
 

(3) Limited rights markings. Data delivered or otherwise furnished to the Government with limited 
rights shall be marked with the following legend: 

 
LIMITED RIGHTS  
 

Contract No.  
Contractor Name  
Contractor Address  

 
 

The Government's rights to use, modify, reproduce, release, perform, display, or disclose these technical data  
are restricted by paragraph (b)(3) of the Rights in Technical Data—Noncommercial Items clause contained in  

               the above identified contract. Any reproduction of technical data or portions thereof marked with this legend  
must also reproduce the markings. Any person, other than the Government, who has been provided access  

                to such data must promptly notify the above-named Contractor. 
 
(End of legend) 
 

(4) Special license rights markings. 
 

(i) Data in which the Government's rights stem from a specifically negotiated license shall be 
marked with the following legend: 
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SPECIAL LICENSE RIGHTS 
 
The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are 
restricted by  

Contract No. License No. and/or License Identifier 
  

Any reproduction of technical data or portions thereof marked with this legend must also reproduce the 
markings. 
 
(End of legend) 
 

(ii) For purposes of this clause, special licenses do not include government purpose license rights 
acquired under a prior contract (see paragraph (b)(5) of this clause). 

 
(5) Pre-existing data markings. If the terms of a prior contract or license permitted the Contractor to 

restrict the Government's rights to use, modify, reproduce, release, perform, display, or disclose technical 
data deliverable under this contract, and those restrictions are still applicable, the Contractor may mark such 
data with the appropriate restrictive legend for which the data qualified under the prior contract or license. 
The marking procedures in paragraph (f)(1) of this clause shall be followed. 

 
(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its   
subcontractors or suppliers that will deliver technical data with other than unlimited rights, shall— 

 
(1) Have, maintain, and follow written procedures sufficient to assure that restrictive markings are 

used only when authorized by the terms of this clause; and 
(2) Maintain records sufficient to justify the validity of any restrictive markings on technical data 

delivered under this contract. 
 

(h) Removal of unjustified and nonconforming markings. 
 

(1) Unjustified technical data markings. The rights and obligations of the parties regarding the 
validation of restrictive markings on technical data furnished or to be furnished under this contract are 
contained in the Validation of Restrictive Markings on Technical Data clause of this contract. Notwithstanding  
any provision of this contract concerning inspection and acceptance, the Government may ignore or, at the  
Contractor's expense, correct or strike a marking if, in accordance with the procedures in the Validation of  
Restrictive Markings on Technical Data clause of this contract, a restrictive marking is determined to be  
unjustified. 

 
(2) Nonconforming technical data markings. A nonconforming marking is a marking placed on 

technical data delivered or otherwise furnished to the Government under this contract that is not in the 
format authorized by this contract. Correction of nonconforming markings is not subject to the Validation of 
Restrictive Markings on Technical Data clause of this contract. If the Contracting Officer notifies the 
Contractor of a nonconforming marking and the Contractor fails to remove or correct such marking within  
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sixty (60) days, the Government may ignore or, at the Contractor's expense, remove or correct any 

nonconforming marking. 
 

(i) Relation to patents. Nothing contained in this clause shall imply a license to the Government under any  
patent or be construed as affecting the scope of any license or other right otherwise granted to the  
Government under any patent. 
 
(j) Limitation on charges for rights in technical data. 

 
(1) The Contractor shall not charge to this contract any cost, including, but not limited to, license 

fees, royalties, or similar charges, for rights in technical data to be delivered under this contract when— 
 

(i) The Government has acquired, by any means, the same or greater rights in the data; or 
(ii) The data are available to the public without restrictions. 
 

(2) The limitation in paragraph (j)(1) of this clause— 
 

(i) Includes costs charged by a subcontractor or supplier, at any tier, or costs incurred by the 
Contractor to acquire rights in subcontractor or supplier technical data, if the subcontractor or supplier has 
been paid for such rights under any other Government contract or under a license conveying the rights to the 
Government; and 

(ii) Does not include the reasonable costs of reproducing, handling, or mailing the documents or 
other media in which the technical data will be delivered. 

 
 (k) Applicability to subcontractors or suppliers. 

 
(1) The Contractor shall ensure that the rights afforded its subcontractors and suppliers under 10 

U.S.C. 3771-3775, 10 U.S.C. 3781-3786, and the identification, assertion, and delivery processes of paragraph 
(e) of this clause are recognized and protected. 

 
(2) Whenever any technical data for other than commercial products or commercial services, or for 

commercial products or commercial services developed in any part at Government expense, is to be obtained 
from a subcontractor or supplier for delivery to the Government under this contract, the Contractor shall use 
this same clause in the subcontract or other contractual instrument, including subcontracts or other 
contractual instruments for commercial products or commercial services, and require its subcontractors or 
suppliers to do so, without alteration, except to identify the parties. This clause will govern the technical data 
pertaining to other than commercial products or commercial services or to any portion of a commercial 
product or commercial service that was developed in any part at Government expense, and the clause 
at 252.227-7015 will govern the technical data pertaining to any portion of a commercial product or 
commercial service that was developed exclusively at private expense. No other clause shall be used to  
enlarge or diminish the Government's, the Contractor's, or a higher-tier subcontractor's or supplier's rights in  
a subcontractor's or supplier's technical data. 

 
(3) Technical data required to be delivered by a subcontractor or supplier shall normally be delivered 

to the next higher-tier contractor, subcontractor, or supplier. However, when there is a requirement in the 
prime contract for data which may be submitted with other than unlimited rights by a subcontractor or  

 

https://www.acquisition.gov/dfars/252.227-7015-technical-data-commercial-products-and-commercial-services.#DFARS_252.227-7015


Unrestricted Content 

   
Revision No. 1, dated Jul 13, 2023                                                                                                              

29 
 

 
supplier, then said subcontractor or supplier may fulfill its requirement by submitting such data 

directly to the Government, rather than through a higher-tier contractor, subcontractor, or supplier. 
 
(4) The Contractor and higher-tier subcontractors or suppliers shall not use their power to award 

contracts as economic leverage to obtain rights in technical data from their subcontractors or suppliers. 
 
(5) In no event shall the Contractor use its obligation to recognize and protect subcontractor or 

supplier rights in technical data as an excuse for failing to satisfy its contractual obligation to the 
Government. 

 
    (End of clause) 

 
252.227-7014 RIGHTS IN OTHER THAN COMMERCIAL COMPUTER SOFTWARE AND OTHER THAN 
COMMERCIAL COMPUTER SOFTWARE DOCUMENTATION (MAR 2023) 
 
(Applicable to Orders when Seller’s performance will require delivery of non-commercial computer so�ware 
or computer so�ware documenta�on. Applicable to Non-commercial procurements only.) 
 
(a) Defini�ons. As used in this clause— 
 
 (1) “Commercial computer so�ware” means so�ware developed or regularly used for non-
governmental purposes which— 
 
  (i) Has been sold, leased, or licensed to the public; 
 
  (ii) Has been offered for sale, lease, or license to the public; 
 
  (iii) Has not been offered, sold, leased, or licensed to the public but will be available for 
commercial sale, lease, or license in �me to sa�sfy the delivery requirements of this contract; or 
 
  (iv) Sa�sfies a criterion expressed in paragraph (a)(1)(i), (ii), or (iii) of this clause and would 
require only minor modifica�on to meet the requirements of this contract. 
 
 (2) “Computer database” means a collec�on of recorded data in a form capable of being processed 
by a computer. The term does not include computer so�ware. 
 
 (3) “Computer program” means a set of instruc�ons, rules, or rou�nes, recorded in a form that is 
capable of causing a computer to perform a specific opera�on or series of opera�ons. 
 
 (4) “Computer so�ware” means computer programs, source code, source code lis�ngs, object code 
lis�ngs, design details, algorithms, processes, flow charts, formulae, and related material that would enable 
the so�ware to be reproduced, recreated, or recompiled. Computer so�ware does not include computer 
databases or computer so�ware documenta�on. 
 
 (5) “Computer so�ware documenta�on” means owner's manuals, user's manuals, installa�on 
instruc�ons, opera�ng instruc�ons, and other similar items, regardless of storage medium, that explain the 
capabili�es of the computer so�ware or provide instruc�ons for using the so�ware. 
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 (6) "Covered Government support contractor" means a contractor (other than a li�ga�on support 
contractor covered by 252.204-7014) under a contract, the primary purpose of which is to furnish  
 
independent and impar�al advice or technical assistance directly to the Government in support of the 
Government’s management and oversight of a program or effort (rather than to directly furnish an end item 
or service to accomplish a program or effort), provided that the contractor— 
 
    (i) Is not affiliated with the prime contractor or a first-�er subcontractor on the program or 
effort, or with any direct compe�tor of such prime contractor or any such first-�er subcontractor in furnishing 
end items or services of the type developed or produced on the program or effort; and 
 
  (ii) Receives access to technical data or computer so�ware for performance of a Government 
contract that contains the clause at 252.227-7025, Limita�ons on the Use or Disclosure of Government-
Furnished Informa�on Marked with Restric�ve Legends. 
 
 (7) “Developed” means that— 
 
  (i) A computer program has been successfully operated in a computer and tested to the 
extent sufficient to demonstrate to reasonable persons skilled in the art that the program can reasonably be 
expected to perform its intended purpose; 
 
  (ii) Computer so�ware, other than computer programs, has been tested or analyzed to the 
extent sufficient to demonstrate to reasonable persons skilled in the art that the so�ware can reasonably be 
expected to perform its intended purpose; or 
 
  (iii) Computer so�ware documenta�on required to be delivered under a contract has been 
writen, in any medium, in sufficient detail to comply with requirements under that contract. 
 
 (8) “Developed exclusively at private expense” means development was accomplished en�rely with 
costs charged to indirect cost pools, costs not allocated to a government contract, or any combina�on 
thereof. 
 
  (i) Private expense determina�ons should be made at the lowest prac�cable level. 
 
  (ii) Under fixed-price contracts, when total costs are greater than the firm-fixed-price or 
ceiling price of the contract, the addi�onal development costs necessary to complete development shall not 
be considered when determining whether development was at government, private, or mixed expense. 
 
 (9) “Developed exclusively with government funds” means development was not accomplished 
exclusively or par�ally at private expense. 
 
 (10) “Developed with mixed funding” means development was accomplished par�ally with costs 
charged to indirect cost pools and/or costs not allocated to a government contract, and par�ally with costs 
charged directly to a government contract. 
 
 (11) “Government purpose” means any ac�vity in which the United States Government is a party, 
including coopera�ve agreements with interna�onal or mul�-na�onal defense organiza�ons or sales or 
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transfers by the United States Government to foreign governments or interna�onal organiza�ons. 
Government purposes include compe��ve procurement, but do not include the rights to use, modify,  
 
 
reproduce, release, perform, display, or disclose computer so�ware or computer so�ware documenta�on for 
commercial purposes or authorize others to do so. 
 
 (12) “Government purpose rights” means the rights to— 
 
  (i) Use, modify, reproduce, release, perform, display, or disclose computer so�ware or 
computer so�ware documenta�on within the Government without restric�on; and 
 
  (ii) Release or disclose computer so�ware or computer so�ware documenta�on outside the 
Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, 
release, perform, display, or disclose the so�ware or documenta�on for United States government purposes. 
 
 (13) “Minor modifica�on” means a modifica�on that does not significantly alter the 
nongovernmental func�on or purpose of the so�ware or is of the type customarily provided in the 
commercial marketplace. 
 
 (14) “Other than commercial computer so�ware” means so�ware that does not qualify as 
commercial computer so�ware under the defini�on of “commercial computer so�ware” of this clause. 
 
 (15) “Restricted rights” apply only to other than commercial computer so�ware and mean the 
Government's rights to— 
 
  (i) Use a computer program with one computer at one �me. The program may not be 
accessed by more than one terminal or central processing unit or �me shared unless otherwise permited by 
this contract; 
 
  (ii) Transfer a computer program to another Government agency without the further 
permission of the Contractor if the transferor destroys all copies of the program and related computer 
so�ware documenta�on in its possession and no�fies the licensor of the transfer. Transferred programs 
remain subject to the provisions of this clause; 
 
  (iii) Make a reasonable number of copies of the computer so�ware required for the 
purposes of safekeeping (archive), backup, or modifica�on, or other ac�vi�es authorized in paragraphs 
(a)(15)(i), (ii), and (iv) through (vii) of this clause; 
 
  (iv) Modify computer so�ware provided that the Government may— 
 
   (A) Use the modified so�ware only as provided in paragraphs (a)(15)(i) and (iii) of 
this clause; and 
 
   (B) Not release or disclose the modified so�ware except as provided in paragraphs 
(a)(15)(ii), (v), (vi) and (vii) of this clause; 
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  (v) Use, and permit contractors or subcontractors performing service contracts (see 37.101 
of the Federal Acquisi�on Regula�on) in support of this or a related contract to use computer so�ware to 
diagnose and correct deficiencies in a computer program, to modify computer so�ware to enable a computer 
program to be combined with, adapted to, or merged with other computer programs or when necessary to 
respond to urgent tac�cal situa�ons, provided that— 
 
  (A) The Government no�fies the party which has granted restricted rights that any such 
release or disclosure to par�cular contractors or subcontractors was made; 
 
  (B) Such contractors or subcontractors are subject to the use and nondisclosure agreement 
at 227.7103-7 of the Defense Federal Acquisi�on Regula�on Supplement (DFARS) or are Government 
contractors receiving access to the so�ware for performance of a Government contract that contains the 
clause at DFARS 252.227-7025, Limita�ons on the Use or Disclosure of Government-Furnished Informa�on 
Marked with Restric�ve Legends; 
 
  (C) The Government shall not permit the recipient to decompile, disassemble, or reverse 
engineer the so�ware, or use so�ware decompiled, disassembled, or reverse engineered by the Government 
pursuant to paragraph (a)(15)(iv) of this clause, for any other purpose; and 
 
  (D) Such use is subject to the limita�ons in paragraphs (a)(15)(i) through (iii) of this clause; 
 
   (vi) Use, and permit contractors or subcontractors performing emergency repairs or 
overhaul of items or components of items procured under this or a related contract to use, the computer 
so�ware when necessary to perform the emergency repairs or overhaul, or to modify the computer so�ware 
to reflect the repairs or overhaul made, provided that— 
 
    (A) The intended recipient is subject to the use and nondisclosure 
agreement at DFARS 227.7103-7 or is a Government contractor receiving access to the so�ware for 
performance of a Government contract that contains the clause at DFARS 252.227-7025 , Limita�ons on the 
Use or Disclosure of Government-Furnished Informa�on Marked with Restric�ve Legends; 
 
    (B) The Government shall not permit the recipient to decompile, 
disassemble, or reverse engineer the so�ware, or use so�ware decompiled, disassembled, or reverse 
engineered by the Government pursuant to paragraph (a)(15)(iv) of this clause, for any other purpose; and 
 
    (C) Such use is subject to the limita�ons in paragraphs (a)(15)(i) through (iii) 
of this clause; and 
 
     (vii) Use, modify, reproduce, perform, display, or release or disclose 
computer so�ware to a person authorized to receive restricted rights computer so�ware for management 
and oversight of a program or effort, and permit covered Government support contractors in the 
performance of covered Government support contracts that contain the clause at 252.227-7025 , Limita�ons 
on the Use or Disclosure of Government-Furnished Informa�on Marked with Restric�ve Legends, to use, 
modify, reproduce, perform, display, or release or disclose the computer so�ware to a person authorized to 
receive restricted rights computer so�ware, provided that— 
 
  (A) The Government shall not permit the covered Government support contractor to 
decompile, disassemble, or reverse engineer the so�ware, or use so�ware decompiled, disassembled, or  
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reverse engineered by the Government pursuant to paragraph (a)(15)(iv) of this clause, for any other 
purpose; and 
 
  (B) Such use is subject to the limita�ons in paragraphs (a)(15)(i) through (iv) of this clause. 
 
 (16) “Unlimited rights” means rights to use, modify, reproduce, release, perform, display, or disclose 
computer so�ware or computer so�ware documenta�on in whole or in part, in any manner and for any 
purpose whatsoever, and to have or authorize others to do so. 
 
(b) Rights in computer so�ware or computer so�ware documenta�on. The Contractor grants or shall obtain 
for the Government the following royalty free, worldwide, nonexclusive, irrevocable license rights in other 
than commercial computer so�ware or computer so�ware documenta�on. All rights not granted to the 
Government are retained by the Contractor. 
 
 (1) Unlimited rights. The Government shall have unlimited rights in— 
 
  (i) Computer so�ware developed exclusively with Government funds; 
 
  (ii) Computer so�ware documenta�on required to be delivered under this contract; 
 
  (iii) Correc�ons or changes to computer so�ware or computer so�ware documenta�on 
furnished to the Contractor by the Government; 
 
  (iv) Computer so�ware or computer so�ware documenta�on that is otherwise publicly 
available or has been released or disclosed by the Contractor or subcontractor without restric�on on further 
use, release or disclosure, other than a release or disclosure resul�ng from the sale, transfer, or other 
assignment of interest in the so�ware to another party or the sale or transfer of some or all of a business 
en�ty or its assets to another party; 
 
  (v) Computer so�ware or computer so�ware documenta�on obtained with unlimited rights 
under another Government contract or as a result of nego�a�ons; or 
 
  (vi) Computer so�ware or computer so�ware documenta�on furnished to the Government, 
under this or any other Government contract or subcontract thereunder with— 
 
   (A) Restricted rights in computer so�ware, limited rights in technical data, or 
government purpose license rights and the restric�ve condi�ons have expired; or 
 
   (B) Government purpose rights and the Contractor's exclusive right to use such 
so�ware or documenta�on for commercial purposes has expired. 
 
 (2) Government purpose rights. 
 
  (i) Except as provided in paragraph (b)(1) of this clause, the Government shall have 
government purpose rights in computer so�ware developed with mixed funding. 
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  (ii) Government purpose rights shall remain in effect for a period of five years unless a 
different period has been nego�ated. Upon expira�on of the five-year or other nego�ated period, the 
Government shall have unlimited rights in the computer so�ware or computer so�ware documenta�on. The 
government purpose rights period shall commence upon execu�on of the contract, subcontract, leter 
contract (or similar contractual instrument), contract modifica�on, or op�on exercise that required 
development of the computer so�ware. 
 
  (iii) The Government shall not release or disclose computer so�ware in which it has 
government purpose rights to any other person unless— 
 
   (A) Prior to release or disclosure, the intended recipient is subject to the use and 
non-disclosure agreement at DFARS 227.7103-7 ; or 
 
  (B) The recipient is a Government contractor receiving access to the so�ware or 
documenta�on for performance of a Government contract that contains the clause at DFARS 252.227-7025 , 
Limita�ons on the Use or Disclosure of Government Furnished Informa�on Marked with Restric�ve Legends. 
 
 (3) Restricted rights. 
 
  (i) The Government shall have restricted rights in other than commercial computer so�ware 
required to be delivered or otherwise provided to the Government under this contract that were developed 
exclusively at private expense. 
  
  (ii) The Contractor, its subcontractors, or suppliers are not required to provide the 
Government addi�onal rights in other than commercial computer so�ware delivered or otherwise provided 
to the Government with restricted rights. However, if the Government desires to obtain addi�onal rights in 
such so�ware, the Contractor agrees to promptly enter into nego�a�ons with the Contrac�ng Officer to 
determine whether there are acceptable terms for transferring such rights. All other than commercial 
computer so�ware in which the Contractor has granted the Government addi�onal rights shall be listed or 
described in a license agreement made part of the contract (see paragraph (b)(4) of this clause). The license 
shall enumerate the addi�onal rights granted the Government. 
 
  (iii) The Contractor acknowledges that— 
 
   (A) Restricted rights computer so�ware is authorized to be released or disclosed to 
covered Government support contractors; 
 
   (B) The Contractor will be no�fied of such release or disclosure; 
 
   (C) The Contractor (or the party asser�ng restric�ons, as iden�fied in the restricted 
rights legend) may require each such covered Government support contractor to enter into a non-disclosure 
agreement directly with the Contractor (or the party asser�ng restric�ons) regarding the covered 
Government support contractor’s use of such so�ware, or alterna�vely, that the Contractor (or party 
asser�ng restric�ons) may waive in wri�ng the requirement for a non-disclosure agreement; and 
 
   (D) Any such non-disclosure agreement shall address the restric�ons on the covered 
Government support contractor's use of the restricted rights so�ware as set forth in the clause at 252.227- 
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7025, Limita�ons on the Use or Disclosure of Government-Furnished Informa�on Marked with Restric�ve 
Legends. The non-disclosure agreement shall not include any addi�onal terms and condi�ons unless mutually 
agreed to by the par�es to the non-disclosure agreement. 
 
 (4) Specifically nego�ated license rights. 
 
  (i) The standard license rights granted to the Government under paragraphs (b)(1) through 
(b)(3) of this clause, including the period during which the Government shall have government purpose rights 
in computer so�ware, may be modified by mutual agreement to provide such rights as the par�es consider 
appropriate but shall not provide the Government lesser rights in computer so�ware than are enumerated in 
the defini�on of “restricted rights” of this clause or lesser rights in computer so�ware documenta�on than 
are enumerated in paragraph (a)(14) of the Rights in Technical Data—Other Than Commercial Products and 
Commercial Services clause of this contract. 
 
  (ii) Any rights so nego�ated shall be iden�fied in a license agreement made part of this 
contract. 
 
 (5) Prior government rights. Computer so�ware or computer so�ware documenta�on that will be 
delivered, furnished, or otherwise provided to the Government under this contract, in which the Government 
has previously obtained rights shall be delivered, furnished, or provided with the pre-exis�ng rights, unless— 
  
  (i) The par�es have agreed otherwise; or 
 
  (ii) Any restric�ons on the Government's rights to use, modify, reproduce, release, perform, 
display, or disclose the data have expired or no longer apply. 
 
 (6) Release from liability. The Contractor agrees to release the Government from liability for any 
release or disclosure of computer so�ware made in accordance with paragraph (a)(15) or (b)(2)(iii) of this 
clause, in accordance with the terms of a license nego�ated under paragraph (b)(4) of this clause, or by 
others to whom the recipient has released or disclosed the so�ware, and to seek relief solely from the party 
who has improperly used, modified, reproduced, released, performed, displayed, or disclosed Contractor 
so�ware marked with restric�ve legends. 
 
(c) Rights in deriva�ve computer so�ware or computer so�ware documenta�on. The Government shall retain 
its rights in the unchanged por�ons of any computer so�ware or computer so�ware documenta�on 
delivered under this contract that the Contractor uses to prepare, or includes in, deriva�ve computer 
so�ware or computer so�ware documenta�on. 
 
(d) Third party copyrighted computer so�ware or computer so�ware documenta�on. The Contractor shall 
not, without the writen approval of the Contrac�ng Officer, incorporate any copyrighted computer so�ware 
or computer so�ware documenta�on in the so�ware or documenta�on to be delivered under this contract 
unless the Contractor is the copyright owner or has obtained for the Government the license rights necessary 
to perfect a license or licenses in the deliverable so�ware or documenta�on of the appropriate scope set 
forth in paragraph (b) of this clause, and prior to delivery of such— 
 
 (1) Computer so�ware, has provided a statement of the license rights obtained in a form acceptable 
to the Contrac�ng Officer; or 
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 (2) Computer so�ware documenta�on has affixed to the transmital document a statement of the 
license rights obtained. 
 
(e) Iden�fica�on and delivery of computer so�ware and computer so�ware documenta�on to be furnished 
with restric�ons on use, release, or disclosure. 
 
 (1) This paragraph does not apply to restric�ons based solely on copyright. 
 
 (2) Except as provided in paragraph (e)(3) of this clause, computer so�ware that the Contractor 
asserts should be furnished to the Government with restric�ons on use, release, or disclosure is iden�fied in 
an atachment to this contract (the Atachment). The Contractor shall not deliver any so�ware with restric�ve 
markings unless the so�ware is listed on the Atachment. 
 
 (3) In addi�on to the asser�ons made in the Atachment, other asser�ons may be iden�fied a�er 
award when based on new informa�on or inadvertent omissions unless the inadvertent omissions would 
have materially affected the source selec�on decision. Such iden�fica�on and asser�on shall be submited to  
the Contrac�ng Officer as soon as prac�cable prior to the scheduled date for delivery of the so�ware, in the 
following format, and signed by an official authorized to contractually obligate the Contractor: 
 
Iden�fica�on and Asser�on of Restric�ons on the Government's Use, Release, or Disclosure of Computer 
So�ware. 
 
The Contractor asserts for itself, or the persons iden�fied below, that the Government's rights to use, release, 
or disclose the following computer so�ware should be restricted: 
 

Computer Software to 
be Furnished with 
Restrictions* 

Basis for Assertion** Asserted Rights 
Category*** 

Name of Person 
Asserting 
Restrictions**** 

    
    
    
    

*Generally, development at private expense, either exclusively or par�ally, is the only basis for asser�ng 
restric�ons on the Government's rights to use, release, or disclose computer so�ware. 
 
**Indicate whether development was exclusively or par�ally at private expense. If development was not at 
private expense, enter the specific reason for asser�ng that the Government's rights should be restricted. 
 
***Enter asserted rights category (e.g., restricted or government purpose rights in computer so�ware, 
government purpose license rights from a prior contract, rights in SBIR so�ware generated under another 
contract, or specifically nego�ated licenses). 
 
****Corpora�on, individual, or other person, as appropriate. 
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Date ______________________________ 
Printed Name and Title ______________________________ 
 ______________________________ 
Signature ______________________________ 
  
(End of iden�fica�on and asser�on) 
 
 (4) When requested by the Contrac�ng Officer, the Contractor shall provide sufficient informa�on to 
enable the Contrac�ng Officer to evaluate the Contractor's asser�ons. The Contrac�ng Officer reserves the 
right to add the Contractor's asser�ons to the Atachment and validate any listed asser�on, at a later date, in 
accordance with the procedures of the Valida�on of Asserted Restric�ons—Computer So�ware clause of this 
contract. 
 
(f) Marking requirements. The Contractor, and its subcontractors or suppliers, may only assert restric�ons on 
the Government's rights to use, modify, reproduce, release, perform, display, or disclose computer so�ware 
by marking the deliverable so�ware or documenta�on subject to restric�on. Except as provided in paragraph 
(f)(5) of this clause, only the following legends are authorized under this contract: the government purpose  
rights legend at paragraph (f)(2) of this clause; the restricted rights legend at paragraph (f)(3) of this clause; or 
the special license rights legend at paragraph (f)(4) of this clause; and/or a no�ce of copyright as prescribed 
under 17 U.S.C. 401 or 402. 
 
 (1) General marking instruc�ons. The Contractor, or its subcontractors or suppliers, shall 
conspicuously and legibly mark the appropriate legend on all computer so�ware that qualify for such 
markings. The authorized legends shall be placed on the transmital document or so�ware storage container 
and each page, or por�ons thereof, of printed material containing computer so�ware for which restric�ons 
are asserted. Computer so�ware transmited directly from one computer or computer terminal to another 
shall contain a no�ce of asserted restric�ons. However, instruc�ons that interfere with or delay the opera�on 
of computer so�ware in order to display a restric�ve rights legend or other license statement at any �me 
prior to or during use of the computer so�ware, or otherwise cause such interference or delay, shall not be 
inserted in so�ware that will or might be used in combat or situa�ons that simulate combat condi�ons, 
unless the Contrac�ng Officer's writen permission to deliver such so�ware has been obtained prior to 
delivery. Reproduc�ons of computer so�ware or any por�ons thereof subject to asserted restric�ons, shall 
also reproduce the asserted restric�ons. 
 
 (2) Government purpose rights markings. Computer so�ware delivered or otherwise furnished to the 
Government with government purpose rights shall be marked as follows: 
 
GOVERNMENT PURPOSE RIGHTS 

Contract No. Contractor Name Contractor Address Expiration Date 
    
    
    
    

The Government's rights to use, modify, reproduce, release, perform, display, or disclose this so�ware are 
restricted by paragraph (b)(2) of the Rights in Other Than Commercial Computer So�ware and Other Than  
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Commercial Computer So�ware Documenta�on clause contained in the above iden�fied contract. No 
restric�ons apply a�er the expira�on date shown above. Any reproduc�on of the so�ware or por�ons 
thereof marked with this legend must also reproduce the markings. 
 
(End of legend) 
 
 (3) Restricted rights markings. So�ware delivered or otherwise furnished to the Government with 
restricted rights shall be marked with the following legend: 
 
RESTRICTED RIGHTS 
 

Contract No. Contractor Name Contractor Address 
   
   
   
   

 
The Government's rights to use, modify, reproduce, release, perform, display, or disclose this so�ware are 
restricted by paragraph (b)(3) of the Rights in Other Than Commercial Computer So�ware and Other Than 
Commercial Computer So�ware Documenta�on clause contained in the above iden�fied contract. Any 
reproduc�on of computer so�ware or por�ons thereof marked with this legend must also reproduce the 
markings. Any person, other than the Government, who has been provided access to such so�ware must 
promptly no�fy the above-named Contractor. 
 
(End of legend) 
 
 (4) Special license rights markings. 
 
(i) Computer so�ware or computer so�ware documenta�on in which the Government's rights stem from a 
specifically nego�ated license shall be marked with the following legend: 
 
SPECIAL LICENSE RIGHTS 
 
The Government's rights to use, modify, reproduce, release, perform, display, or disclose these data are 
restricted by: 

Contract No. License No. and/or License Identifier 
  

Any reproduction of computer software, computer software documentation, or portions thereof marked 
with this legend must also reproduce the markings. 
 
(End of legend) 
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 (ii) For purposes of this clause, special licenses do not include government purpose license rights 
acquired under a prior contract (see paragraph (b)(5) of this clause). 
 
 (5) Pre-exis�ng markings. If the terms of a prior contract or license permited the Contractor to 
restrict the Government's rights to use, modify, release, perform, display, or disclose computer so�ware or 
computer so�ware documenta�on and those restric�ons are s�ll applicable, the Contractor may mark such 
so�ware or documenta�on with the appropriate restric�ve legend for which the so�ware qualified under the 
prior contract or license. The marking procedures in paragraph (f)(1) of this clause shall be followed. 
 
(g) Contractor procedures and records. Throughout performance of this contract, the Contractor and its 
subcontractors or suppliers that will deliver computer so�ware or computer so�ware documenta�on with 
other than unlimited rights, shall— 
 
 (1) Have, maintain, and follow writen procedures sufficient to assure that restric�ve markings are 
used only when authorized by the terms of this clause; and 
 
 (2) Maintain records sufficient to jus�fy the validity of any restric�ve markings on computer so�ware 
or computer so�ware documenta�on delivered under this contract. 
 
(h) Removal of unjus�fied and nonconforming markings. 
 
 (1) Unjus�fied computer so�ware or computer so�ware documenta�on markings. The rights and 
obliga�ons of the par�es regarding the valida�on of restric�ve markings on computer so�ware or computer 
so�ware documenta�on furnished or to be furnished under this contract are contained in the Valida�on of 
Asserted Restric�ons—Computer So�ware and the Valida�on of Restric�ve Markings on Technical Data 
clauses of this contract, respec�vely. Notwithstanding any provision of this contract concerning inspec�on 
and acceptance, the Government may ignore or, at the Contractor's expense, correct or strike a marking if, in 
accordance with the procedures of those clauses, a restric�ve marking is determined to be unjus�fied. 
 
 (2) Nonconforming computer so�ware or computer so�ware documenta�on markings. A 
nonconforming marking is a marking placed on computer so�ware or computer so�ware documenta�on 
delivered or otherwise furnished to the Government under this contract that is not in the format authorized 
by this contract. Correc�on of nonconforming markings is not subject to the Valida�on of Asserted 
Restric�ons—Computer So�ware or the Valida�on of Restric�ve Markings on Technical Data clause of this 
contract. If the Contrac�ng Officer no�fies the Contractor of a nonconforming marking or markings and the 
Contractor fails to remove or correct such markings within sixty (60) days, the Government may ignore or, at 
the Contractor's expense, remove or correct any nonconforming markings. 
 
  (i) Rela�on to patents. Nothing contained in this clause shall imply a license to the 
Government under any patent or be construed as affec�ng the scope of any license or other right otherwise 
granted to the Government under any patent. 
 
(j) Limita�on on charges for rights in computer so�ware or computer so�ware documenta�on. 
 
 (1) The Contractor shall not charge to this contract any cost, including but not limited to license fees, 
royal�es, or similar charges, for rights in computer so�ware or computer so�ware documenta�on to be 
delivered under this contract when— 
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  (i) The Government has acquired, by any means, the same or greater rights in the so�ware 
or documenta�on; or 
 
  (ii) The so�ware or documenta�on are available to the public without restric�ons. 
 
 (2) The limita�on in paragraph (j)(1) of this clause— 
 
  (i) Includes costs charged by a subcontractor or supplier, at any �er, or costs incurred by the 
Contractor to acquire rights in subcontractor or supplier computer so�ware or computer so�ware 
documenta�on, if the subcontractor or supplier has been paid for such rights under any other Government 
contract or under a license conveying the rights to the Government; and 
 
  (ii) Does not include the reasonable costs of reproducing, handling, or mailing the 
documents or other media in which the so�ware or documenta�on will be delivered. 
 
(k) Applicability to subcontractors or suppliers. 
 
 (1) Whenever any other than commercial computer so�ware or computer so�ware documenta�on is 
to be obtained from a subcontractor or supplier for delivery to the Government under this contract, the 
Contractor shall use this same clause in its subcontracts or other contractual instruments, and require its 
subcontractors or suppliers to do so, without altera�on, except to iden�fy the par�es. No other clause shall 
be used to enlarge or diminish the Government's, the Contractor's, or a higher �er subcontractor's or 
supplier's rights in a subcontractor's or supplier's computer so�ware or computer so�ware documenta�on. 
 
 (2) The Contractor and higher �er subcontractors or suppliers shall not use their power to award 
contracts as economic leverage to obtain rights in computer so�ware or computer so�ware documenta�on 
from their subcontractors or suppliers. 
 
 (3) The Contractor shall ensure that subcontractor or supplier rights are recognized and protected in 
the iden�fica�on, asser�on, and delivery processes required by paragraph (e) of this clause. 
 
 (4) In no event shall the Contractor use its obliga�on to recognize and protect subcontractor or 
supplier rights in computer so�ware or computer so�ware documenta�on as an excuse for failing to sa�sfy 
its contractual obliga�on to the Government. 
 
(End of clause) 

252.227-7017 IDENTIFICATION AND ASSERTION OF USE, RELEASE, OR DISCLOSURE RESTRICTIONS (JAN 
2011) 

(Applicable to all Purchase Orders. Applies to Commercial and Non-Commercial procurements.) 

(a) The terms used in this provision are defined in following clause or clauses contained in this solicitation— 

 (1) If a successful offeror will be required to deliver technical data, the Rights in Technical Data—
Noncommercial Items clause, or, if this solicitation contemplates a contract under the Small Business  
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Innovation Research Program, the Rights in Noncommercial Technical Data and Computer Software—Small 
Business Innovation Research (SBIR) Program clause. 
 
 (2) If a successful offeror will not be required to deliver technical data, the Rights in Noncommercial 
Computer Software and Noncommercial Computer Software Documentation clause, or, if this solicitation 
contemplates a contract under the Small Business Innovation Research Program, the Rights in 
Noncommercial Technical Data and Computer Software—Small Business Innovation Research (SBIR) Program 
clause. 
 
(b) The identification and assertion requirements in this provision apply only to technical data, including 
computer software documentation, or computer software to be delivered with other than unlimited rights. 
For contracts to be awarded under the Small Business Innovation Research Program, the notification and 
identification requirements do not apply to technical data or computer software that will be generated under 
the resulting contract. Notification and identification is not required for restrictions based solely on 
copyright. 
 
(c) Offers submitted in response to this solicitation shall identify, to the extent known at the time an offer is 
submitted to the Government, the technical data or computer software that the Offeror, its subcontractors 
or suppliers, or potential subcontractors or suppliers, assert should be furnished to the Government with 
restrictions on use, release, or disclosure. 
 
(d) The Offeror's assertions, including the assertions of its subcontractors or suppliers or potential 
subcontractors or suppliers, shall be submitted as an attachment to its offer in the following format, dated 
and signed by an official authorized to contractually obligate the Offeror: 
 
Identification and Assertion of Restrictions on the Government's Use, Release, or Disclosure of Technical 
Data or Computer Software. 
 
The Offeror asserts for itself, or the persons identified below, that the Government's rights to use, release, or 
disclose the following technical data or computer software should be restricted: 
 

Technical Data or 
Computer Software to 
be Furnished with 
Restrictions* 

Basis for Assertion** Asserted Rights 
Category*** 

Name of Person 
Asserting 
Restrictions**** 

    
    
    
    

*For technical data (other than computer software documentation) pertaining to items, components, or 
processes developed at private expense, identify both the deliverable technical data and each such item, 
component, or process. For computer software or computer software documentation identify the software 
or documentation. 
 
**Generally, development at private expense, either exclusively or partially, is the only basis for asserting 
restrictions. For technical data, other than computer software documentation, development refers to  
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development of the item, component, or process to which the data pertain. The Government's rights in 
computer software documentation generally may not be restricted. For computer software, development 
refers to the software. Indicate whether development was accomplished exclusively or partially at private 
expense. If development was not accomplished at private expense, or for computer software documentation, 
enter the specific basis for asserting restrictions. 
 
***Enter asserted rights category (e.g., government purpose license rights from a prior contract, rights in 
SBIR data generated under another contract, limited, restricted, or government purpose rights under this or a 
prior contract, or specially negotiated licenses). 
 
****Corporation, individual, or other person, as appropriate. 
 
*****Enter “none” when all data or software will be submitted without restrictions 
 
Date _________________________________ 
Printed Name and Title _________________________________ 
 _________________________________ 
Signature _________________________________ 
 
(End of identification and assertion) 
 
(e) An offeror's failure to submit, complete, or sign the notification and identification required by paragraph  
 
(d) of this provision with its offer may render the offer ineligible for award. 
 
(f) If the Offeror is awarded a contract, the assertions identified in paragraph (d) of this provision shall be 
listed in an attachment to that contract. Upon request by the Contracting Officer, the Offeror shall provide 
sufficient information to enable the Contracting Officer to evaluate any listed assertion. 
 
(End of provision) 
 
252.239-7016 TELECOMMUNICATIONS SECURITY EQUIPMENT, DEVICES, TECHNIQUES, AND SERVICES (DEC 
1991) 
 
(Applicable to all Purchase Orders which require securing telecommunications. Applies to Commercial and 
Non-Commercial procurements.) 
 
(a) Definitions. As used in this clause— 
 
 (1) “Securing” means the application of Government-approved telecommunications security 
equipment, devices, techniques, or services to contractor telecommunications systems. 
 
 (2) “Sensitive information” means any information the loss, misuse, or modification of which, or 
unauthorized access to, could adversely affect the national interest or the conduct of Federal programs, or 
the privacy to which individuals are entitled under 5 U.S.C. 552a (the Privacy Act), but which has not been  
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specifically authorized under criteria established by an Executive Order or Act of Congress to be kept secret in 
the interest of national defense or foreign policy. 
 
 (3) “Telecommunications systems” means voice, record, and data communications, including 
management information systems and local data networks that connect to external transmission media, 
when employed by Government agencies, contractors, and subcontractors to transmit— 
 
  (i) Classified or sensitive information; 
   
  (ii) Matters involving intelligence activities, cryptologic activities related to national security, 
the command and control of military forces, or equipment that is an integral part of a weapon or weapons 
system; or 
  (iii) Matters critical to the direct fulfillment of military or intelligence missions. 
 
(b) This solicitation/contract identifies classified or sensitive information that requires securing during 
telecommunications and requires the Contractor to secure telecommunications systems. The Contractor 
agrees to secure information and systems at the following location: (Identify the location.) 
 
(c) To provide the security, the Contractor shall use Government-approved telecommunications equipment, 
devices, techniques, or services. A list of the approved equipment, etc. may be obtained from (identify where 
list can be obtained). Equipment, devices, techniques, or services used by the Contractor must be compatible 
or interoperable with (list and identify the location of any telecommunications security equipment, device, 
technique, or service currently being used by the technical or requirements organization or other offices with 
which the Contractor must communicate). 
 
(d) Except as may be provided elsewhere in this contract, the Contractor shall furnish all telecommunications 
security equipment, devices, techniques, or services necessary to perform this contract. The Contractor must 
meet ownership eligibility conditions for communications security equipment designated as controlled 
cryptographic items. 
 
(e) The Contractor agrees to include this clause, including this paragraph (e), in all subcontracts which require 
securing telecommunications. 
 
(End of clause) 
 
 


