
Raytheon Company - Unrestricted Content 

This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms 
Regulations or the U.S. Export Administration Regulations. 

 
Flow Down Attachment FDA-2020 

 

Business Unit: Raytheon 
Customer Contract Number:    
Prime Contract Number:  N00104-24-P-QA21 
Task Order/Delivery Order Number:  
Modification Number:  
DPAS Rating:   
DUNS Number:  
Date of Creation: Aug 14, 2024 
 

The following customer contract requirements apply to this Purchase Order to the extent indicated below 
and are hereby incorporated into the Purchase Order by full text or by reference with the same force and 
effect as if they were given in full text.  Upon Seller's request, Buyer's Purchasing Representative will make 
their full text available.  Also, the full text of a FAR or DFARS provision or clause may be accessed 
electronically at these addresses: http://farsite.hill.af.mil/ or https://www.acquisition.gov/far/: 

In all provisions and clauses listed herein, terms shall be revised to suitably identify the party to 
establish Seller’s obligations to Buyer and to the Government, and to enable Buyer to meet its 
obligations under the prime contract. Without limiting the generality of the foregoing, and except 
where further clarified or modified below, the term “Government” and equivalent phrases shall mean 
“Buyer”, the term “Contracting Officer” shall mean “Buyer’s Purchasing Representative", the term 
“Contractor” or “Offeror” shall mean “Seller”, “Subcontractor” shall mean “Seller’s Subcontractor” 
under this Purchase Order, and the term “Contract” shall mean this “Purchase Order”.  For the 
avoidance of doubt, the words “Government” and “Contracting Officer” do not change: (1) when a right, 
act, authorization or obligation can be granted or performed only by the Government or the prime 
contract Contracting Officer or duly authorized representative, such as in FAR 52.227-1 and FAR 52.227-
2 or (2) when title to property is to be transferred directly to the Government.  Seller shall incorporate 
into each lower tier contract issued in support of this Purchase Order all applicable FAR and DFARS 
provisions and clauses in accordance with the flow down requirements specified in such clauses. 
Nothing in this Purchase Order grants Seller a direct right of action against the Government. If any of 
the following FAR or DFARS clauses do not apply to this Purchase Order, such clauses are considered to 
be self-deleting.  

 
CLAUSES INCORPORATED BY REFERENCE: 
 

 

  

http://farsite.hill.af.mil/
https://www.acquisition.gov/far/
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Clause Number 

 

Clause Date 

 

Title 

 

Applicability (Reference to 'Purchase Orders' includes underlying 
Solicitations) 

 
 
CLAUSES INCORPORATED IN FULL TEXT: 
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- 

 
252.211-7003 (CONT) ITEM UNIQUE IDENTIFICATION AND VALUATION JAN 2023 
 

"Concatenated unique item identifier" means- (1) For items that are serialized within the enterprise identifier, the linking together of the unique 
identifier data elements in order of the issuing agency code, enterprise identifier, and unique serial number within the enterprise identifier; or 
(2) For items that are serialized within the original part, lot, or batch number, the linking together of the unique identifier data elements in order 
of the issuing agency code; enterprise identifier; original part, lot, or batch number; and serial number within the original part, lot, or batch 
number. "Data matrix" means a two-dimensional matrix symbology, which is made up of square or, in some cases, round modules arranged 
within a perimeter finder pattern and uses the Error Checking and Correction 200 (ECC200) specification found within International Standards 
Organization (ISO)/International Electrotechnical Commission (IEC) 16022. "Data qualifier' means a specified character (or string of characters) 
that immediately precedes a data field that defines the general category or intended use of the data that follows. "DoD recognized unique 
identification equivalent" means a unique identification method that is in commercial use and has been recognized by DoD. All DoD recognized 
unique identification equivalents are listed at https://www.acq.osd.mil/asda/dpc/ce/ds/unique-id.html "DoD item unique identification" means 
a system of marking items delivered to DoD with unique item identifiers that have machine-readable data elements to distinguish an item from 
all other like and unlike items. For items that are serialized within the enterprise identifier, the unique item identifier shall include the data 
elements of the enterprise identifier and a unique serial number. For items that are serialized within the part, lot, or batch number within the 
enterprise identifier, the unique item identifier shall include the  data elements of the enterprise identifier; the original part, lot or batch number; 
and the serial number. "Enterprise" means the entity (e.g., a manufacturer or vendor) responsible for  assigning unique item identifiers to items. 
"Enterprise identifier" means a code that is uniquely assigned to an enterprise by an issuing agency. "Government's unit acquisition cost" means- 
(1) For fixed-price type line, subline, or exhibit line items, the unit price identified in the contract at the time of delivery; (2) For cost-type or 
undefinitized line, subline, or exhibit line items, the Contractor's estimated fully burdened unit cost to the Government at the time of delivery; 
and (3) For items produced under a time-and-materials contract, the Contractor's estimated fully burdened unit cost to the Government at the 
time of delivery. "Issuing agency" means an organization responsible for assigning a globally unique identifier to an enterprise, as indicated in the 
Register of Issuing Agency Codes for ISO/IEC 15459, located at http://www.aimglobal.org/?Reg_Authority15459. "Issuing agency code" means a 
code that designates the registration (or controlling) authority for the enterprise identifier.  "Item" means a single hardware article or a single 
unit formed by a grouping of subassemblies, components, or constituent parts. "Lot or batch number" means an identifying number assigned by 
the enterprise to a designated group of items, usually referred to as either a lot or a batch, all of which were manufactured under identical 
conditions. "Machine-readable" means an automatic identification technology media, such as  bar codes, contact memory buttons, radio 
frequency identification, or optical memory cards. N00104-24-P-QA21 

 
52.246-2 INSPECTION OF SUPPLIES--FIXED-PRICE AUG 1996 
 

This clause is incorporated by reference with the same force and effect as if it were given in full text. ( < > ) Alternate I (JUL 1985) applies when a 
fixed-price incentive contract is contemplated. ( < > ) Alternate II (JUL 1985) applies when a fixed-ceiling-price contract with  retroactive price 
redetermination is contemplated.  INSPECTION AND ACCEPTANCE OF SUPPLIES < >  1. Inspection of Supplies shall be performed at the contractor 
location shown on Page One by the Contract Administration Office (CAO) also shown on Page One, unless otherwise specified below: <X>  
Manufacturing Site at <06KG9>  by the Manufacturing Site CAO <S3605A> . < >  Subcontractor's Sites at < >  by the Subcontractor Site CAO < > . 
< >  Packaging Site at < >  by the Packaging Site CAO < > . < >  DCMA Naval Special Emphasis Operations < > . < >  2. Final Acceptance of Supplies 
and Packaging shall be performed at the contractor's location on Page One by the Contract Administration Office (CAO) also shown on Page One, 
unless otherwise specified below: <X>  Manufacturing Site at <06KG9>  by the Manufacturing Site CAO <S3605A> . < >  Subcontractor's Site at < 
>  by the Subcontractor Site CAO < > . < >  Packaging Site at < >  by the Packaging Site CAO < > . < >  DCMA Naval Special Emphasis Operations < > 
17  OF  43 N00104-24-P-QA21 (CONT) INSPECTION AND ACCEPTANCE OF SUPPLIES < >  Destination. < >  3. Inspection and Acceptance of Supplies 
will be performed by the consignee at Destination. (4-15) PART I - THE SCHEDULE 

 
252.211-7003 ITEM UNIQUE IDENTIFICATION AND VALUATION JAN 2023 
 

(a) Definitions. As used in this clause- "Automatic identification device" means a device, such as a reader or interrogator, used to retrieve data 
encoded on machine-readable media. 8  OF  43 N00104-24-P-QA21 
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WSSTERMHZ02 QUALITY ASSURANCE REPRESENTATIVE (QAR)  
 

The contractor shall provide to the Quality Assurance Representative (QAR) the  Material Movement Document which will be obtained by the 
QAR before signing for acceptance in WAWF DD250 Receiving Report.  The QAR will validate the contract number, delivery order number, CLIN, 
shipping location, National Stock Numbers,Serial number and quantities, as applicable.  The contractor shall provide the Material Movement 
Document to the QAR as an attachment to the WAWF documentation. The Material Movement Document is also required for assets determined 
BR or BER. (3/21) SUPTXT203.1106-1 NAVY USE OF ABILITYONE SUPPORT CONTRACTOR - RELEASE OF OFFEROR INFORMATION (3-1 8) NAVSUP 
<WSS>  (activity) may utilize contractor support through the AbilityOne Program, as needed, to perform contract closeout functions for this 
acquisition. Information, including business sensitive/confidential or proprietary data, that the offeror provides to the Government or information 
already in the possession of the Government may be viewed and utilized by the AbilityOne Program support contractor personnel during the 
course of its contract performance. The information that may be made available to the support contractor may include, for example, pricing and 
technical proposals, historical contract, pricing and performance information, Commercial Asset Visibility (CAV) reporting information and similar 
data/information. By submission of a proposal in response to this solicitation, the offeror and its subcontractors consent to a release of their 
business sensitive/confidential or proprietary data to the Government's AbilityOne Program support contractor personnel. AbilityOne will have 
a Non-Disclosure/Non-Use Agreement in place with the Government in order to comply with DFARS 252-227-7025. The offeror retains the  right 
to engage AbilityOne in a non-disclosure agreement pursuant to DFARS 252.227-7025(b)(5)(iv). 

 
WSSTERMHZ04 TRANSMISSION ABROAD OF EQUIPMENT OR TECHNICAL DATA  
 

(a) Except with prior written consent of the Contracting Officer, the Contractor shall not, at any time during or after the performance of this 
contract, transmit or authorize the transmittal of any equipment or technical data as defined in paragraph (b) below, (1) outside the United 
States, or (2) irrespective of location, (i) to any foreign national not working on this contract or on a subcontract hereunder, (ii) to any foreign 
organization (including foreign subsidiaries and affiliates of the Contractor), (iii) to any Government, of (iv) to any international organization. (b) 
As used in this clause, the following terms shall have the following definitions: (1) "United States" means the States, the District of Columbia, 
Puerto  Rico, American Somoa, the Canal Zone, the Virgin Islands, Guam, and an area subject to the complete sovereignty of the United States. 
(2) "Equipment" means all supplies of the kind specified to be delivered under this contract, all component parts thereof, and all models or such 
supplies and component parts and models thereof. (3) "Technical data" means all professional, scientific, or technical information and data 
produced or 22  OF  43 N00104-24-P-QA21 

 
52.222-26 EQUAL OPPORTUNITY SEP 2016 
 

This clause is incorporated by reference (IBR) with the same force and effect as if it were given in full text. If checked, the alternate below applies: 
( < > ) Alternate I (Feb 1999). As prescribed in 22.810(e), add the following as a preamble to the clause Notice:  The following terms of this clause 
are waived for this contract < >  (Contracting Officer shall list terms). 

 
252.225-7016 RESTRICTION ON ACQUISITION OF BALL AND ROLLER BEARINGS JAN 2023 
 

(a) Definitions.  As used in this clause-- (1) "Bearing components" means the bearing element, retainer, inner race, or outer race. (2) "Component," 
other than a bearing component, means any item supplied to the Government as part of an end product or of another component. (3) "End 
product" means supplies delivered under a line item of this contract. (b) Except as provided in paragraph (c) of this clause -- (1) Each ball and 
roller bearing delivered under this contract shall be manufactured in the United States, its outlying areas, or Canada; and (2) For each ball or 
roller bearing, the cost of the bearing components manufactured in the United States, its outlying areas, or Canada shall exceed 50 percent of 
the total cost of the bearing components of that ball or roller bearing. (c) The restriction in paragraph (b) of this clausedoes not apply to ball or 
roller bearings that are acquired as -- (1) Commercial components of an other than commercial; or (2) Commercial or other than commercial 
components of an commercial component of a other than commercial end product. (d) The restriction in paragraph (b) of this clause may be 
waived upon request from the Contractor in accordance with subsection 225.7009-4 of the Defense Federal Acqusition Regulation Supplement. 
23  OF  43 N00104-24-P-QA21 

 
252.244-7000 SUBCONTRACTS FOR COMMERCIAL PRODUCTS OR COMMERCIAL SERVICES JAN 2023 
 

(a) The Contractor is not required to flow down the terms of any Defense  Federal Acquisition Regulation Supplement (DFARS) clause in 
subcontracts for commercial products or commercial services at any tier under this contract, unless so specified in the particular clause. (b) While 
not required, the Contractor may flow down to subcontracts for  commercial products or commercial services a minimal number of additional 
clauses necessary to satisfy its contractual obligation. (c)(1) In accordance with 10 U.S.C. 2380b, the Contractor shall treat as  commercial products 
any items valued at less than $10,000 per item that were purchased by the Contractor for use in the performance of multiple contracts with the 
Department of Defense and other parties and are not identifiable to any particular contract when purchased.  (2) The Contractor shall ensure 
that any items to be used in performance of this contract, that are treated as commercial products pursuant  to paragraph (c)(1) of this clause, 
meet all terms and conditions of this contract that are applicable to commercial products in accordance with the clause at Federal Acquisition 
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Regulation 52.244-6 and paragraph (a) of this clause. (d) The Contractor shall include the terms of this clause, including this paragraph (d), in 
subcontracts awarded under this contract, including subcontracts for the acquisition of commercial products and commercial services. 

 
252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS SEP 2011 
 

(a) Definition.  "Covered DoD official," as used in this clause, means an individual that- (1) Leaves or left DoD service on or after January 28, 2008; 
and (2)(i) Participated personally and substantially in an acquisition as defined in 41 U.S.C. 131 with a value in excess of $10 million, and serves 
or served- (A) In an Executive Schedule position under subchapter II of chapter 53 of Title 5, United States Code; (B) In a position in the Senior 
Executive Service under subchapter VIII of chapter 53 of Title 5, United States Code; or (C) In a general or flag officer position compensated at a 
rate  of pay for grade O-7 or above under section 201 of Title 37, United States Code; or (ii) Serves or served in DoD in one of the following 
positions:  program manager, deputy program manager, procuring contracting officer, administrative contracting officer, source selection 
authority, member of the source selection evaluation board, or chief of a financial or technical evaluation team for a contract in an amount in 
excess of $10 million. (b) The Contractor shall not knowingly provide compensation to a covered DoD official within 2 years after the official leaves 
DoD service, without first determining that the official has sought and received, or has not received after 30 days of seeking, a written opinion 
from the appropriate DoD ethics counselor regarding the applicability of post-employment restrictions to the activities that the official is expected 
to undertake on behalf of the Contractor. 26  OF  43 N00104-24-P-QA21 

 
252.225-7048 EXPORT CONTROLLED ITEMS (J UNE 2013 
 
(a) Definition. “Export-controlled items,” as used in this clause, means items subject to the Export Administration Regulations (EAR) (15 CFR Parts 
730-774) or the International Traffic in Arms Regulations (ITAR) (22 CFR Parts 120-130). The term includes: 

(1) “Defense items,” defined in the Arms Export Control Act, 22 U.S.C. 2778(j)(4)(A), as defense articles, defense services, and related technical 
data, and further defined in the ITAR, 22 CFR Part 120. 

(2) “Items,” defined in the EAR as “commodities”, “software”, and “technology,” terms that are also defined in the EAR, 15 CFR 772.1. 

(b) The Contractor shall comply with all applicable laws and regulations regarding export-controlled items, including, but not limited to, the 
requirement for contractors to register with the Department of State in accordance with the ITAR. The Contractor shall consult with the 
Department of State regarding any questions relating to compliance with the ITAR and shall consult with the Department of Commerce regarding 
any questions relating to compliance with the EAR. 

(c) The Contractor's responsibility to comply with all applicable laws and regulations regarding export-controlled items exists independent of, and 
is not established or limited by, the information provided by this clause. 

(d) Nothing in the terms of this contract adds, changes, supersedes, or waives any of the requirements of applicable Federal laws, Executive 
orders, and regulations, including but not limited to— 

(1) The Export Administration Act of 1979, as amended (50 U.S.C. App. 2401, et seq.); 

(2) The Arms Export Control Act (22 U.S.C. 2751, et seq.); 

(3) The International Emergency Economic Powers Act (50 U.S.C. 1701, et seq.); 

(4) The Export Administration Regulations (15 CFR Parts 730-774); 

(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130); and 

(6) Executive Order 13222, as extended. 

(e) The Contractor shall include the substance of this clause, including this paragraph (e), in all subcontracts. 

 

(End of clause) 
52.204-10 REPORTING EXECUTIVE COMPENSATION AND FIRST-TIER SUBCONTRACT AWARDS JUN 2020 
 

(a) Definitions. As used in this clause: "Executive" means officers, managing partners, or any other employees in management positions. "First-
tier subcontract" means a subcontract awarded directly by the Contractor for the purpose of acquiring supplies or services (including 
construction) for performance of a prime contract. It does not include the Contractor's supplier agreements with vendors, such as long-term 
arrangements for materials or supplies that benefit multiple contracts and/or the costs of which are normally applied to a Contractor's general 
and administrative expenses or indirect costs. "Month of award" means the month in which a contract is signed by the Contracting Officer or the 
month in which a first-tier subcontract is signed by the Contractor. "Total compensation" means the cash and noncash dollar value earned by the 
executive during the Contractor's preceding fiscal year and includes the following (for more information see 17 CFR 229.402(c)(2)): (1) Salary and 
bonus. (2) Awards of stock, stock options, and stock appreciation rights. Use the  dollar amount recognized for financial statement reporting 
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purposes with respect to the fiscal year in accordance with the Financial Accounting Standards Board's Accounting Standards Codification (FASB 
ASC) 718, Compensation-Stock Compensation. (3) Earnings for services under non-equity incentive plans. This does not include group life, health, 
hospitalization or medical reimbursement plans that do not discriminate in favor of executives, and are available generally to all salaried 
employees. (4) Change in pension value. This is the change in present value of defined benefit and actuarial pension plans. (5) Above-market 
earnings on deferred compensation which is not tax-qualified. (6) Other compensation, if the aggregate value of all such other compensation 
(e.g., severance, termination payments, value of life insurance paid on behalf of the employee, perquisites or property) for the executive exceeds 
$10,000. (b) Section 2(d)(2) of the Federal Funding Accountability and Transparency  Act of 2006 (Pub. L. 109-282), as amended by section 6202 
of the Government Funding Transparency Act of 2008 (Pub. L. 110-252), requires the Contractor 27  OF  43 N00104-24-P-QA21 

 
52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS JUN 2020 
29  OF  43 N00104-24-P-QA21 
(a) Definitions. As used in this clause- 

Agency means "executive agency" as defined in Federal Acquisition Regulation (FAR) 2.101. 

Covered Federal action means any of the following actions: 

(1) Awarding any Federal contract. 

(2) Making any Federal grant. 

(3) Making any Federal loan. 

(4) Entering into any cooperative agreement. 

(5) Extending, continuing, renewing, amending, or modifying any Federal contract, grant, loan, or cooperative agreement. 

Indian tribe and "tribal organization" have the meaning provided in section 4 of the Indian Self-Determination and Education Assistance Act ( 25 
U.S.C. 450b) and include Alaskan Natives. 

Influencing or attempting to influence means making, with the intent to influence, any communication to or appearance before an officer or 
employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection 
with any covered Federal action. 

Local government means a unit of government in a State and, if chartered, established, or otherwise recognized by a State for the performance 
of a governmental duty, including a local public authority, a special district, an intrastate district, a council of governments, a sponsor group 
representative organization, and any other instrumentality of a local government. 

Officer or employee of an agency includes the following individuals who are employed by an agency: 

(1) An individual who is appointed to a position in the Government under Title 5, United States Code, including a position under a temporary 
appointment. 

(2) A member of the uniformed services, as defined in subsection 101(3), Title 37, United States Code. 

(3) A special Government employee, as defined in section 202, Title 18, United States Code. 

(4) An individual who is a member of a Federal advisory committee, as defined by the Federal Advisory Committee Act, Title 5, United States Code, 
appendix 2. 

Person means an individual, corporation, company, association, authority, firm, partnership, society, State, and local government, regardless of 
whether such entity is operated for profit, or not for profit. This term excludes an Indian tribe, tribal organization, or any other Indian organization 
eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only with respect to expenditures by such 
tribe or organization that are made for purposes specified in paragraph (b) of this clause and are permitted by other Federal law. 

Reasonable compensation means, with respect to a regularly employed officer or employee of any person, compensation that is consistent with 
the normal compensation for such officer or employee for work that is not furnished to, not funded by, or not furnished in cooperation with the 
Federal Government. 

Reasonable payment means, with respect to professional and other technical services, a payment in an amount that is consistent with the amount 
normally paid for such services in the private sector. 

Recipient includes the Contractor and all subcontractors. This term excludes an Indian tribe, tribal organization, or any other Indian organization 
eligible to receive Federal contracts, grants, cooperative agreements, or loans from an agency, but only with respect to expenditures by such 
tribe or organization that are made for purposes specified in paragraph (b) of this clause and are permitted by other Federal law. 

Regularly employed means, with respect to an officer or employee of a person requesting or receiving a Federal contract, an officer or employee 
who is employed by such person for at least 130 working days within 1 year immediately preceding the date of the submission that initiates 

https://www.acquisition.gov/far/2.101#FAR_2_101
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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agency consideration of such person for receipt of such contract. An officer or employee who is employed by such person for less than 130 
working days within 1 year immediately preceding the date of the submission that initiates agency consideration of such person shall be 
considered to be regularly employed as soon as he or she is employed by such person for 130 working days. 

State means a State of the United States, the District of Columbia, or an outlying area of the United States, an agency or instrumentality of a State, 
and multi-State, regional, or interstate entity having governmental duties and powers. 

(b) Prohibition. 31 U.S.C. 1352 prohibits a recipient of a Federal contract, grant, loan, or cooperative agreement from using appropriated funds 
to pay any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee 
of Congress, or an employee of a Member of Congress in connection with any covered Federal actions. In accordance with 31 U.S.C. 1352 the 
Contractor shall not use appropriated funds to pay any person for influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the award of this 
contractor the extension, continuation, renewal, amendment, or modification of this contract. 

(1) The term appropriated funds does not include profit or fee from a covered Federal action. 

(2) To the extent the Contractor can demonstrate that the Contractor has sufficient monies, other than Federal appropriated funds, the 
Government will assume that these other monies were spent for any influencing activities that would be unallowable if paid for with Federal 
appropriated funds. 

(c) Exceptions. The prohibition in paragraph (b) of this clause does not apply under the following conditions: 

(1) Agency and legislative liaison by Contractor employees. 

  

(i) Payment of reasonable compensation made to an officer or employee of the Contractor if the payment is for agency and legislative liaison 
activities not directly related to this contract. For purposes of this paragraph, providing any information specifically requested by an agency or 
Congress is permitted at any time. 

(ii) Participating with an agency in discussions that are not related to a specific solicitation for any covered Federal action, but that concern- 

(A) The qualities and characteristics (including individual demonstrations) of the person’s products or services, conditions or terms of sale, and 
service capabilities; or 

(B) The application or adaptation of the person’s products or services for an agency’s use. 

(iii) Providing prior to formal solicitation of any covered Federal action any information not specifically requested but necessary for an agency to 
make an informed decision about initiation of a covered Federal action; 

(iv) Participating in technical discussions regarding the preparation of an unsolicited proposal prior to its official submission; and 

(v) Making capability presentations prior to formal solicitation of any covered Federal action by persons seeking awards from an agency pursuant 
to the provisions of the Small Business Act, as amended by Pub. L. 95-507, and subsequent amendments. 

(2) Professional and technical services. 

  

(i) A payment of reasonable compensation made to an officer or employee of a person requesting or receiving a covered Federal action or an 
extension, continuation, renewal, amendment, or modification of a covered Federal action, if payment is for professional or technical services 
rendered directly in the preparation, submission, or negotiation of any bid, proposal, or application for that Federal action or for meeting 
requirements imposed by or pursuant to law as a condition for receiving that Federal action. 

(ii) Any reasonable payment to a person, other than an officer or employee of a person requesting or receiving a covered Federal action or an 
extension, continuation, renewal, amendment, or modification of a covered Federal action if the payment is for professional or technical services 
rendered directly in the preparation, submission, or negotiation of any bid, proposal, or application for that Federal action or for meeting 
requirements imposed by or pursuant to law as a condition for receiving that Federal action. Persons other than officers or employees of 
a person requesting or receiving a covered Federal action include consultants and trade associations. 

(iii) As used in paragraph (c)(2) of this clause, "professional and technical services" are limited to advice and analysis directly applying any 
professional or technical discipline (for examples, see FAR 3.803(a)(2)(iii)). 

(iv) Requirements imposed by or pursuant to law as a condition for receiving a covered Federal award include those required by law or regulation 
and any other requirements in the actual award documents. 

(3) Only those communications and services expressly authorized by paragraphs (c)(1) and (2) of this clause are permitted. 

(d) Disclosure. 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/3.803#FAR_3_803
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(1) If the Contractor did not submit OMB Standard Form LLL, Disclosure of Lobbying Activities, with its offer, but registrants under the Lobbying 
Disclosure Act of 1995 have subsequently made a lobbying contact on behalf of the Contractor with respect to this contract, the 
Contractor shall complete and submit OMB Standard Form LLL to provide the name of the lobbying registrants, including the individuals 
performing the services. 

(2) If the Contractor did submit OMB Standard Form LLL disclosure pursuant to paragraph (d) of the provision at FAR 52.203-11, Certification and 
Disclosure Regarding Payments to Influence Certain Federal Transactions, and a change occurs that affects Block 10 of the OMB Standard Form 
LLL (name and address of lobbying registrant or individuals performing services), the Contractor shall, at the end of the calendar quarter in which 
the change occurs, submit to the Contracting Officer within 30 days an updated disclosure using OMB Standard Form LLL. 

(e) Penalties. 

  

(1) Any person who makes an expenditure prohibited under paragraph (b) of this clause or who fails to file or amend the disclosure to be filed or 
amended by paragraph (d) of this clause shall be subject to civil penalties as provided for by 31 U.S.C. 1352. An imposition of a civil penalty does 
not prevent the Government from seeking any other remedy that may be applicable. 

(2) Contractors may rely without liability on the representation made by their subcontractors in the certification and disclosure form. 

(f) Cost allowability. Nothing in this clause makes allowable or reasonable any costs which would otherwise be unallowable or unreasonable. 
Conversely, costs made specifically unallowable by the requirements in this clause will not be made allowable under any other provision. 

(g) Subcontracts. 

  

(1) The Contractor shall obtain a declaration, including the certification and disclosure in paragraphs (c) and (d) of the provision at 52.203-11, 
Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions, from each person requesting or receiving a 
subcontract under this contract that exceeds the threshold specified in FAR 3.808 on the date of subcontract award. The Contractor or 
subcontractor that awards the subcontract shall retain the declaration. 

(2) A copy of each subcontractor disclosure form (but not certifications) shall be forwarded from tier to tier until received by the prime Contractor. 
The prime Contractor shall, at the end of the calendar quarter in which the disclosure form is submitted by the subcontractor, submit to 
the Contracting Officer within 30 days a copy of all disclosures. Each subcontractor certification shall be retained in the subcontract file of the 
awarding Contractor. 

(3) The Contractor shall include the substance of this clause, including this paragraph (g), in any subcontract that exceeds the threshold specified 
in FAR 3.808 on the date of subcontract award. 

(End of clause) 

 
252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING ION 5230 
 

(DEC 2019) (a) Definitions. As used in this clause- "Adequate security" means protective measures that are commensurate with the consequences 
and probability of loss, misuse, or unauthorized access to, or modification of information. "Compromise" means disclosure of information to 
unauthorized persons, or a violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, modification, 
destruction, or loss of  an object, or the copying of information to unauthorized media may have occurred. "Contractor attributional/proprietary 
information" means information that identifies the contractor(s), whether directly or indirectly, by the grouping of information that can be traced 
back to the contractor(s) (e.g., program description, facility locations), personally identifiable information, as well  as trade secrets, commercial 
or financial information, or other commercially sensitive information that is not customarily shared outside of the company.  "Controlled technical 
information" means technical information with military or space application that is subject to controls on the access, use, reproduction, 
modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if 
disseminated, for distribution statements B through F, using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical 
Documents. The term does not include information that is lawfully publicly available without restrictions. "Covered contractor information 
system" means an unclassified information system that is owned, or operated by or for, a contractor and that processes, stores, or transmits 
covered defense information. 32  OF  43 N00104-24-P-QA21 
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(DEC 2019) "Covered defense information" means unclassified controlled technical information or other information, as described in the 
Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or 
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is- (1)  Marked or otherwise identified 
in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; 
or (2)  Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract. 
"Cyber incident" means actions taken through the use of computer networks that  result in a compromise or an actual or potentially adverse 
effect on an information system and/or the information residing therein. "Forensic analysis" means the practice of gathering, retaining, and 
analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the data. "Information system" means a 
discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of 
information. "Malicious software" means computer software or firmware intended to perform an unauthorized process that will have adverse 
impact on the confidentiality, integrity, or availability of an information system.  This definition includes a virus, worm, Trojan horse, or other 
code-based entity that infects a host, as well as spyware and some forms of adware. "Media" means physical devices or writing surfaces including, 
but is not limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which covered 
defense information is recorded, stored, or printed within a covered contractor information system. "Operationally critical support" means 
supplies or services designated by the Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is 
essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation. "Rapidly report" means within 72 
hours of discovery of any cyber incident. "Technical information" means technical data or computer software, as those terms are defined in the 
clause at DFARS 

 
252.227-7013 , Rights in Technical Data-Noncommercial Items, regardless of whether or not the clause is incorporated  
 

in this solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and associated 
lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and 
analyses and related information, and computer software executable  code and source code. (b)  Adequate security. The Contractor shall provide 
adequate security on all covered contractor information systems. To provide adequate security, the Contractor shall implement, at a minimum, 
the following information security protections: (1)  For covered contractor information systems that are part of an Information Technology (IT) 
service or system operated on behalf of the Government, the following security requirements apply: (i)  Cloud computing services shall be subject 
to the security requirements specified in the clause 

 
252.239-7010 , Cloud Computing Services, of this contract.  
 

33  OF  43 N00104-24-P-QA21 
(a)Definitions.As used in this clause— 

“Authorizing official,” as described in DoD Instruction 8510.01, Risk Management Framework (RMF) for DoD Information Technology (IT), means 
the senior Federal official or executive with the authority to formally assume responsibility for operating an information system at an acceptable 
level of risk to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other 
organizations, and the Nation. 

“Cloud computing” means a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management 
effort or service provider interaction. This includes other commercial terms, such as on-demand self-service, broad network access, resource 
pooling, rapid elasticity, and measured service. It also includes commercial offerings for software-as-a-service, infrastructure-as-a-service, and 
platform-as-a-service. 

“Compromise” means disclosure of information to unauthorized persons, or a violation of the security policy of a system, in which unauthorized 
intentional or unintentional disclosure, modification, destruction, or loss of an object, or the copying of information to unauthorized media may 
have occurred. 

“Cyber incident” means actions taken through the use of computer networks that result in a compromise or an actual or potentially adverse 
effect on an information system and/or the information residing therein. 

“Government data” means any information, document, media, or machine readable material regardless of physical form or characteristics, that 
is created or obtained by the Government in the course of official Government business. 

“Government-related data” means any information, document, media, or machine readable material regardless of physical form or characteristics 
that is created or obtained by a contractor through the storage, processing, or communication of Government data. This does not include 
contractor’s business records e.g. financial records, legal records etc. or data such as operating procedures, software coding or algorithms that 
are not uniquely applied to the Government data. 

“Information system” means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, 
dissemination, or disposition of information. 
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“Media” means physical devices or writing surfaces including, but not limited to, magnetic tapes, optical disks, magnetic disks, large-scale 
integration memory chips, and printouts onto which information is recorded, stored, or printed within an information system. 

“Spillage” security incident that results in the transfer of classified or controlled unclassified information onto an information system not 
accredited (i.e., authorized) for the appropriate security level. 

(b) Cloud computing security requirements. The requirements of this clause are applicable when using cloud computing to provide information 
technology services in the performance of the contract. 

(1) If the Contractor indicated in its offer that it “does not anticipate the use of cloud computing services in the performance of a resultant 
contract,” in response to provision 252.239-7009 , Representation of Use of Cloud Computing, and after the award of this contract, the Contractor 
proposes to use cloud computing services in the performance of the contract, the Contractor shall obtain approval from the Contracting Officer 
prior to utilizing cloud computing services in performance of the contract. 

(2) The Contractor shall implement and maintain administrative, technical, and physical safeguards and controls with the security level and 
services required in accordance with the Cloud Computing Security Requirements Guide (SRG) (version in effect at the time the solicitation is 
issued or as authorized by the Contracting Officer) found at https://public.cyber.mil/dccs/dccs-documents/ unless notified by the Contracting 
Officer that this requirement has been waived by the DoD Chief Information Officer. 

(3) The Contractor shall maintain within the United States or outlying areas all Government data that is not physically located on DoD premises, 
unless the Contractor receives written notification from the Contracting Officer to use another location, in accordance with DFARS 239.7602-
2 (a). 

(c) Limitations on access to, and use and disclosure of Government data and Government-related data. 

(1) The Contractor shall not access, use, or disclose Government data unless specifically authorized by the terms of this contract or a task order 
or delivery order issued hereunder. 

(i) If authorized by the terms of this contract or a task order or delivery order issued hereunder, any access to, or use or disclosure of, Government 
data shall only be for purposes specified in this contract or task order or delivery order. 

(ii) The Contractor shall ensure that its employees are subject to all such access, use, and disclosure prohibitions and obligations. 

(iii) These access, use, and disclosure prohibitions and obligations shall survive the expiration or termination of this contract. 

(2) The Contractor shall use Government-related data only to manage the operational environment that supports the Government data and for 
no other purpose unless otherwise permitted with the prior written approval of the Contracting Officer. 

(d) Cloud computing services cyber incident reporting. The Contractor shall report all cyber incidents that are related to the cloud computing 
service provided under this contract. Reports shall be submitted to DoD via http://dibnet.dod.mil/. 

(e) Malicious software. The Contractor or subcontractors that discover and isolate malicious software in connection with a reported cyber incident 
shall submit the malicious software in accordance with instructions provided by the Contracting Officer. 

(f) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, the Contractor shall preserve and protect 
images of all known affected information systems identified in the cyber incident report (see paragraph (d) of this clause) and all relevant 
monitoring/packet capture data for at least 90 days from the submission of the cyber incident report to allow DoD to request the media or decline 
interest. 

(g) Access to additional information or equipment necessary for forensic analysis.Upon request by DoD, the Contractor shall provide DoD with 
access to additional information or equipment that is necessary to conduct a forensic analysis. 

(h) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the Contracting Officer will request that the 
Contractor provide all of the damage assessment information gathered in accordance with paragraph (f) of this clause. 

(i) Records management and facility access. 

(1) The Contractor shall provide the Contracting Officer all Government data and Government-related data in the format specified in the contract. 

(2) The Contractor shall dispose of Government data and Government-related data in accordance with the terms of the contract and provide the 
confirmation of disposition to the Contracting Officer in accordance with contract closeout procedures. 

(3) The Contractor shall provide the Government, or its authorized representatives, access to all Government data and Government-related data, 
access to contractor personnel involved in performance of the contract, and physical access to any Contractor facility with Government data, for 
the purpose of audits, investigations, inspections, or other similar activities, as authorized by law or regulation. 

(j) Notification of third party access requests. The Contractor shall notify the Contracting Officer promptly of any requests from a third party for 
access to Government data or Government-related data, including any warrants, seizures, or subpoenas it receives, including those from another 
Federal, State, or local agency. 

https://www.acquisition.gov/dfars/252.239-7009-representation-use-cloud-computing.#DFARS_252.239-7009
https://public.cyber.mil/dccs/dccs-documents/
https://www.acquisition.gov/dfars/239.7602-2-required-storage-data-within-united-states-or-outlying-areas.#DFARS_239.7602-2
https://www.acquisition.gov/dfars/239.7602-2-required-storage-data-within-united-states-or-outlying-areas.#DFARS_239.7602-2
http://dibnet.dod.mil/
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The Contractor shall cooperate with the Contracting Officer to take all measures to protect Government data and Government-related data from 
any unauthorized disclosure. 

(k) Spillage.Upon notification by the Government of a spillage, or upon the Contractor’s discovery of a spillage, the Contractor shall cooperate 
with the Contracting Officer to address the spillage in compliance with agency procedures. 

(l) Subcontracts. The Contractor shall include this clause, including this paragraph (l), in all subcontracts that involve or may involve cloud services, 
including subcontracts for commercial services. 

(End of clause) 

 
252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION SUPPORT JAN 2023 
) (a)  Definitions. As used in this clause- "Computer software" means computer programs, source code, source code listings, object code listings, 
design details, algorithms, processes, flow charts, formulae, and related material that would enable the software to be reproduced, recreated, 
or recompiled. Computer software does not include computer data bases or computer software documentation. "Litigation support" means 
administrative, technical, or professional services provided in support of the Government during or in anticipation of litigation. "Litigation support 
contractor" means a contractor (including its experts, technical consultants, subcontractors, and suppliers) providing litigation support under a 
contract that contains the clause at 

 
252.204-7014 , Limitations on the Use or Disclosure of Information by Litigation Support Contractors.  
"Sensitive information" means controlled unclassified information of a commmercial, financial, proprietary, or privileged nature. The term 
includes technical data and computer software, but does not include information that is lawfully, publicly available without restriction.  "Technical 
data" means recorded information, regardless of the form or methhod of the recording, of a scientific or technical nature (including computer 
software documentation). The term does not include computer software or data incidental to contract administration, such as financial and/or 
management information. (b) Notice of authorized disclosures. Notwithstanding any other provision  of this solicitation or contract, the 
Government may disclose to a litigation support contractor, for the sole purpose of litigation support activities, any  information, including 
sensitive information, received-- 36  OF  43 N00104-24-P-QA21 

 
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS DEC 2022 

(a) The Contractor shall inform its employees in writing, in the predominant native language of the workforce, of contractor employee 
whistleblower rights and protections under 10 U.S.C. 4701, as described in subpart 203.9 of the Defense Federal Acquisition Regulation 
Supplement. 

(b) The Contractor shall include the substance of this clause, including this paragraph (b), in all subcontracts. 

(End of clause) 

 
52.244-6 SUBCONTRACTS FOR COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES SEP 2023 
37  OF  43 N00104-24-P-QA21 
(a) Definitions. As used in this clause— 

Commercial product, commercial service and commercially available off-the-shelf item have the meanings contained in 
Federal Acquisition Regulation (FAR) 2.101. 

Subcontract includes a transfer of commercial products or commercial services between divisions, subsidiaries, or affiliates of the Contractor or 
subcontractor at any tier. 

(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers to incorporate, commercial 
products, commercial services, or non-developmental items as components of items to be supplied under this contract. 

(c)  

(1) The Contractor shall insert the following clauses in subcontracts for commercial products or commercial services: 

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) ( 41 U.S.C. 3509), if the subcontract exceeds the threshold specified in 
FAR 3.1004(a) on the date of subcontract award, and has a performance period of more than 120 days. In altering this clause to identify the 
appropriate parties, all disclosures of violation of the civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the 
Inspector General, with a copy to the Contracting Officer. 

(ii) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (Jun 2010) (Section 1553 of Pub. L. 111-
5), if the subcontract is funded under the Recovery Act. 

https://www.acquisition.gov/far/2.101#FAR_2_101
https://www.acquisition.gov/far/52.203-13#FAR_52_203_13
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/3.1004#FAR_3_1004
https://www.acquisition.gov/far/52.203-15#FAR_52_203_15
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(iii) 52.203-17, Contractor Employee Whistleblower Rights (Nov 2023) ( 41 U.S.C. 4712); this clause does not apply to contracts of DoD, NASA, the 
Coast Guard, or applicable elements of the intelligence community—see FAR 3.900(a). 

(iv) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017). 

(v) 52.204-21, Basic Safeguarding of Covered Contractor Information Systems (Nov 2021) , other than subcontracts for commercially available 
off-the-shelf items, if flow down is required in accordance with paragraph (c) of FAR clause 52.204-21. 

(vi) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab Covered Entities (Dec 
2023) (Section 1634 of Pub. L. 115-91). 

(vii) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (Nov 2021) (Section 
889(a)(1)(A) of Pub. L. 115-232). 

(viii) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. L. 117-328). 

(ix)  

(A) 52.204-30, Federal Acquisition Supply Chain Security Act Orders—Prohibition. (Dec 2023) ( Pub. L. 115–390, title II). 

(B) Alternate I (Dec 2023) of 52.204-30. 

(x) 52.219-8, Utilization of Small Business Concerns (Feb 2024) ( 15 U.S.C.637(d)(2) and (3)), if the subcontract offers further subcontracting 
opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the applicable threshold specified in FAR 19.702(a) on 
the date of subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(xi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(xii) 52.222-26, Equal Opportunity (Sept 2016) (E.O.11246). 

(xiii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) ( 38 U.S.C.4212(a)); 

(xiv) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020)( 29 U.S.C.793). 

(xv) 52.222-37, Employment Reports on Veterans (Jun 2020) ( 38 U.S.C.4212). 

(xvi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496), if flow down is required in 
accordance with paragraph (f) of FAR clause 52.222-40. 

(xvii)  

(A) 52.222-50, Combating Trafficking in Persons (Nov 2021) ( 22 U.S.C. chapter 78 and E.O. 13627). 

(B) Alternate I (Mar 2015) of 52.222-50( 22 U.S.C. chapter 78 and E.O. 13627). 

(xviii) 52.222-55, Minimum Wages for Contractor Workers under Executive Order 14026 (Jan 2022), if flow down is required in accordance with 
paragraph (k) of FAR clause 52.222-55. 

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706), if flow down is required in accordance with paragraph (m) 
of FAR clause 52.222-62. 

(xx)  

(A) 52.224-3, Privacy Training (Jan 2017) ( 5 U.S.C. 552a) if flow down is required in accordance with 52.224-3(f). 

(B) Alternate I (Jan 2017) of 52.224-3, if flow down is required in accordance with 52.224-3(f) and the agency specifies that only its agency-
provided training is acceptable). 

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 862, as amended, of the National 
Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note). 

(xxii) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) , if flow down is required in accordance with 
paragraph (c) of FAR clause 52.232-40. 

(xxiii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) ( 46 U.S.C. 55305 and 10 U.S.C.2631), if flow down is 
required in accordance with paragraph (d) of FAR clause 52.247-64. 

(2) While not required, the Contractor may flow down to subcontracts for commercial products or commercial services a minimal number of 
additional clauses necessary to satisfy its contractual obligations. 

https://www.acquisition.gov/far/52.203-17#FAR_52_203_17
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(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded under this contract. 

(End of clause) 

 
252.225-7013 DUTY-FREE ENTRY DEC 2022 

(a) Definitions.As used in this clause— 

“Component,” means any item supplied to the Government as part of an end product or of another component. 

“Customs territory of the United States” means the 50 States, the District of Columbia, and Puerto Rico. 

“Eligible product” means— 

(1) “Designated country end product,” as defined in the Trade Agreements (either basic or alternate) clause of this contract; 

(2) Free Trade Agreement country end product, other than a Bahraini end product, a Moroccan end product, a Panamanian end product, or 
a Peruvian end product, as defined in the Buy American—Free Trade Agreements—Balance of Payments Program (either basic or alternate II) 
clause of this contract; or 

(3) Free Trade Agreement country end product other than a Bahraini end product, Korean end product, Moroccan end product, Panamanian end 
product, or Peruvian end product, as defined in the Buy American—Free Trade Agreements—Balance of Payments Program (either alternate IV 
or alternate V) clause of this contract. 

“Qualifying country” and “qualifying country end product” have the meanings given in the Trade Agreements clause, the Buy American and 
Balance of Payments Program clause, or the Buy American—Free Trade Agreements—Balance of Payments Program clause of this contract, basic 
or alternate. 

(b) Except as provided in paragraph (i) of this clause, or unless supplies were imported into the customs territory of the United States before the 
date of this contract or the applicable subcontract, the price of this contract shall not include any amount for duty on— 

(1) End items that are eligible products or qualifying country end products; 

(2) Components (including, without limitation, raw materials and intermediate assemblies) produced or made in qualifying countries, that are to 
be incorporated in U.S.- made end products to be delivered under this contract; or 

(3) Other supplies for which the Contractor estimates that duty will exceed $300 per shipment into the customs territory of the United States. 

(c) The Contractor shall— 

(1) Claim duty-free entry only for supplies that the Contractor intends to deliver to the Government under this contract, either as end items or 
components of end items; and 

(2) Pay duty on supplies, or any portion thereof, that are diverted to nongovernmental use, other than— 

(i) Scrap or salvage; or 

(ii) Competitive sale made, directed, or authorized by the Contracting Officer. 

(d) Except as the Contractor may otherwise agree, the Government will execute duty-free entry certificates and will afford such assistance as 
appropriate to obtain the duty-free entry of supplies— 

(1) For which no duty is included in the contract price in accordance with paragraph (b) of this clause; and 

(2) For which shipping documents bear the notation specified in paragraph (e) of this clause. 

(e) For foreign supplies for which the Government will issue duty-free entry certificates in accordance with this clause, shipping documents 
submitted to Customs shall— 

(1) Consign the shipments to the appropriate— 

(i) Military department in care of the Contractor, including the Contractor's delivery address; or 

(ii) Military installation; and 

(2) Include the following information: 

(i) Prime contract number and, if applicable, delivery order number. 
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(ii) Number of the subcontract for foreign supplies, if applicable. 

(iii) Identification of the carrier. 

(iv)(A) For direct shipments to a U.S. military installation, the notation: “UNITED STATES GOVERNMENT, DEPARTMENT OF DEFENSE Duty-Free 
Entry to be claimed pursuant to Section XXII, Chapter 98, Subchapter VIII, Item 9808.00.30 of the Harmonized Tariff Schedule of the United States. 
Upon arrival of shipment at the appropriate port of entry, District Director of Customs, please release shipment under 19 CFR Part 142 and notify 
Commander, Defense Contract Management Agency (DCMA), St. Louis, MO, ATTN: Duty Free Entry Team, 1222 Spruce Street, Room 9.300, St. 
Louis, MO 63103-2812, for execution of Customs Form 7501, 7501A, or 7506 and any required duty-free entry certificates.” 

(B) If the shipment will be consigned to other than a military installation, e.g., a domestic contractor's plant, the shipping document notation shall 
be altered to include the name and address of the contractor, agent, or broker who will notify Commander, DCMA New York, for execution of 
the duty-free entry certificate. (If the shipment will be consigned to a contractor’s plant and no duty-free entry certificate is required due to a 
trade agreement, the Contractor shall claim duty-free entry under the applicable trade agreement and shall comply with the U.S. Customs Service 
requirements. No notification to Commander, DCMA New York, is required.) 

(v) Gross weight in pounds (if freight is based on space tonnage, state cubic feet in addition to gross shipping weight). 

(vi) Estimated value in U.S. dollars. 

(vii) Activity address number of the contract administration office administering the prime contract, e.g., for DCMA Dayton, S3605A. 

(f) Preparation of customs forms. 

(1)(i) Except for shipments consigned to a military installation, the Contractor shall— 

(A) Prepare any customs forms required for the entry of foreign supplies into the customs territory of the United States in connection with this 
contract; and 

(B) Submit the completed customs forms to the District Director of Customs, with a copy to DCMA NY for execution of any required duty-free 
entry certificates. 

(ii) Shipments consigned directly to a military installation will be released in accordance with sections 10.101 and 10.102 of the U.S. Customs 
regulations. 

(2) For shipments containing both supplies that are to be accorded duty-free entry and supplies that are not, the Contractor shall identify on the 
customs forms those items that are eligible for duty-free entry. 

(g) The Contractor shall— 

(1) Prepare (if the Contractor is a foreign supplier), or shall instruct the foreign supplier to prepare, a sufficient number of copies of the bill of 
lading (or other shipping document) so that at least two of the copies accompanying the shipment will be available for use by the District Director 
of Customs at the port of entry; 

(2) Consign the shipment as specified in paragraph (e) of this clause; and 

(3) Mark on the exterior of all packages— 

(i) “UNITED STATES GOVERNMENT, DEPARTMENT OF DEFENSE”; and 

(ii) The activity address number of the contract administration office administering the prime contract. 

(h) The Contractor shall notify the Administrative Contracting Officer (ACO) in writing of any purchase of eligible products or qualifying country 
supplies to be accorded duty-free entry, that are to be imported into the customs territory of the United States for delivery to the Government 
or for incorporation in end items to be delivered to the Government. The Contractor shall furnish the notice to the ACO immediately upon award 
to the supplier and shall include in the notice— 

(1) The Contractor’s name, address, and Commercial and Government Entity (CAGE) code; 

(2) Prime contract number and, if applicable, delivery order number; 

(3) Total dollar value of the prime contract or delivery order; 

(4) Date of the last scheduled delivery under the prime contract or delivery order; 

(5) Foreign supplier's name and address; 

(6) Number of the subcontract for foreign supplies; 

(7) Total dollar value of the subcontract for foreign supplies; 
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(8) Date of the last scheduled delivery under the subcontract for foreign supplies; 

(9) List of items purchased; 

(10) An agreement that the Contractor will pay duty on supplies, or any portion thereof, that are diverted to nongovernmental use other than— 

(i) Scrap or salvage; or 

(ii) Competitive sale made, directed, or authorized by the Contracting Officer; 

(11) Country of origin; and 

(12) Scheduled delivery date(s). 

(i) This clause does not apply to purchases of eligible products or qualifying country supplies in connection with this contract if— 

(1) The supplies are identical in nature to supplies purchased by the Contractor or any subcontractor in connection with its commercial business; 
and 

(2) It is not economical or feasible to account for such supplies so as to ensure that the amount of the supplies for which duty-free entry is claimed 
does not exceed the amount purchased in connection with this contract. 

(j) The Contractor shall— 

(1) Insert the substance of this clause, including this paragraph (j), in all subcontracts for— 

(i) Qualifying country components; or 

(ii) Nonqualifying country components for which the Contractor estimates that duty will exceed $200 per unit; 

(2) Require subcontractors to include the number of this contract on all shipping documents submitted to Customs for supplies for which duty-
free entry is claimed pursuant to this clause; and 

(3) Include in applicable subcontracts— 

(i) The name and address of the ACO for this contract; 

(ii) The name, address, and activity address number of the contract administration office specified in this contract; and 

(iii) The information required by paragraphs (h)(1), (2), and (3) of this clause. 

(End of clause) 

 

 
252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE SYSTEM JAN 2023 
) 
The following paragraphs (a) through (e) of this clause do not apply unless the Contractor is subject to the Cost Accounting Standards under 41 
U.S.C. chapter 15, as implemented in regulations found at 48 CFR 9903.201-1. 

(a) Definitions. As used in this clause— 

“Authorized aftermarket manufacturer” means an organization that fabricates a part under a contract with, or with the express written authority 
of, the original component manufacturer based on the original component manufacturer’s designs, formulas, and/or specifications. 

“Authorized supplier” means a supplier, distributor, or an aftermarket manufacturer with a contractual arrangement with, or the express written 
authority of, the original manufacturer or current design activity to buy, stock, repackage, sell, or distribute the part. 

“Contract manufacturer” means a company that produces goods under contract for another company under the label or brand name of that 
company. 

“Contractor-approved supplier” means a supplier that does not have a contractual agreement with the original component manufacturer for a 
transaction, but has been identified as trustworthy by a contractor or subcontractor. 

“Counterfeit electronic part” means an unlawful or unauthorized reproduction, substitution, or alteration that has been knowingly mismarked, 
misidentified, or otherwise misrepresented to be an authentic, unmodified electronic part from the original manufacturer, or a source with the 
express written authority of the original manufacturer or current design activity, including an authorized aftermarket manufacturer. Unlawful or 
unauthorized substitution includes used electronic parts represented as new, or the false identification of grade, serial number, lot number, date 
code, or performance characteristics. 
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“Electronic part” means an integrated circuit, a discrete electronic component (including, but not limited to, a transistor, capacitor, resistor, or 
diode), or a circuit assembly (section 818(f)(2) of Pub. L. 112-81). 

“Obsolete electronic part” means an electronic part that is no longer available from the original manufacturer or an authorized aftermarket 
manufacturer. 

"Original component manufacturer" means an organization that designs and/or engineers a part and is entitled to any intellectual property rights 
to that part. 

“Original equipment manufacturer” means a company that manufactures products that it has designed from purchased components and sells 
those products under the company's brand name. 

“Original manufacturer” means the original component manufacturer, the original equipment manufacturer, or the contract manufacturer. 

“Suspect counterfeit electronic part” means an electronic part for which credible evidence (including, but not limited to, visual inspection or 
testing) provides reasonable doubt that the electronic part is authentic. 

(b) Acceptable counterfeit electronic part detection and avoidance system.The Contractor shall establish and maintain an acceptable counterfeit 
electronic part detection and avoidance system. Failure to maintain an acceptable counterfeit electronic part detection and avoidance system, 
as defined in this clause, may result in disapproval of the purchasing system by the Contracting Officer and/or withholding of payments and affect 
the allowability of costs of counterfeit electronic parts or suspect counterfeit electronic parts and the cost of rework or corrective action that 
may be required to remedy the use or inclusion of such parts (see DFARS 231.205-71 ). 

(c) System criteria. A counterfeit electronic part detection and avoidance system shall include risk-based policies and procedures that address, at 
a minimum, the following areas: 

(1) The training of personnel. 

(2) The inspection and testing of electronic parts, including criteria for acceptance and rejection. Tests and inspections shall be performed in 
accordance with accepted Government- and industry-recognized techniques. Selection of tests and inspections shall be based on minimizing risk 
to the Government. Determination of risk shall be based on the assessed probability of receiving a counterfeit electronic part; the probability 
that the inspection or test selected will detect a counterfeit electronic part; and the potential negative consequences of a counterfeit electronic 
part being installed (e.g., human safety, mission success) where such consequences are made known to the Contractor. 

(3) Processes to abolish counterfeit parts proliferation. 

(4) Risk-based processes that enable tracking of electronic parts from the original manufacturer to product acceptance by the Government, 
whether the electronic parts are supplied as discrete electronic parts or are contained in assemblies, in accordance with paragraph (c) of the 
clause at 252.246-7008 , Sources of Electronic Parts (also see paragraph (c)(2) of this clause). 

(5) Use of suppliers in accordance with the clause at 252.246-7008 . 

(6) Reporting and quarantining of counterfeit electronic parts and suspect counterfeit electronic parts. Reporting is required to the Contracting 
Officer and to the Government-Industry Data Exchange Program (GIDEP) when the Contractor becomes aware of, or has reason to suspect that, 
any electronic part or end item, component, part, or assembly containing electronic parts purchased by the DoD, or purchased by a Contractor 
for delivery to, or on behalf of, the DoD, contains counterfeit electronic parts or suspect counterfeit electronic parts. Counterfeit electronic parts 
and suspect counterfeit electronic parts shall not be returned to the seller or otherwise returned to the supply chain until such time that the parts 
are determined to be authentic. 

(7) Methodologies to identify suspect counterfeit parts and to rapidly determine if a suspect counterfeit part is, in fact, counterfeit. 

(8) Design, operation, and maintenance of systems to detect and avoid counterfeit electronic parts and suspect counterfeit electronic parts. The 
Contractor may elect to use current Government- or industry-recognized standards to meet this requirement. 

(9) Flow down of counterfeit detection and avoidance requirements, including applicable system criteria provided herein, to subcontractors at 
all levels in the supply chain that are responsible for buying or selling electronic parts or assemblies containing electronic parts, or for performing 
authentication testing. 

(10) Process for keeping continually informed of current counterfeiting information and trends, including detection and avoidance techniques 
contained in appropriate industry standards, and using such information and techniques for continuously upgrading internal processes. 

(11) Process for screening GIDEP reports and other credible sources of counterfeiting information to avoid the purchase or use of counterfeit 
electronic parts. 

(12) Control of obsolete electronic parts in order to maximize the availability and use of authentic, originally designed, and qualified electronic 
parts throughout the product’s life cycle. 

https://www.acquisition.gov/dfars/231.205-71-costs-related-counterfeit-electronic-parts-and-suspect-counterfeit-electronic-parts.#DFARS_231.205-71
https://www.acquisition.gov/dfars/252.246-7008-sources-electronic-parts.#DFARS_252.246-7008
https://www.acquisition.gov/dfars/252.246-7008-sources-electronic-parts.#DFARS_252.246-7008
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(d) Government review and evaluation of the Contractor’s policies and procedures will be accomplished as part of the evaluation of the 
Contractor’s purchasing system in accordance with 252.244-7001 , Contractor Purchasing System Administration—Basic, or Contractor 
Purchasing System Administration—Alternate I. 

(e) Subcontracts. The Contractor shall include the substance of this clause, excluding the introductory text and including only paragraphs (a) 
through (e), in subcontracts, including subcontracts for commercial products, for electronic parts or assemblies containing electronic parts. 

(End of clause) 

 
252.246-7008 SOURCES OF ELECTRONIC PARTS JAN 2023 
(a) Definitions. As used in this clause— 

“Authorized aftermarket manufacturer” means an organization that fabricates a part under a contract with, or with the express written authority 
of, the original component manufacturer based on the original component manufacturer’s designs, formulas, and/or specifications. 

“Authorized supplier” means a supplier, distributor, or an aftermarket manufacturer with a contractual arrangement with, or the express written 
authority of, the original manufacturer or current design activity to buy, stock, repackage, sell, or distribute the part. 

“Contract manufacturer” means a company that produces goods under contract for another company under the label or brand name of that 
company. 

“Contractor-approved supplier” means a supplier that does not have a contractual agreement with the original component manufacturer for a 
transaction, but has been identified as trustworthy by a contractor or subcontractor. 

“Electronic part” means an integrated circuit, a discrete electronic component (including, but not limited to, a transistor, capacitor, resistor, or 
diode), or a circuit assembly (section 818(f)(2) of Pub. L. 112-81). 

"Original component manufacturer" means an organization that designs and/or engineers a part and is entitled to any intellectual property rights 
to that part. 

“Original equipment manufacturer” means a company that manufactures products that it has designed from purchased components and sells 
those products under the company's brand name. 

“Original manufacturer” means the original component manufacturer, the original equipment manufacturer, or the contract manufacturer. 

(b) Selecting suppliers. In accordance with section 818(c)(3) of the National Defense Authorization Act for Fiscal Year 2012 (Pub. L. 112-81), as 
amended by section 817 of the National Defense Authorization Act for Fiscal Year 2015 (Pub. L. 113-291) and section 885 of the National Defense 
Authorization Act for Fiscal Year 2016 (Pub. L. 114-92), the Contractor shall— 

(1) First obtain electronic parts that are in production by the original manufacturer or an authorized aftermarket manufacturer or currently 
available in stock from— 

(i) The original manufacturers of the parts; 

(ii) Their authorized suppliers; or 

(iii) Suppliers that obtain such parts exclusively from the original manufacturers of the parts or their authorized suppliers; 

(2) If electronic parts are not available as provided in paragraph (b)(1) of this clause, obtain electronic parts that are not in production by the 
original manufacturer or an authorized aftermarket manufacturer, and that are not currently available in stock from a source listed in paragraph 
(b)(1) of this clause, from suppliers identified by the Contractor as contractor-approved suppliers, provided that— 

(i) For identifying and approving such contractor-approved suppliers, the Contractor uses established counterfeit prevention industry standards 
and processes (including inspection, testing, and authentication), such as the DoD-adopted standards at https://assist.dla.mil; 

(ii) The Contractor assumes responsibility for the authenticity of parts provided by such contractor-approved suppliers; and 

(iii) The Contractor’s selection of such contractor-approved suppliers is subject to review, audit, and approval by the Government, generally in 
conjunction with a contractor purchasing system review or other surveillance of purchasing practices by the contract administration office, or if 
the Government obtains credible evidence that a contractor–approved supplier has provided counterfeit parts. The Contractor may proceed with 
the acquisition of electronic parts from a contractor-approved supplier unless otherwise notified by DoD; or 

(3)(i) Take the actions in paragraph (b)(3)(ii) of this clause if the Contractor— 

(A) Obtains an electronic part from— 

(1) A source other than any of the sources identified in paragraph (b)(1) or (b)(2) of this clause, due to nonavailability from such sources; or 

https://www.acquisition.gov/dfars/252.244-7001-contractor-purchasing-system-administration.#DFARS_252.244-7001
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(2) A subcontractor (other than the original manufacturer) that refuses to accept flowdown of this clause; or 

(B) Cannot confirm that an electronic part is new or previously unused and that it has not been comingled in supplier new production or stock 
with used, refurbished, reclaimed, or returned parts. 

(ii) If the contractor obtains an electronic part or cannot confirm an electronic part pursuant to paragraph (b)(3)(i) of this clause— 

(A) Promptly notify the Contracting Officer in writing. If such notification is required for an electronic part to be used in a designated lot of 
assemblies to be acquired under a single contract, the Contractor may submit one notification for the lot, providing identification of the 
assemblies containing the parts (e.g., serial numbers); 

(B) Be responsible for inspection, testing, and authentication, in accordance with existing applicable industry standards; and 

(C) Make documentation of inspection, testing, and authentication of such electronic parts available to the Government upon request. 

(c) Traceability.If the Contractor is not the original manufacturer of, or authorized supplier for, an electronic part, the Contractor shall— 

(1) Have risk-based processes (taking into consideration the consequences of failure of an electronic part) that enable tracking of electronic parts 
from the original manufacturer to product acceptance by the Government, whether the electronic part is supplied as a discrete electronic part 
or is contained in an assembly; 

(2) If the Contractor cannot establish this traceability from the original manufacturer for a specific electronic part, be responsible for inspection, 
testing, and authentication, in accordance with existing applicable industry standards; and 

(3)(i) Maintain documentation of traceability (paragraph (c)(1) of this clause) or the inspection, testing, and authentication required when 
traceability cannot be established (paragraph (c)(2) of this clause) in accordance with FAR subpart 4.7; and 

(ii) Make such documentation available to the Government upon request. 

(d) Government sources. Contractors and subcontractors are still required to comply with the requirements of paragraphs (b) and (c) of this 
clause, as applicable, if— 

(1) Authorized to purchase electronic parts from the Federal Supply Schedule; 

(2) Purchasing electronic parts from suppliers accredited by the Defense Microelectronics Activity; or 

(3) Requisitioning electronic parts from Government inventory/stock under the authority of 252.251-7000 , Ordering from Government Supply 
Sources. 

(i) The cost of any required inspection, testing, and authentication of such parts may be charged as a direct cost. 

(ii) The Government is responsible for the authenticity of the requisitioned parts. If any such part is subsequently found to be counterfeit or 
suspect counterfeit, the Government will— 

(A) Promptly replace such part at no charge; and 

(B) Consider an adjustment in the contract schedule to the extent that replacement of the counterfeit or suspect counterfeit electronic parts 
caused a delay in performance. 

(e) Subcontracts.The Contractor shall include the substance of this clause, including this paragraph (e), in subcontracts, including subcontracts for 
commercial products, that are for electronic parts or assemblies containing electronic parts, unless the subcontractor is the original manufacturer. 

(End of clause) 

 

 
52.222-50 COMBATING TRAFFICKING IN PERSONS NOV 2021 
 
(a) Definitions. As used in this clause- 

Agent means any individual, including a director, an officer, an employee, or an independent contractor, authorized to act on behalf of the 
organization. 

Coercion means- 

(1) Threats of serious harm to or physical restraint against any person; 

(2) Any scheme, plan, or pattern intended to cause a person to believe that failure to perform an act would result in serious harm to or physical 
restraint against any person; or 

https://www.acquisition.gov/dfars/252.251-7000-ordering-government-supply-sources.#DFARS_252.251-7000
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(3) The abuse or threatened abuse of the legal process. 

Commercial sex act means any sex act on account of which anything of value is given to or received by any person. 

Commercially available off-the-shelf (COTS) item — 

(1) Means any item of supply (including construction material) that is— 

(i) A commercial product (as defined in paragraph (1) of the definition of “commercial product” at Federal Acquisition Regulation (FAR) 2.101; 

(ii)Sold in substantial quantities in the commercial marketplace; and 

(iii)Offered to the Government, under a contract or subcontract at any tier, without modification, in the same form in which it is sold in the 
commercial marketplace; and 

(2)Does not include bulk cargo, as defined in 46 U.S.C. 40102(4), such as agricultural products and petroleum products. 

Debt bondage means the status or condition of a debtor arising from a pledge by the debtor of his or her personal services or of those of a person 
under his or her control as a security for debt, if the value of those services as reasonably assessed is not applied toward the liquidation of the 
debt or the length and nature of those services are not respectively limited and defined. 

Employee means an employee of the Contractor directly engaged in the performance of work under the contract who has other than a minimal 
impact or involvement in contract performance. 

Forced Labor means knowingly providing or obtaining the labor or services of a person- 

(1) By threats of serious harm to, or physical restraint against, that person or another person; 

(2) By means of any scheme, plan, or pattern intended to cause the person to believe that, if the person did not perform such labor or services, 
that person or another person would suffer serious harm or physical restraint; or 

(3) By means of the abuse or threatened abuse of law or the legal process. 

Involuntary servitude includes a condition of servitude induced by means of- 

(1) Any scheme, plan, or pattern intended to cause a person to believe that, if the person did not enter into or continue in such conditions, that 
person or another person would suffer serious harm or physical restraint; or 

(2) The abuse or threatened abuse of the legal process. 

Recruitment fees means fees of any type, including charges, costs, assessments, or other financial obligations, that are associated with the 
recruiting process, regardless of the time, manner, or location of imposition or collection of the fee. 

(1) Recruitment fees include, but are not limited to, the following fees (when they are associated with the recruiting process) for- 

(i) Soliciting, identifying, considering, interviewing, referring, retaining, transferring, selecting, training, providing orientation to, skills testing, 
recommending, or placing employees or potential employees; 

(ii) Advertising 

(iii) Obtaining permanent or temporary labor certification, including any associated fees; 

(iv) Processing applications and petitions; 

(v) Acquiring visas, including any associated fees; 

(vi) Acquiring photographs and identity or immigration documents, such as passports, including any associated fees; 

(vii) Accessing the job opportunity, including required medical examinations and immunizations; background, reference, and security clearance 
checks and examinations; and additional certifications; 

(viii) An employer's recruiters, agents or attorneys, or other notary or legal fees; 

(ix) Language interpretation or translation, arranging for or accompanying on travel, or providing other advice to employees or 
potential employees; 

(x) Government-mandated fees, such as border crossing fees, levies, or worker welfare funds; 

(xi) Transportation and subsistence costs- 

https://www.acquisition.gov/far/2.101#FAR_2_101
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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(A) While in transit, including, but not limited to, airfare or costs of other modes of transportation, terminal fees, and travel taxes associated with 
travel from the country of origin to the country of performance and the return journey upon the end of employment; and 

(B) From the airport or disembarkation point to the worksite; 

(xii) Security deposits, bonds, and insurance; and 

(xiii) Equipment charges. 

(2) A recruitment fee, as described in the introductory text of this definition, is a recruitment fee, regardless of whether the payment is- 

(i) Paid in property or money; 

(ii) Deducted from wages; 

(iii) Paid back in wage or benefit concessions; 

(iv) Paid back as a kickback, bribe, in-kind payment, free labor, tip, or tribute; or 

(v) Collected by an employer or a third party, whether licensed or unlicensed, including, but not limited to- 

(A) Agents; 

(B) Labor brokers; 

(C) Recruiters; 

(D) Staffing firms (including private employment and placement firms); 

(E) Subsidiaries/affiliates of the employer; 

(F) Any agent or employee of such entities; and 

(G) Subcontractors at all tiers. 

Severe forms of trafficking in persons means- 

(1) Sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in which the person induced to perform such act has 
not attained 18 years of age; or 

(2) The recruitment, harboring, transportation, provision, or obtaining of a person for labor or services, through the use of force, fraud, 
or coercion for the purpose of subjection to involuntary servitude, peonage, debt bondage, or slavery. 

"Sex trafficking" means the recruitment, harboring, transportation, provision, or obtaining of a person for the purpose of a commercial sex act. 

Subcontract means any contract entered into by a subcontractor to furnish supplies or services for performance of a prime contract or 
a subcontract. 

Subcontractor means any supplier, distributor, vendor, or firm that furnishes supplies or services to or for a prime contractor or 
another subcontractor. 

United States means the 50 States, the District of Columbia, and outlying areas. 

(b) Policy. The United States Government has adopted a policy prohibiting trafficking in persons including the trafficking-related activities of this 
clause. Contractors, contractor employees, and their agents shall not- 

(1) Engage in severe forms of trafficking in persons during the period of performance of the contract; 

(2) Procure commercial sex acts during the period of performance of the contract; 

(3) Use forced labor in the performance of the contract; 

(4) Destroy, conceal, confiscate, or otherwise deny access by an employee to the employee’s identity or immigration documents, such as 
passports or drivers' licenses, regardless of issuing authority; 

(5)  

(i) Use misleading or fraudulent practices during the recruitment of employees or offering of employment, such as failing to disclose, in a format 
and language understood by the employee or potential employee, basic information or making material misrepresentations during the 
recruitment of employees regarding the key terms and conditions of employment, including wages and fringe benefits, the location of work, the 
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living conditions, housing and associated costs (if employer or agent provided or arranged), any significant costs to be charged to the employee or 
potential employee, and, if applicable, the hazardous nature of the work; 

(ii) Use recruiters that do not comply with local labor laws of the country in which the recruiting takes place; 

(6) Charge employees or potential employees recruitment fees; 

(7)  

(i) Fail to provide return transportation or pay for the cost of return transportation upon the end of employment- 

(A) For an employee who is not a national of the country in which the work is taking place and who was brought into that country for the purpose 
of working on a U.S. Government contract or subcontract (for portions of contracts performed outside the United States); or 

(B) For an employee who is not a United States national and who was brought into the United States for the purpose of working on a U.S. 
Government contract or subcontract, if the payment of such costs is required under existing temporary worker programs or pursuant to a written 
agreement with the employee (for portions of contracts performed inside the United States); except that- 

(ii) The requirements of paragraphs (b)(7)(i) of this clause shall not apply to an employee who is- 

(A) Legally permitted to remain in the country of employment and who chooses to do so; or 

(B) Exempted by an authorized official of the contracting agency from the requirement to provide return transportation or pay for the cost of 
return transportation; 

(iii) The requirements of paragraph (b)(7)(i) of this clause are modified for a victim of trafficking in persons who is seeking victim services or legal 
redress in the country of employment, or for a witness in an enforcement action related to trafficking in persons. The contractor shall provide 
the return transportation or pay the cost of return transportation in a way that does not obstruct the victim services, legal redress, or witness 
activity. For example, the contractor shall not only offer return transportation to a witness at a time when the witness is still needed to testify. 
This paragraph does not apply when the exemptions at paragraph (b)(7)(ii) of this clause apply. 

(8) Provide or arrange housing that fails to meet the host country housing and safety standards; or 

(9) If required by law or contract, fail to provide an employment contract, recruitment agreement, or other required work document in writing. 
Such written work document shall be in a language the employee understands. If the employee must relocate to perform the work, the work 
document shall be provided to the employee at least five days prior to the employee relocating. The employee’s work document shall include, 
but is not limited to, details about work description, wages, prohibition on charging recruitment fees, work location(s), living accommodations 
and associated costs, time off, roundtrip transportation arrangements, grievance process, and the content of applicable laws and regulations that 
prohibit trafficking in persons. 

(c) Contractor requirements. The Contractor shall- 

(1) Notify its employees and agents of- 

(i) The United States Government's policy prohibiting trafficking in persons, described in paragraph (b) of this clause; and 

(ii) The actions that will be taken against employees or agents for violations of this policy. Such actions for employees may include, but are not 
limited to, removal from the contract, reduction in benefits, or termination of employment; and 

(2) Take appropriate action, up to and including termination, against employees, agents, or subcontractors that violate the policy in paragraph 
(b) of this clause. 

(d) Notification.  

(1) The Contractor shall inform the Contracting Officer and the agency Inspector General immediately of- 

(i) Any credible information it receives from any source (including host country law enforcement) that alleges a 
Contractor employee, subcontractor, subcontractor employee, or their agent has engaged in conduct that violates the policy in paragraph (b) of 
this clause (see also 18 U.S.C. 1351, Fraud in Foreign Labor Contracting, and 52.203-13(b)(3)(i)(A), if that clause is included in the solicitation or 
contract, which requires disclosure to the agency Office of the Inspector General when the Contractor has credible evidence of fraud); and 

(ii) Any actions taken against a Contractor employee, subcontractor, subcontractor employee, or their agent pursuant to this clause. 

(2) If the allegation may be associated with more than one contract, the Contractor shall inform the contracting officer for the contract with the 
highest dollar value. 

(e) Remedies. In addition to other remedies available to the Government, the Contractor’s failure to comply with the requirements of paragraphs 
(c), (d), (g), (h), or (i) of this clause may result in- 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.acquisition.gov/far/52.203-13#FAR_52_203_13
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(1) Requiring the Contractor to remove a Contractor employee or employees from the performance of the contract; 

(2) Requiring the Contractor to terminate a subcontract; 

(3) Suspension of contract payments until the Contractor has taken appropriate remedial action; 

(4) Loss of award fee, consistent with the award fee plan, for the performance period in which the Government determined Contractor non-
compliance; 

(5) Declining to exercise available options under the contract; 

(6) Termination of the contract for default or cause, in accordance with the termination clause of this contract; or 

(7) Suspension or debarment. 

(f) Mitigating and aggravating factors. When determining remedies, the Contracting Officer may consider the following: 

(1) Mitigating factors. The Contractor had a Trafficking in Persons compliance plan or an awareness program at the time of the violation, was in 
compliance with the plan, and has taken appropriate remedial actions for the violation, that may include reparation to victims for such violations. 

(2) Aggravating factors. The Contractor failed to abate an alleged violation or enforce the requirements of a compliance plan, when directed by 
the Contracting Officer to do so. 

(g) Full cooperation. 

  

(1) The Contractor shall, at a minimum- 

(i) Disclose to the agency Inspector General information sufficient to identify the nature and extent of an offense and the individuals responsible 
for the conduct; 

(ii) Provide timely and complete responses to Government auditors' and investigators' requests for documents; 

(iii) Cooperate fully in providing reasonable access to its facilities and staff (both inside and outside the U.S.) to allow contracting agencies and 
other responsible Federal agencies to conduct audits, investigations, or other actions to ascertain compliance with the Trafficking Victims 
Protection Act of 2000 ( 22 U.S.C. chapter 78), E.O. 13627, or any other applicable law or regulation establishing restrictions on trafficking in 
persons, the procurement of commercial sex acts, or the use of forced labor; and 

(iv) Protect all employees suspected of being victims of or witnesses to prohibited activities, prior to returning to the country from which 
the employee was recruited, and shall not prevent or hinder the ability of these employees from cooperating fully with Government authorities. 

(2) The requirement for full cooperation does not foreclose any Contractor rights arising in law, the FAR, or the terms of the contract. It does not- 

(i) Require the Contractor to waive its attorney-client privilege or the protections afforded by the attorney work product doctrine; 

(ii) Require any officer, director, owner, employee, or agent of the Contractor, including a sole proprietor, to waive his or her attorney client 
privilege or Fifth Amendment rights; or 

(iii) Restrict the Contractor from- 

(A) Conducting an internal investigation; or 

(B) Defending a proceeding or dispute arising under the contract or related to a potential or disclosed violation. 

(h) Compliance plan. 

  

(1) This paragraph (h) applies to any portion of the contract that- 

(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United States, or services to be performed outside 
the United States; and 

(ii) Has an estimated value that exceeds $550,000. 

(2) The Contractor shall maintain a compliance plan during the performance of the contract that is appropriate- 

(i) To the size and complexity of the contract; and 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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(ii) To the nature and scope of the activities to be performed for the Government, including the number of non-United States citizens expected 
to be employed and the risk that the contract or subcontract will involve services or supplies susceptible to trafficking in persons. 

(3) Minimum requirements. The compliance plan must include, at a minimum, the following: 

(i) An awareness program to inform contractor employees about the Government’s policy prohibiting trafficking-related activities described in 
paragraph (b) of this clause, the activities prohibited, and the actions that will be taken against the employee for violations. Additional information 
about Trafficking in Persons and examples of awareness programs can be found at the website for the Department of State’s Office to Monitor 
and Combat Trafficking in Persons at http://www.state.gov/j/tip/. 

(ii) A process for employees to report, without fear of retaliation, activity inconsistent with the policy prohibiting trafficking in persons, including 
a means to make available to all employees the hotline phone number of the Global Human Trafficking Hotline at 1-844-888-FREE and its email 
address at help@befree.org. 

(iii) A recruitment and wage plan that only permits the use of recruitment companies with trained employees, prohibits charging recruitment 
fees to the employees or potential employees and ensures that wages meet applicable host-country legal requirements or explains any variance. 

(iv) A housing plan, if the Contractor or subcontractor intends to provide or arrange housing, that ensures that the housing meets host-country 
housing and safety standards. 

(v) Procedures to prevent agents and subcontractors at any tier and at any dollar value from engaging in trafficking in persons (including activities 
in paragraph (b) of this clause) and to monitor, detect, and terminate any agents, subcontracts, or subcontractor employees that have engaged 
in such activities. 

(4) Posting. 

  

(i) The Contractor shall post the relevant contents of the compliance plan, no later than the initiation of contract performance, at the workplace 
(unless the work is to be performed in the field or not in a fixed location) and on the Contractor's Web site (if one is maintained). If posting at the 
workplace or on the Web site is impracticable, the Contractor shall provide the relevant contents of the compliance plan to each worker in writing. 

(ii) The Contractor shall provide the compliance plan to the Contracting Officer upon request. 

(5) Certification. Annually after receiving an award, the Contractor shall submit a certification to the Contracting Officer that- 

(i) It has implemented a compliance plan to prevent any prohibited activities identified at paragraph (b) of this clause and to monitor, detect, and 
terminate any agent, subcontract or subcontractor employee engaging in prohibited activities; and 

(ii) After having conducted due diligence, either- 

(A) To the best of the Contractor's knowledge and belief, neither it nor any of its agents, subcontractors, or their agents is engaged in any such 
activities; or 

(B) If abuses relating to any of the prohibited activities identified in paragraph (b) of this clause have been found, the Contractor 
or subcontractor has taken the appropriate remedial and referral actions. 

(i) Subcontracts. 

  

(1) The Contractor shall include the substance of this clause, including this paragraph (i), in all subcontracts and in all contracts with agents. The 
requirements in paragraph (h) of this clause apply only to any portion of the subcontract that- 

(i) Is for supplies, other than commercially available off-the-shelf items, acquired outside the United States, or services to be performed outside 
the United States; and 

(ii) Has an estimated value that exceeds $550,000. 

(2) If any subcontractor is required by this clause to submit a certification, the Contractor shall require submission prior to the award of 
the subcontract and annually thereafter. The certification shall cover the items in paragraph (h)(5) of this clause. 

(End of clause) 

 
252.223-7008 PROHIBITION OF HEXAVALENT CHROMIUM JAN 2023 
(a) Definitions. As used in this clause— 

http://www.state.gov/j/tip/
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“Homogeneous material” means a material that cannot be mechanically disjointed into different materials and is of uniform composition 
throughout. 

(1) Examples of homogeneous materials include individual types of plastics, ceramics, glass, metals, alloys, paper, board, resins, and surface 
coatings. 

(2) Homogeneous material does not include conversion coatings that chemically modify the substrate. 

“Mechanically disjointed” means that the materials can, in principle, be separated by mechanical actions such as unscrewing, cutting, crushing, 
grinding, and abrasive processes. 

(b) Prohibition. 

(1) Unless otherwise specified by the Contracting Officer, the Contractor shall not provide any deliverable or construction material under this 
contract that— 

(i) Contains hexavalent chromium in a concentration greater than 0.1 percent by weight in any homogenous material; or 

(ii) Requires the removal or reapplication of hexavalent chromium materials during subsequent sustainment phases of the deliverable or 
construction material. 

(2) This prohibition does not apply to hexavalent chromium produced as a by-product of manufacturing processes. 

(c) If authorization for incorporation of hexavalent chromium in a deliverable or construction material is required, the Contractor shall submit a 
request to the Contracting Officer. 

(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in all subcontracts, including subcontracts 
for commercial products or commercial services, that are for supplies, maintenance and repair services, or construction materials. 

(End of clause) 
 

 
252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT JAN 2023 
 

OR SERVICES (JAN 2023) 52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE)(SHORT FORM)(APR 198 4) 

(a) Definitions. As used in this clause— 

“Covered defense telecommunications equipment or services” means— 

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any subsidiary or affiliate of such entities; 

(2) Telecommunications services provided by such entities or using such equipment; or 

(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of Defense reasonably believes to be an 
entity owned or controlled by, or otherwise connected to, the government of a covered foreign country. 

“Covered foreign country” means— 

(1) The People’s Republic of China; or 

(2) The Russian Federation. 

“Covered missions” means— 

(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and communications, integrated tactical warning 
and attack assessment, and continuity of Government; or 

(2) The homeland defense mission of DoD, including with respect to ballistic missile defense. 

“Critical technology” means— 

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations 
under subchapter M of chapter I of title 22, Code of Federal Regulations; 

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations under 
subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled— 
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(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear 
nonproliferation, or missile technology; or 

(ii) For reasons relating to regional stability or surreptitious listening; 

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 
10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities); 

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of 
nuclear equipment and material); 

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of 
such Code; or 

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817). 

“Substantial or essential component” means any component necessary for the proper function or performance of a piece of equipment, system, 
or service. 

(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91), the contractor 
shall not provide to the Government any equipment, system, or service to carry out covered missions that uses covered defense 
telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, 
unless the covered defense telecommunication equipment or services are covered by a waiver described in Defense Federal Acquisition 
Regulation Supplement 204.2104 . 

(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award Management (SAM) at https://www.sam.gov for 
entities that are excluded when providing any equipment, system, or service, to carry out covered missions, that uses covered defense 
telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, 
unless a waiver is granted. 

(d) Reporting. 

(1) In the event the Contractor identifies covered defense telecommunications equipment or services used as a substantial or essential 
component of any system, or as critical technology as part of any system, during contract performance, the Contractor shall report at 
https://dibnet.dod.mil the information in paragraph (d)(2) of this clause. 

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause: 

(i) Within 3 business days from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier 
name; brand; model number (original equipment manufacturer number, manufacturer part number, or wholesaler number); item description; 
and any readily available information about mitigation actions undertaken or recommended. 

(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further available information about mitigation 
actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or submission of a covered 
defense telecommunications equipment or services, and any additional efforts that will be incorporated to prevent future use or submission of 
covered telecommunications equipment or services. 

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in all subcontracts and other contractual 
instruments, including subcontracts for the acquisition of commercial products or commercial services. 

(End of clause) 

 

 
252.204-7020 NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS JAN 2023 
(a) Definitions. 

Basic Assessment” means a contractor’s self-assessment of the contractor’s implementation of NIST SP 800-171 that— 

(1) Is based on the Contractor’s review of their system security plan(s) associated with covered contractor information system(s); 

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology; and 

(3) Results in a confidence level of “Low” in the resulting score, because it is a self-generated score. 

“Covered contractor information system” has the meaning given in the clause 252.204-7012, Safeguarding Covered Defense Information and 
Cyber Incident Reporting, of this contract. 

https://www.acquisition.gov/dfars/204.2104-waivers.#DFARS_204.2104
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“High Assessment” means an assessment that is conducted by Government personnel using NIST SP 800-171A, Assessing Security Requirements 
for Controlled Unclassified Information that— 

(1) Consists of— 

(i) A review of a contractor’s Basic Assessment; 

(ii) A thorough document review; 

(iii) Verification, examination, and demonstration of a Contractor’s system security plan to validate that NIST SP 800-171 security requirements 
have been implemented as described in the contractor’s system security plan; and 

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and 

(2) Results in a confidence level of “High” in the resulting score. 

“Medium Assessment” means an assessment conducted by the Government that— 

(1) Consists of— 

(i) A review of a contractor’s Basic Assessment; 

(ii) A thorough document review; and 

(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and 

(2) Results in a confidence level of “Medium” in the resulting score. 

(b) Applicability. This clause applies to covered contractor information systems that are required to comply with the National Institute of 
Standards and Technology (NIST) Special Publication (SP) 800-171, in accordance with Defense Federal Acquisition Regulation System (DFARS) 
clause at 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, of this contract. 

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for the Government to conduct a Medium 
or High NIST SP 800–171 DoD Assessment, as described in NIST SP 800–171 DoD Assessment Methodology 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf , if 
necessary. 

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk System (SPRS) () to provide DoD 
Components visibility into the summary level scores of strategic assessments. 

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic Assessments conducted in accordance with 
the NIST SP 800-171 DoD Assessment Methodology to for posting to SPRS. 

(i) The email shall include the following information: 

(A) Version of NIST SP 800-171 against which the assessment was conducted. 

(B) Organization conducting the assessment (e.g., Contractor self-assessment). 

(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract— 

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the system security 
plan; and 

(2) A brief description of the system security plan architecture, if more than one plan exists. 

(D) Date the assessment was completed. 

(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement). 

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information gathered 
from associated plan(s) of action developed in accordance with NIST SP 800-171. 

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the Contractor shall use the 
following format for the report: 

System Security Plan CAGE Codes supported by this plan Brief description of the plan architecture            
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(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each system 
security plan assessed: 

(i) The standard assessed (e.g., NIST SP 800-171 Rev 1). 

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity Address Code 
(DoDAAC)). 

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan. 

(iv) A brief description of the system security plan architecture, if more than one system security plan exists. 

(v) Date and level of the assessment, i.e., medium or high. 

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement). 

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information gathered 
from associated plan(s) of action developed in accordance with NIST SP 800-171. 

(e) Rebuttals. 

(1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer the opportunity for rebuttal and adjudication 
of assessment summary level scores prior to posting the summary level scores to SPRS (see SPRS User’s 
Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf). 

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to demonstrate that they meet 
any security requirements not observed by the assessment team or to rebut the findings that may be of question. 

(f) Accessibility. 

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance with the standards set 
forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information (PI). 

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view their own summary level 
scores, in accordance with the SPRS Software User’s Guide for Awardees/Contractors available at . 

(3) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this clause. DoD will retain and protect any 
such documentation as “Controlled Unclassified Information (CUI)” and intended for internal DoD use only. The information will be protected 
against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of Information Act (e.g., 
Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is privileged or confidential). 

(g) Subcontracts. 

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts and other contractual instruments, 
including subcontracts for the acquisition of commercial products or commercial services (excluding commercially available off-the-shelf). 

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the implementation of NIST SP 800–171 
security requirements, in accordance with DFARS clause 252.204–7012 of this contract, unless the subcontractor has completed, within the last 
3 years, at least a Basic NIST SP 800–171 DoD Assessment, as described in https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-
SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf , for all covered contractor information systems relevant to its offer that are 
not part of an information technology service or system operated on behalf of the Government. 

(3) If a subcontractor does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not more than 3 years old unless a 
lesser time is specified in the solicitation) posted in SPRS, the subcontractor may conduct and submit a Basic Assessment, in accordance with the 
NIST SP 800-171 DoD Assessment Methodology, to mailto:webptsmh@navy.mil for posting to SPRS along with the information required by 
paragraph (d) of this clause. 

(End of clause) 

 

 
252.246-7003 NOTIFICATION OF POTENTIAL SAFETY ISSUES JUN 2013 

(a) Definitions. As used in this clause— 

“Credible information” means information that, considering its source and the surrounding circumstances, supports a reasonable belief that an 
event has occurred or will occur. 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
mailto:webptsmh@navy.mil
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“Critical safety item” means a part, subassembly, assembly, subsystem, installation equipment, or support equipment for a system that contains 
a characteristic, any failure, malfunction, or absence of which could have a safety impact. 

“Safety impact” means the occurrence of death, permanent total disability, permanent partial disability, or injury or occupational illness requiring 
hospitalization; loss of a weapon system; or property damage exceeding $1,000,000. 

“Subcontractor” means any supplier, distributor, vendor, or firm that furnishes supplies or services to or for the Contractor or another 
subcontractor under this contract. 

(b) The Contractor shall provide notification, in accordance with paragraph (c) of this clause, of— 

(1) All nonconformances for parts identified as critical safety items acquired by the Government under this contract; and 

(2) All nonconformances or deficiencies that may result in a safety impact for systems, or subsystems, assemblies, subassemblies, or parts integral 
to a system, acquired by or serviced for the Government under this contract. 

(c) The Contractor— 

(1) Shall notify the Administrative Contracting Officer (ACO) and the Procuring Contracting Officer (PCO) as soon as practicable, but not later than 
72 hours, after discovering or acquiring credible information concerning nonconformances and deficiencies described in paragraph (b) of this 
clause; and 

(2) Shall provide a written notification to the ACO and the PCO within 5 working days that includes— 

(i) A summary of the defect or nonconformance; 

(ii) A chronology of pertinent events; 

(iii) The identification of potentially affected items to the extent known at the time of notification; 

(iv) A point of contact to coordinate problem analysis and resolution; and 

(v) Any other relevant information. 

(d) The Contractor— 

(1) Is responsible for the notification of potential safety issues occurring with regard to an item furnished by any subcontractor; and 

(2) Shall facilitate direct communication between the Government and the subcontractor as necessary. 

(e) Notification of safety issues under this clause shall be considered neither an admission of responsibility nor a release of liability for the defect 
or its consequences. This clause does not affect any right of the Government or the Contractor established elsewhere in this contract. 

(f) Subcontracts. (1) The Contractor shall include the substance of this clause, including this paragraph (f), in subcontracts for— 

(i) Parts identified as critical safety items; 

(ii) Systems and subsystems, assemblies, and subassemblies integral to a system; or 

(iii) Repair, maintenance, logistics support, or overhaul services for systems and subsystems, assemblies, subassemblies, and parts integral to a 
system. 

(2) For those subcontracts, including subcontracts for commercial products or commercial services, described in paragraph (f)(1) of this clause, 
the Contractor shall require the subcontractor to provide the notification required by paragraph (c) of this clause to— 

(i) The Contractor or higher-tier subcontractor; and 

(ii) The ACO and the PCO, if the subcontractor is aware of the ACO and the PCO for the contract. 

(End of clause) 

 

 
252.225-7056 PROHIBITION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME JAN 2023 
 
(a) Definitions. As used in this clause— 

Agency or instrumentality of the government of Venezuela means an agency or instrumentality of a foreign state as defined in 28 U.S.C. 1603(b), 
with each reference in section 1603(b) to a foreign state deemed to be a reference to Venezuela. 
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Business operations means engaging in commerce in any form, including acquiring, developing, maintaining, owning, selling, possessing, leasing, 
or operating equipment, facilities, personnel, products, services, personal property, real property, or any other apparatus of business or 
commerce. 

Government of Venezuela means the government of any political subdivision of Venezuela, and any agency or instrumentality of the government 
of Venezuela. 

Person means— 

(1) A natural person, corporation, company, business association, partnership, society, trust, or any other nongovernmental entity, organization, 
or group; 

(2) Any governmental entity or instrumentality of a government, including a multilateral development institution (as defined in section 1701(c)(3) 
of the International Financial Institutions Act (22 U.S.C. 262r(c)(3)); and 

(3) Any successor, subunit, parent entity, or subsidiary of, or any entity under common ownership or control with, any entity described in 
paragraph (1) or (2) of this definition. 

(b) Prohibition. In accordance with section 890 of the National Defense Authorization Act for Fiscal Year 2020 (Pub. L. 116-92), DoD is prohibited 
from entering into a contract for the procurement of products or services with any person that has business operations with an authority of the 
government of Venezuela that is not recognized as the legitimate government of Venezuela by the U.S. Government, unless the person has a 
valid license to operate in Venezuela issued by the Office of Foreign Assets Control of the Department of the Treasury. 

(c) The Contractor shall— 

(1) Not have any business operations with an authority of the Maduro regime or the government of Venezuela that is not recognized as the 
legitimate government of Venezuela by the U.S. Government; or 

(2) Have a valid license to operate in Venezuela issued by the Office of Foreign Assets Control of the Department of the Treasury. 

(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts, including subcontracts 
for the acquisition of commercial products. 

(End of clause) 

 
52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL JAN 2011 
 

(a) The Contractor shall comply with agency personal identity verification procedures identified in the contract that implement Homeland 
Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) guidance M-05-24 and Federal Information Processing 
Standards Publication (FIPS PUB) Number 201. 

(b) The Contractor shall account for all forms of Government-provided identification issued to the Contractor employees in connection with 
performance under this contract. The Contractor shall return such identification to the issuing agency at the earliest of any of the following, unless 
otherwise determined by the Government: 

(1) When no longer needed for contract performance. 

(2) Upon completion of the Contractor employee’s employment. 

(3) Upon contract completion or termination. 

(c) The Contracting Officer may delay final payment under a contract if the Contractor fails to comply with these requirements. 

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts when the subcontractor’s employees 
are required to have routine physical access to a Federally-controlled facility and/or routine access to a Federally-controlled information system. 
It shall be the responsibility of the prime Contractor to return such identification to the issuing agency in accordance with the terms set forth in 
paragraph (b) of this section, unless otherwise approved in writing by the Contracting Officer. 

(End of clause) 

 
52.222-21 PROHIBITION OF SEGREGATED FACILITIES APR 2015 
(a) Definitions. As used in this clause 

Gender identity has the meaning given by the Department of Labor’s Office of Federal Contract Compliance Programs, and is found 
at http://www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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Segregated facilities, means any waiting rooms, work areas, rest rooms and wash rooms, restaurants and other eating areas, time clocks, locker 
rooms and other storage or dressing areas, parking lots, drinking fountains, recreation or entertainment areas, transportation, and housing 
facilities provided for employees, that are segregated by explicit directive or are in fact segregated on the basis of race, color, religion, sex, sexual 
orientation, gender identity, or national origin because of written or oral policies or employee custom. The term does not include separate or 
single-user rest rooms or necessary dressing or sleeping areas provided to assure privacy between the sexes. 

Sexual orientation has the meaning given by the Department of Labor’s Office of Federal Contract Compliance Programs, and is found 
at http://www.dol.gov/ofccp/LGBT/LGBT_FAQs.html. 

(b) The Contractor agrees that it does not and will not maintain or provide for its employees any segregated facilities at any of its establishments, 
and that it does not and will not permit its employees to perform their services at any location under its control where segregated facilities are 
maintained. The Contractor agrees that a breach of this clause is a violation of the Equal Opportunity clause in this contract. 

(c) The Contractor shall include this clause in every subcontract and purchase order that is subject to the Equal Opportunity clause of this contract. 

(End of clause) 

 
52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED OR NOV 2021 
PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES (NOV 2021) 

(a) Definitions. As used in this clause— 

Kaspersky Lab covered article means any hardware, software, or service that– 

(1) Is developed or provided by a Kaspersky Lab covered entity; 

(2) Includes any hardware, software, or service developed or provided in whole or in part by a Kaspersky Lab covered entity; or 

(3) Contains components using any hardware or software developed in whole or in part by a Kaspersky Lab covered entity. 

Kaspersky Lab covered entity means– 

(1) Kaspersky Lab; 

(2) Any successor entity to Kaspersky Lab, including any change in name, e.g., “Kaspersky”; 

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or 

(4) Any entity of which Kaspersky Lab has a majority ownership. 

(b) Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-91) prohibits Government 
use of any Kaspersky Lab covered article. The Contractor is prohibited from— 

(1) Providing any Kaspersky Lab covered article that the Government will use on or after October 1, 2018; and 

(2) Using any Kaspersky Lab covered article on or after October 1, 2018, in the development of data or deliverables first produced in the 
performance of the contract. 

(c) Reporting requirement. 

(1) In the event the Contractoridentifies a Kaspersky Lab covered article provided to the Government during contract performance, or the 
Contractor is notified of such by a subcontractor at any tier or any other source, the Contractor shall report, in writing, to the Contracting 
Officer or, in the case of the Department of Defense, to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the 
Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in 
the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided 
at https://dibnet.dod.mil. 

(2) The Contractor shall report the following information pursuant to paragraph (c)(1) of this clause: 

(i) Within 3 business days from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier 
name; brand; model number (Original Equipment Manufacturer (OEM) number, manufacturer part number, or wholesaler number); item 
description; and any readily available information about mitigation actions undertaken or recommended. 

(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this clause: any further available information about mitigation 
actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or submission of 
a Kaspersky Lab covered article, any reasons that led to the use or submission of the Kaspersky Lab covered article, and any additional efforts 
that will be incorporated to prevent future use or submission of Kaspersky Lab covered articles. 

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://dibnet.dod.mil/
https://dibnet.dod.mil/
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(d) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts including subcontracts 
for the acquisition of commercial products or commercial services. 

(End of clause) 

 

 
52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANC NOV 2021 
E SERVICES OR EQUIPMENT (NOV 2021) 

(a) Definitions. As used in this clause— 

Backhaul means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the network (e.g., 
connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial 
cable, Ethernet). 

Covered foreign country means The People’s Republic of China. 

Covered telecommunications equipment or services means– 

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities); 

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical infrastructure, and other national 
security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision 
Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities); 

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or 

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in 
consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity 
owned or controlled by, or otherwise connected to, the government of a covered foreign country. 

Critical technology means– 

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations 
under subchapter M of chapter I of title 22, Code of Federal Regulations; 

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations under 
subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled- 

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear 
nonproliferation, or missile technology; or 

(ii) For reasons relating to regional stability or surreptitious listening; 

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 
10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities); 

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of 
nuclear equipment and material); 

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of 
such Code; or 

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817). 

Interconnection arrangements means arrangements governing the physical connection of two or more networks to allow the use of another's 
network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone provider A to a customer of telephone 
company B) or sharing data and other information resources. 

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about the identity of the producer or provider 
of covered telecommunications equipment or services used by the entity that excludes the need to include an internal or third-party audit. 

Roaming means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to the facilities 
of the home network either because signal coverage is too weak or because traffic is too high. 

Substantial or essential component means any component necessary for the proper function or performance of a piece of equipment, system, or 
service. 
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(b) Prohibition.   

  

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of 
an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any 
equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any 
system, or as critical technology as part of any system. The Contractor is prohibited from providing to the Government any equipment, system, 
or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical 
technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication equipment or 
services are covered by a waiver described in FAR 4.2104. 

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of 
an executive agency on or after August 13, 2020, from entering into a contract, or extending or renewing a contract, with an entity that uses any 
equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any 
system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered 
telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This prohibition applies to the use of covered 
telecommunications equipment or services, regardless of whether that use is in performance of work under a Federal contract. 

(c) Exceptions. This clause does not prohibit contractors from providing— 

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or 

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or packets that such 
equipment transmits or otherwise handles. 

(d) Reporting requirement. 

  

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or essential component of any 
system, or as critical technology as part of any system, during contract performance, or the Contractor is notified of such by a subcontractor at 
any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) of this clause to the Contracting Officer, unless 
elsewhere in this contract are established procedures for reporting the information; in the case of the Department of Defense, the 
Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the Contracting 
Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, 
identify both the indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil. 

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause 

(i) Within one business day from the date of such identification or notification: the contract number; the order number(s), if applicable; supplier 
name; supplier unique entity identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model number 
(original equipment manufacturer number, manufacturer part number, or wholesaler number); item description; and any readily available 
information about mitigation actions undertaken or recommended. 

(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further available information about mitigation 
actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or submission of covered 
telecommunications equipment or services, and any additional efforts that will be incorporated to prevent future use or submission of covered 
telecommunications equipment or services. 

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding paragraph (b)(2), in all 
subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial products or commercial services. 

(End of clause) 

 

 
52.204-27 PROHIBITION ON A BYTEDANCE COVERED APPLICATION (J UNE 2023 
 

PART III - LIST OF DOCUMENTS, EXHIBITS, AND OTHER ATTACHMENTS 

(a) Definitions. As used in this clause— 

Covered application means the social networking service TikTok or any successor application or service developed or provided by ByteDance 
Limited or an entity owned by ByteDance Limited. 

Information technology, as defined in 40 U.S.C. 11101(6)— 

https://www.acquisition.gov/far/4.2104#FAR_4_2104
https://www.acquisition.gov/far/4.2104#FAR_4_2104
https://dibnet.dod.mil/
https://dibnet.dod.mil/
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(1) Means any equipment or interconnected system or subsystem of equipment, used in the automatic acquisition, storage, analysis, evaluation, 
manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by 
the executive agency, if the equipment is used by the executive agency directly or is used by a contractor under a contract with the executive 
agency that requires the use— 

(i) Of that equipment; or 

(ii) Of that equipment to a significant extent in the performance of a service or the furnishing of a product; 

(2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and 
surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, software, firmware and similar 
procedures, services (including support services), and related resources; but 

(3) Does not include any equipment acquired by a Federal contractor incidental to a Federal contract. 

(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117-328), the No TikTok on Government Devices 
Act, and its implementing guidance under Office of Management and Budget (OMB) Memorandum M-23-13, dated February 27, 2023, “No TikTok 
on Government Devices” Implementation Guidance, collectively prohibit the presence or use of a covered application on executive 
agency information technology, including certain equipment used by Federal contractors. The Contractor is prohibited from having or using 
a covered application on any information technology owned or managed by the Government, or on any information technology used or provided 
by the Contractor under this contract, including equipment provided by the Contractor’s employees; however, this prohibition does not apply if 
the Contracting Officer provides written notification to the Contractor that an exception has been granted in accordance with OMB Memorandum 
M-23-13. 

(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (c), in all subcontracts, including subcontracts 
for the acquisition of commercial products or commercial services. 

(End of clause) 

 

 
 

252.223-7001 HAZARD WARNING LABELS DEC 1991 
 

(a)  "Hazardous material," as used in this clause, is defined in the Hazardous Material Identification and Material Safety Data clause of this contract. 
(b)  The Contractor shall label the item package (unit container) of any  hazardous material to be delivered under this contract in accordance with 
the Hazard Communication Standard (29 CFR 1910.1200 et seq). The Standard requires  that the hazard warning label conform to the 
requirements of the standard unless the material is otherwise subject to the labeling requirements of one of the following statutes: (1)  Federal 
Insecticide, Fungicide and Rodenticide Act; (2)  Federal Food, Drug and Cosmetics Act; (3)  Consumer Product Safety Act; (4)  Federal Hazardous 
Substances Act; or (5)  Federal Alcohol Administration Act. (c)  The Offeror shall list which hazardous material listed in the Hazardous Material 
Identification and Material Safety Data clause of this contract will be labeled in accordance with one of the Acts in paragraphs (b)(1) through (5) 
of this clause instead of the Hazard Communication Standard. Any hazardous material not listed will be interpreted to mean that a  label is 
required in accordance with the Hazard Communication Standard. MATERIAL (If None, Insert "None.")              ACT 
___________________________________          __________ ___________________________________          __________ 
___________________________________          __________ (d)  The apparently successful Offeror agrees to submit, before award, a  copy of 
the hazard warning label for all hazardous materials not listed in paragraph (c) of this clause. The Offeror shall submit the label with the Material 
Safety Data Sheet being furnished under the Hazardous Material Identification and Material Safety Data clause of this contract. (e)  The Contractor 
shall also comply with MIL-STD-129, Marking for Shipment and Storage (including revisions adopted during the term of this contract). 

 
52.204-24 REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE NOV 2021 
 

SERVICES OR EQUIPMENT (NOV 2021) The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has 
represented that it "does not provide covered telecommunications equipment or services as a part of its offered products or services to the 
Government in the performance of any contract, subcontract, or  other contractual instrument" in paragraph (c)(1) in the provision at 52.204-26, 
Covered Telecommunications Equipment or Services-Representation, or  in paragraph (v)(2)(i) of the provision at 52.212-3, Offeror 
Representations and Certifications-Commercial Products and Commercial Services. The Offeror shall not complete the representation in PAGE  
40  OF  43 N00104-24-P-QA21 

 
52.204-25 , Prohibition on Contracting for Certain Telecommunications and Video  Surveillance Services or Equipment. EAR 2019 

 
(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National  Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits 
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the  head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or 
obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component 
of any system, or as critical technology as part of any system. Nothing in the prohibition shall be  construed to- (i) Prohibit the head of an executive 
agency from procuring with  an entity to provide a service that connects to the facilities of a third-party, such as backhaul, roaming, or 
interconnection arrangements; or (ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit 
visibility into any user data or packets that such equipment transmits or otherwise handles. (2) Section 889(a)(1)(B) of the John S. McCain National 
Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of  an executive agency on or after August 13, 2020, from 
entering into a contract  or extending or renewing a contract with an entity that uses any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. 
This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of 
work under a Federal contract. Nothing in the prohibition shall be construed to- (i) Prohibit the head of an executive agency from procuring with  
an entity to provide a service that connects to the facilities of a          third-party, such as backhaul, roaming, or interconnection arrangements; or 
(ii) Cover telecommunications equipment that cannot route or      redirect user data traffic or cannot permit visibility into any user data or packets 
that such equipment transmits or otherwise handles. (c) Procedures. The Offeror shall review the list of excluded parties in  the System for Award 
Management (SAM) (https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or 
services." (d) Representations. The Offeror represents that-- (1) It _____________ will, _____________ will not provide covered 
telecommunications equipment or services to the Government in the performance of any contract, subcontract or other contractual instrument 
resulting from this solicitation.  The Offeror shall provide the additional disclosure  information required at paragraph (e)(1) of this section if the 
Offeror responds "will" in paragraph (d)(1) of this section; and (2) After conducting a reasonable inquiry, for purposes of this representation, the 
Offeror represents that- It _____________ does, _____________ does not use covered telecommunications equipment or services, or use any 
equipment, system, or service that uses covered telecommunications equipment or services. The Offeror shall provide the additional disclosure 
information required at paragraph (e)(2) of this section if the Offeror responds "does" in paragraph (d)(2) of this section. (e) Disclosures. (1) 
Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded "will" in the representation in paragraph (d)(1) 
of this provision, the Offeror shall provide the following information as part of the offer: (i) For covered equipment- (A) The entity that produced 
the covered telecommunications equipment (include entity name, unique entity identifier, CAGE code, and whether the entity was the original 
equipment manufacturer (OEM) or a distributor, if known); (B) A description of all covered telecommunications equipment offered (include 
brand; model number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applicable); and (C) 
Explanation of the proposed use of covered telecommunications equipment and any factors relevant to determining if such use would be 
permissible under the prohibition in paragraph (b)(1) of this provision. (ii) For covered services- (A) If the service is related to item maintenance: 
A description of all covered telecommunications PAGE  41  OF  43 N00104-24-P-QA21 
 


